ISSN: 2587-1218

CYBERPOLITIKJOURNAL

Siber Politikalar Dergisi

A Peer Review International E-Journal on Cyberpolitics, Cybersecurity and Human Rights

www.cyberpolitikjournal.org

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

<<< Winter 2023



ISSN: 2587-1218

ABOUT THE JOURNAL

Editor-in-Chief / Editor: Prof. Dr. Nezir Akyesilmen ( Selguk University)
Associate Editor / Es-editor: Professor Bilal Sambur (Yildirim Beyazit University)

Assistant Editors / Yardimci Editorler:
Dr. Vanessa Tinker (Cellegium Civitas) (Poland)
Assoc. Prof. Dr. Mehmet Emin Erendor (Adana Bilm ve Teknoloji Universitesi)(Turkey)

Book/Article Reviews - Kitap/Makale Degerlendirme
Ozgiin Ozger (Association for Human Rights Education)
Adem Bozkurt (Association for Human Rights Education)

Mete Kizilkaya (Association for Human Rights Education)

Editorial Board:

Prof. Pardis Moslemzadeh Tehrani ( University of Malaya) ( Malaysia)

Prof. Hiiseyin Bagc1 (Middle East Technical University) ( Turkey)

Prof. Javaid Rehman (SOAS, University of London) (UK)

Prof.Dr. Thsan D. Dag1 (Middle East Technical University) ( Turkey)

Prof. Dr. Murat Cemrek(Necmettin Erbakan University)(Turky)

Prof. Dr. Fuad Jomma ( University of Szczecin)(Poland)

Assist. Prof. Murat Tiimay ( School of Law, Istanbul Medeniyet University) (Turkey)
Dr. Carla Buckley (School of Law, University of Nottingham) (UK)

Dr. Lella Nouri (College of Law and Criminology, Swansea University)(UK)

International Advisory Board:

Prof. Michael Freeman (University of Essex) (UK)

Prof.Dr. Ramazan G6zen (marmara University)(Turkey)

Prof. Dr. Mohd Ikbal Abdul Wahab ( International Islamic University of Malaysia)(Malaysia)
Prof. Dr. Farid Suhaib ( International Islamic University of Malaysia) ( Malaysia)

Prof Dr Sandra Thompson ( University of Houston)(USA)

Prof Mehmet Asutay ( University of Durham)(UK)

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

<<< Winter 2023



ISSN: 2587-1218

Prof.Marco Ventura(ltalia)

Prof. F. Javier D. Revorio (University Lamacha Toledo)(Spain)
Prof. Andrzej Bisztyga (Katowice School of Economics)(Poland)
Prof. Marjolein van den Brink (Netherland)

Owner/Sahibi

On behalf of Association for Human Rights Education / insan Haklar1 Egitimi Dernegi adina

Prof. Dr. Dr. Nezir Akyesilmen

Peer Review
All articles in this journal have undergone meticulos peer review, based on refereeing by
anonymous referees. All peer review is double blind and submission is online. All submitted

papers (other than book and article reviews) are peer reviewed.

The Journal

The languages of the Journal are both Turkish and English.

ISSN 2587-1218
Cyberpolitik (CP) aims to publish peer-reviewed scholarly articles and reviews as well as
significant developments regarding cyber world, cybersecurity, cyberpolitics and human

rights.

Indexing/Endeksler

Cyberpolitik Journal is being indexed by;

* Academia Social Science Index (ASOS),

* Scientific Indexing Services (SIS),

* Eurasian Scientific Journal Index (ESJIndex),

* Index Copernicus International (ICI), (ICV 2017=64.65)
* Directory of Research Journal Indexing (DRJI).

* JournallITOCs.

* Open-Web.info.

* Google Scholars

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

<<< Winter 2023



ISSN: 2587-1218

Issue Referees / Say1 Hakemleri
Prof.Dr. Bilal Sambur

Assoc. Prof.Dr. Mehmet Emin Erendor
Assoc. Prof.Dr. Murat Tiimay

Assoc. Prof. Dr. Mustafa Ciineyt Ozsahin
Assoc. Prof.Dr. Yusuf Cinar

Assoc. Prof.Dr. Onder A. Afsar
Assistant Prof.Dr. Aysegiil Sili Kalem
Assistant Prof.Dr. Serife nesimioglu

Dr. Giil nazik Unver

Cyberpolitik consists of the following sections:

Research Articles: Each Volume would publish a selection of Articles covering aspects of
cyber politics and human rights with a broad universal focus.

Comments: This section would cover recent developments in the field of cybersecurity, cyber
politics and human rights.

Book/Article Reviews: Each Volume aims to review books on cyber politics, cybersecurity
and human rights.

Cyberpolitik Award: Each year one ‘Cyberpolitik’ prize will be awarded, for the best article
from material published in the previous year.

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

<<< Winter 2023



ISSN: 2587-1218

CONTENTS / iCiNDEKILER

EDITORIAL PREFACE: BASICS OF THE METAVERSE vi
EDITORYAL ONSOZ: METAVERSIN TEMELLERI viii
RESEARCH ARTICLES / ARASTIRMA MAKALELERI 48

COMPARISON OF CYBER SECURITY POLICIES OF TURKIYE AND ENGLAND 49

Gl Nazik UNVER

A HUMAN RIGHTS-BASED DIGITAL CITIZENSHIP EDUCATION: ETHICS FOR CYBER
PEACE 85

Nezir AKYESILMEN

SIBER UZAYDA ABD-RUSYA REKABETI: ESKi AKTORLER, YENI ARACLAR 109
Gizem DEDE

ASKERI HABERLESME SISTEMLERINDE TURKIYE: SIBER GUVENLIK VE YERLILESME

129
Elif Guldal LIMON
OPINIONS / YORUMLAR 148
CYBER-AI TECHNOLOGY AND INTERNATIONAL RELATIONS 149
Yavuz AKDAG
DIJITAL VATANDASLIK VE SIBER DUNYANIN SORUNLARI 153
E. Dilara KILINC
ARTICLE AND BOOK REVIEWS / MAKALE VE KiTAP INCELEMELERI 165
TECHNOLOGY ETHICS: A PHILOSOPHICAL INTRODUCTION AND READINGS 166
Kamil TARHAN
NOTES FOR AUTHORS / YAZARLAR iCiN NOTLAR 172

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

<< Winter 2023

/,
N\

<



ISSN: 2587-1218

EDITORIAL PREFACE: BASICS OF THE METAVERSE

Dear Readers,

We are proud to present to you the 16th issue of the Cyberpolitik Journal. It is a great honor
for all of us to continue our journey that we started eight years ago without interruption. As
the digital world grows every day and every second, new developments and new technologies

emerge, we are trying to read and understand this domain within our limitations.

In an era dominated by the omnipresence of technology and interconnected digital
ecosystems, the role of digital citizenship education cannot be overstated. The articles
featured in the 8th volume and 16th issue of the Cyberpolitik Journal bring forth a compelling
narrative, shedding light on diverse facets of cyber landscapes, from cybersecurity policies to
geopolitical rivalries in cyberspace. Among these, the exploration of "Human Rights-Based
Digital Citizenship Education" by Nezir Akyesilmen stands out as a beacon, advocating for

ethical considerations that pave the way for cyber peace.

The interconnectedness of our world has given rise to a digital society where the boundaries
between physical and virtual realms blur. As such, fostering responsible digital citizenship is
not merely an educational endeavor but a prerequisite for cultivating a global culture of cyber
peace. Akyesilmen's emphasis on human rights as the cornerstone of digital citizenship
education is timely and resonates with the growing need to address the ethical dimensions of
our online existence. The author develop and propose a human rights-based model for digital
citizenship education that claiming ethics as the backbone of cyber peace. The article focuses
on the basic elements of digital citizenship education and develops principles of education

model from internationally recognized human rights instruments.

In the contemporary geopolitical landscape, cyber threats and attacks transcend national
borders, making it imperative for nations to collaboratively address the challenges posed by
the digital domain. The comparison of cybersecurity policies between Tiirkiye and England,

as articulated by Giil Nazik Unver, provides valuable insights into the diverse approaches
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adopted by nations in fortifying their cyber defenses. National Cybersecurty strategies of
Tirkiye and Endland diverse but they have also many commanalities. International

cooperation is a vital strategy for a successful cyber defence in cyberspace.

Akyesilmen's proposition of a human rights-based approach to digital citizenship education
urges us to consider the ethical implications of our actions in the digital realm. As we witness
the fierce competition between major players like the United States and Russia in cyberspace,
as presented by Gizem Dede, it becomes evident that a shared understanding of ethical
behavior in the digital realm is essential for fostering trust and cooperation on the
international stage.Dede, focuses mainly on cyber attacks by russia but it is well known that

all actors in cyberspace are pro offense in digital realm.

Elif Giildal Limon's exploration of Turkey's military communication systems highlights the
critical role of cybersecurity and the imperative of localizing capabilities in the face of
evolving threats. It is within this context that digital citizenship education emerges not only as
a tool for individual empowerment but as a collective defense mechanism against cyber

threats that transcend borders.

In the realm of opinions, Yavuz Akdag's perspective on Cyber-Al technology and
international relations underscores the rapid advancements in technology and their profound
impact on geopolitics. However, as we navigate this intricate landscape, E. Dilara Kiling's
focus on the problems of digital citizenship in the cyber world resonates strongly. The
challenges posed by the digital realm extend beyond mere technological aspects; they

encompass the very fabric of our society, demanding a comprehensive and ethical approach.

Kamil Tarhan's review of "Technology Ethics: A Philosophical Introduction and Readings”
aligns with the call for a philosophical underpinning in our approach to digital world. It
prompts us to delve into the ethical frameworks that guide our interactions in cyberspace,

emphasizing the need for a holistic understanding that goes beyond technical proficiency.

In conclusion, the 8th volume and 16th issue of the Cyberpolitik Journal offers a
comprehensive panorama of the challenges and opportunities presented by the digital era. In
this landscape, digital citizenship education emerges as a linchpin for cultivating responsible
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behavior, fostering ethical considerations, and ultimately contributing to the attainment of
cyber peace. As we navigate the complexities of cyberspace, it is essential to recognize that
the path to a secure and harmonious digital future begins with the education of responsible

and ethically conscious digital citizens.

EDITORYAL ONSOZ: METAVERSIN TEMELLERI

Sevgili okuyucular,

Cyberpolitik journal Dergisi'nin 16. sayisini sizlere sunmaktan gurur duyuyoruz . Sekiz yil
once basladigimiz yolculugumuzun kesintisiz devam etmesi hepimiz i¢in biiyiik bir onur.
Dijital diinya her gegen giin biiylirken, yeni gelismeler ve yeni teknolojiler ortaya ¢ikarken,

biz de bu alan1 kendi sinirlarimiz dahilinde okumaya, anlamaya ¢alistyoruz.

Teknolojinin ve birbirine bagl dijital ekosistemlerin her yerde mevcut oldugu bir cagda,
dijital vatandaslik egitiminin rolii yadsinamaz. Cyberpolitik Journal'm 8. cildi ve 16.
sayisinda yer alan makaleler, siber giivenlik politikalarindan siber uzaydaki jeopolitik
rekabetlere kadar siber ortamin farkli yonlerine 151k tutan ilgi cekici bir anlatiyr ortaya
koyuyor. Bunlar arasinda Nezir Akyesilmen'in "Insan Haklar1 Temelli Dijital Vatandaslik
Egitimi: Siber baris i¢in etik" arastirmasi, siber barigsin yolunu agacak etik hususlar1 savunan

bir yol gdsterici rehber olarak 6ne ¢ikiyor.

Diinyamizin birbirine baglilifi, fiziksel ve sanal alanlar arasindaki sinirlarin bulaniklagtig
dijital bir toplumun ortaya ¢ikmasina neden oldu. Bu nedenle, sorumlu dijital vatandasligin
tesvik edilmesi yalnizca egitimsel bir caba degil, ayn1 zamanda kiiresel bir siber baris
kiiltiirinlin gelistirilmesi i¢in bir 6n kosuldur. Akyesilmen'in dijital vatandaglik egitiminin
temel tas1 olarak insan haklarma yaptig1 vurgu giinceldir ve ¢evrimici varolusumuzun etik

boyutlarina yonelik artan ihtiyacla oOrtiismektedir. Yazar, etigin siber barisin omurgasi
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oldugunu iddia eden dijital vatandaglik egitimi i¢in insan haklarina dayali bir model gelistirip
onermektedir. Makale, dijital vatandaslik egitiminin temel unsurlarina odaklanmakta ve
uluslararas1 kabul goérmils insan haklar1 belgelerinden egitim modelinin ilkelerini

gelistirmektedir.

Cagdas jeopolitik ortamda siber tehditler ve saldirilar ulusal sinirlart asiyor ve bu da uluslarin
dijital alanin yarattig1 zorluklari isbirligi i¢inde ele almasini zorunlu kiliyor. Giil Nazik
Unver'in dile getirdigi Tiirkiye ve Ingiltere siber giivenlik politikalar1 karsilastirmasi, uluslarin
siber savunmalarin1 giiglendirmek icin benimsedikleri farkli yaklagimlar hakkinda degerli
bilgiler sagliyor. Tiirkiye ve Endland'in ulusal siber giivenlik stratejileri farklilik gosterse de
pek ¢ok ortak noktaya da sahiptir. Uluslararasi isbirligi, siber uzayda basarili bir siber

savunma i¢in hayati bir stratejidir.

Akyesilmen'in dijital vatandaglik egitimine insan haklar1 temelli bir yaklagim Onerisi, bizi
dijital alandaki eylemlerimizin etik sonuglarini diisiinmeye sevk ediyor. Gizem Dede'nin de
belirttigi gibi, siber uzayda ABD ve Rusya gibi biiyiik oyuncular arasindaki siddetli rekabete
tanik oldugumuzda, uluslararas1 alanda giiven ve igbirligini gelistirmek icin dijital alanda
ortak bir etik davranis anlayisinin gerekli oldugu agikga ortaya ¢ikiyor. Dede, agirlikli olarak
Rusya'nin siber saldirilarina odaklaniyor ancak siber uzaydaki tiim aktdrlerin dijital alanda da

sug¢ yanlist oldugu biliniyor.

Elif Giildal Limon'un Tiirkiye'nin askeri iletisim sistemlerini incelemesi, siber giivenligin
kritik roliinii ve gelisen tehditler karsisinda yeteneklerin yerellestirilmesinin zorunlulugunu
vurguluyor. Bu baglamda dijital vatandaslik egitimi sadece bireysel giliglendirme araci olarak
degil, smirlar1 asan siber tehditlere karsi kolektif bir savunma mekanizmasi olarak da ortaya

cikiyor.

Gorigler acisindan Yavuz Akdag'in Siber-Yapay Zeka teknolojisi ve uluslararasi iliskilere
bakis agisi, teknolojideki hizli gelismelerin ve bunlarin jeopolitik iizerindeki derin etkisinin
altin1 ¢iziyor. Ancak bu karmasik manzarada ilerlerken E. Dilara Kiling'in siber diinyadaki
dijital vatandaslik sorunlarina odaklanmasi giiglii bir sekilde yankilaniyor. Dijital diinyanin
getirdigi zorluklar salt teknolojik boyutlarin 6tesine uzaniyor; kapsamli ve etik bir yaklagim

gerektiren toplumumuzun dokusunu kapsiyorlar.
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Kamil Tarhan'in "Teknoloji Etigi: Felsefi Bir Giris ve Okumalar" incelemesi, dijital diinyaya
yaklagimimizda felsefi bir temel olusturma cagrisiyla ortiisiiyor. Teknik yeterliligin Gtesine
gecen Dbiitlinsel bir anlayisa duyulan ihtiyact vurgulayarak bizi siber uzaydaki

etkilesimlerimize yon veren etik ¢erceveleri aragtirmaya tesvik ediyor.

Sonug olarak Cyberpolitik Dergisinin 8. cildi ve 16. sayisi, dijital ¢agin sundugu zorluklarin
ve firsatlarin kapsamli bir panoramasin1 sunuyor. Bu ortamda dijital vatandashik egitimi,
sorumlu davranig1 gelistirmek, etik hususlar tesvik etmek ve sonugta siber barisin
saglanmasina katkida bulunmak igin bir temel tas1 olarak ortaya cikiyor. Siber uzayin
karmasikliklarinda yol alirken, glivenli ve uyumlu bir dijital gelecege giden yolun sorumlu ve

etik agidan bilingli dijital vatandaslarin egitimiyle basladigini kabul etmek 6nemlidir.

Nezir AKYESILMEN, Ph.D

Editor-in-Chief
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COMPARISON OF CYBER SECURITY POLICIES OF TURKIYE AND ENGLAND

Giil Nazik UNVER!
ORCID: 0009-0005-5003-1555

Abstract

This study evaluates and presents a comparative analysis of all political, strategic,
educational, legal, economic, social and organizational aspects of Tiirkiye and England, which
implement cyber security policies. In this study, the analysis of cyber security strategies
followed by Tiirkiye and England has been tried to be revealed. In this study, it is seen that
cultural differences play an important role in the cyber field of developed states like England
and developing states like Tiirkiye. Cyber security policies implemented in Tiirkiye and
England adopt a more flexible approach. As a result of this research, it has been seen that

these two countries attach importance to their economic and individual dimensions.

The study firstly claims that it is possible to analyze cyber security policies in five dimensions
comparatively according to the Global Cyber Security Index (GCI) data and that cyber
policies interact at an international level. Cyber security policies include important strategic
issues related to security. Secondly, it shows how Tiirkiye and England design and implement
their national cyber security policies, how they approach counter-strategies, and how they
respond to increasing threats in the cyber space. In this context, thirdly, by comparing these
two countries within various cyber security indices, it is discussed how the best cyber policies
can be for countries in the cyber field. Finally, suggestions are made to guide future research
on this subject.

Keywords: Cyber Space, Cyber Security, Cyber Security Policies, Cyber Security Indices.

TURKIYE VE INGILTERE UZERINDEN SIiBER GUVENLIK POLITIKALARININ
KARSILASTIRILMASI

Ozet

1 Dr., Batman University, E-mail: gul.unver@batman.edu.tr This study was produced from the author’s
PhD thesis. For Detailed Information: Unver, Giil Nazik (2023). Siber Giivenlik Politikalarmin Karsilastirmali
Bir Analizi: Tiirkiye ve Ingiltere Ornegi, PhD Thesis, Konya: Selcuk University.
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Bu calisma, siber giivenlik politikalar1 uygulayan Tiirkiye ve Ingiltere’nin politik, stratejik,
egitim, yasal, ekonomik, sosyal, organizasyonel tiim yonlerini degerlendirmekte ve
karsilastirmali bir analizini sunmaktadir. Bu c¢alismada, Tiirkiye ve Ingiltere’nin izlemis
oldugu siber giivenlik stratejilerinin analizi ortaya konulmaya c¢alisilmistir. Ingiltere gibi
gelismis ve Tiirkiye gibi gelismekte olan devletlerin siber alanda kiiltiirel farkliliklarin 6nemli
rolii oldugu bu calisma da goriilmektedir. Tiirkiye ve Ingiltere’de uygulanan siber giivenlik
politikalar1 daha esnek bir yaklasimi benimsemektedir. Bunu o6zellikle bu iki iilkenin

ekonomik ve bireysel boyutlarini 6nemsedigi bu arastirma sonucunda goriilmiistiir.

Calisma ilk olarak, Kiiresel Siber Giivenlik Endeksi (GCI) verilerine gore siber giivenlik
politikalarin1 bes boyutta karsilastirmali olarak analiz etmenin miimkiin oldugunu ve siber
politikalarin uluslararas1 diizeyde bir etkilesim i¢inde oldugunu iddia etmektedir. Siber
giivenlik politikalar, giivenlikle ilgili énemli stratejik konular1 icermektedir. ikinci olarak,
Tiirkiye ve Ingiltere’nin ulusal siber giivenlik politikalari1 nasil tasarladiklarini ve bu
politikalar1 nasil uyguladiklarini, karsi stratejilere nasil yaklastiklarini, siber alanda artan
tehditlere nasil yanit verdiklerini gostermektedir. Bu kapsamda da {igiincii olarak, bu iki
iilkenin ¢esitli siber gilivenlik endeksleri dahilinde karsilastirilmasiyla, siber alanda iilkeler
icin en 1y1 siber politikalarin nasil olabilecegi tartisilmaktadir. Son olarak bu konuda bundan
sonra yapilacak arastirmalara yol gosterici 6nerilerde bulunulmaktadir.

Anahtar Kelimeler: Siber Alan, Siber Giivenlik, Siber Giivenlik Politikalari, Siber Giivenlik
Endeksleri.

Introduction

In this study, cyber security policies are discussed comparatively with the examples of
Tiirkiye and England (in this paper, the United Kingdom is referred to as England). States
have their own historical and unique conditions in the development of their cyber security
policies. Moreover, it is clear that structural similarities cannot be ignored in this development
process. With cyber security, it is possible to explain the evolution of traditional processes
into innovative processes in the 20th and 21st centuries. It is inevitable that there are
similarities and differences in the improvement of cyber security policies in Tiirkiye and
England. According to the Global Cybersecurity Index, based on the measurement data of
cyber security impacts in Europe, England is ranked 1st in the list, while Tiirkiye is ranked

11th (Global Cybersecurity Index, ITU, 2018: 60). It is seen that England is better than

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

50

<<< Winter 2023



Tiirkiye in terms of implementing strategies. England is more active than Tiirkiye in

coordinating and implementing cyber security policies.

Tirkiye focuses on preventing the damage to the technical and organizational structure of
cyber incidents. England, on the other hand, focuses on cyberspace to prevent cyber incidents
from attacking national critical information infrastructures and key network resources. From a
cyber security perspective, Tirkiye’s priority is public and state security, while England’s
priority is individual security and human rights. In cyber security, Tiirkiye encourages public

institutions and works on the awareness of increasing their standards.

Tiirkiye’s strategy aims to help individuals understand the risks linked to their use of
technology and be able to use it safely to meet future challenges related to inclusive changes
in the digitization of Turkish society. The basis of the national strategy in England is
education and international cooperation to promote the economy, citizens and national values.
Tiirkiye’s strategy is to ensure that critical infrastructures are resistant to cyber attacks.
Tiirkiye’s strategy intends to support and raise awareness of cyber security. Tiirkiye’s cyber
security principles are efficiency, resilience and foresight. England’s principles are broad and
some focus on protection, accountability and cooperation. Tiirkiye and England have openly

expressed their current or future action plans to promote global cooperation.

It 1s recommended in the study that the countries that will prepare or update their cyber
security strategy should have a holistic perspective, determine their priorities and focus more
on the aspects of cyber security that are compatible with their national priorities. Another
important point is the fact that opportunities are taken into account as well as threats and risks
in cyberspace. It is hoped that this study will be a beneficial guide for researching cyber

security policies and collaboration models in future studies.

In Tiirkiye, the Internet had an impact in the world of defence, research and academia in the
early 1990s. The innovators and founders of the communication infrastructure that individuals
and societies generally trust and the services provided through it are represented by the
Information Technologies and Communications Authority (ITC) in Tiirkiye. The innovators
and founders of the communication infrastructure that individuals and societies generally trust
and the services provided through it are represented by the Internet Service Providers
Association (ISPA) in England. This study examines the data, national strategic documents,

cyber security indexes, institutions and organizations for cyber security and other studies
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conducted in this field of the leading UN agency, ITU, so as to better understand cyber

security in Tiirkiye and England.

This study is systematically grouped in dimensions developed by various international
organizations (ITU Global Cyber Security Index) related to cyber security policies. Cyber
security policies of Tiirkiye and England are compared and examined in five main
dimensions. Based on the comparison results, various inferences were made about the cyber
security policies of Tiirkiye and England. In addition, it is not known for certain whether the
proposed inferences will yield results due to the security in the cyber space, the
implementation of policies against cyber attacks, and the constant change in cyber crimes.
Therefore, in the inferences to be made for Tiirkiye and England, the social, cultural and legal
structure of both countries has been tried to be taken into account. This study examines and
compares the cyber security policies of the Turkish and British governments in five
dimensions in the light of the information given in the GCI. In the light of the data obtained, it
can be argued that the findings have very important implications for policy makers, public

institutions and private sector leaders.
The main research questions of this study are as follows:

What is meant by cyber security and cyber security policy for Tiirkiye and England?

What types of institutions are dealing with Cyber Security? What are their duties? How do
they work?

What should be the basic elements of an effective cyber security dimensions?

How are the five categories of activities (policy and strategy; culture and society; education,
training and skills; legal and regulatory frameworks; standards, organizations and
technologies) examined according to the development model?

In the light of these questions, the cyber security policies of Tiirkiye and England have been
comparatively examined through official policy documents and related literature. Through the
national and international security dimension of cyber security, the studies of Tiirkiye and
England on cyber security have been examined and detailed. The cyber security policy
problems of the two countries are explained, the creation of a new framework is discussed,
and the need for classification is emphasized. In addition, this study shows that cyber security
policy is diverse and it is important to examine the Global Cybersecurity Index in five

dimensions when comparing states.

The first dimension of comparison is policy and strategy. According to this title, it is evaluated

what kind of duties fall on which institutions in the decisions to be taken by the government
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in cyber security and cyber crimes, and the strategy documents made by the government are

examined.

The second dimension of comparison is culture and society. In this title, it examines attitudes,
knowledge, assumptions, norms and values of societies regarding cyber security in terms of

culture and society.

The third dimension of comparison is education, training and skills. In this title, training
activities and training exercises for the Turkish and British governments to ensure cyber
security throughout the country are examined. It is important that the Turkish and British
governments consider increasing the reliability of government services and online commercial
services, and develop a feedback mechanism in order to handle private or personal data, and
to ensure trust in e-government and e-commerce services. These measures should go hand in
hand with an effort to promote understanding of cyberattack and cyber security and reliability
in its services and technologies. In the study, it is emphasized that cyber security education
should be expanded in many educational disciplines at all levels (if appropriate conditions are

provided), beyond technical and computer science disciplines.

The fourth dimension of comparison is the legal and regulatory framework. The strategic
plans and legal regulations put into practice by the Turkish and British governments in cyber

security, both politically and legally, are emphasized.

The fifth dimension of comparison is standards, organizations and technologies. In this title,
the scientific studies of the Turkish and British governments in cyber security and
technological activities developed as a result of these studies are examined. Organization and
cooperation studies are analyzed, and standardization studies for both countries' critical
infrastructure facilities, emergency institutional and sectoral response teams, national

response units and government institutions are also evaluated.
Cyber Security in Tiirkiye and England

Cyber security does not belong to a state, region or a particular social organization, but
concerns every society or person who uses the network or is widely impressed by the network
technic. The cyber security domain is concerned with the perceived cyber security threat by a
particular subject. The global cyber security field express to the present situations and events
interested in cyber that impress the security, steady and progress of countries around the

world. The scope of cyber security can be wide or minimal, and threatening to cyber security
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vary in severity. Actually, the field of cyber security is a subjective situation and is about
discourse analysis. Whole actors in the cyber space have the capability to start attacks. There
is no geographical notion in the network ambience (Unver, 2017: 117). Therefore, attack
capacity isn't restricted by geographic space. Threatenings to the network ambiance cannot be
resolved rapidly and effectively. It is also unfeasible to effectively implement deterrent
policies in the network environment. Cyber security also has some common features such as

the unbalance of power structure, lack of institutes and norms, and inadequate reciprocal trust.

The iteration of the 2020 Global Cyber security Index is a scale where each column is
weighted by 20 points. In a composite weighted index, every indicator, sub-indicator, and
micro-indicator is appointed a weight based on their importance. Weight can have a important
effect on eventual points, and different technics can form diverse rankings. Country scores are
scale between 0 and 100. The cyber security capacity maturity model of the countries with

100 and close to 100 points is good and close to good.

In the 2020 Global Cybersecurity Index, Tiirkiye ranks “97.49 points” and “11. ranks”
(Global Cybersecurity Index, ITU, 2018: 25). It is seen that England is better than Tiirkiye in
terms of implementing strategies. England is more active than Tirkiye in coordinating and
implementing cyber security policies. Tiirkiye focuses on preventing the damage to the
technical and organizational structure of cyber incidents. England, on the other hand, focuses
on cyberspace to prevent cyber incidents from attacking national critical information
infrastructures and key network resources. From a cyber security perspective, Tiirkiye’s
priority is public and state security, while England’s priority is individual security and human
rights. In cyber security, Tiirkiye encourages public institutions and works on the awareness
of increasing their standards. The United States, which ranks first, has a score of 100
according to the 2020 Global Cyber Security Index. The last countries in the survey,

Micronesia, Vatican City and Yemen, are in the 182nd place with 0 points.

Table 1: Tirkiye and England in the Five Dimensions of the Cyber Security Capacity Maturity
Model

Countries | Eventual Legal Technical | Organizational Capacity Collaborative
Points Measures | Measures Measures Building Measures
Measures
Tirkiye 97.5 20 19.54 17.96 20 20
England 99.54 20 19.54 20 20 20

Source: Global Cybersecurity Index, ITU, 2020: 127-128; Unver, 2023: 115, 154-155.
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When analyzed regionally, scores and rankings in global cyber security change. Accordingly,
Tiirkiye’s cyber security capacity maturity “overall score is 97.5” in Table 1, while its cyber
security capacity maturity ranking is 6th among European countries (Global Cybersecurity
Index, ITU, 2020: 30). England is ranked 1st with 99.54 points (Global Cybersecurity Index,
ITU, 2020: 30). Accordingly, England received full marks (20) from four of the five
dimensions, while Tiirkiye received full marks (20) from three dimensions. According to
Table 1, it has been seen that England is more advanced than Tiirkiye in the cyber security

capacity maturity model.

According to Table 1, Tiirkiye needs some improvements in organizational and technical
measures. It is seen that Tiirkiye is very close to the ideal point, according to the study of the
Global Cyber Security Index, as it has a score of twenty or close to twenty in terms of legal
measures, cooperative measures and capacity building measures. England needs some
improvements in technical measures. It is known to be in the ideal spot as it has twenty points
in legal measures, cooperative measures, capacity building measures and organizational

measures and nearly twenty in technical measures.

Strategic management is an important aspect of national security. The first step for a
comprehensive analysis ought to be the country’s cyber security strategy. Providing security
in cyber space is an important strategic priority for cyber threats, cyber attacks, cyber wars.
The study on the subject has been done at various levels about cyber security in Tiirkiye.
Examples include the “Tunisia Report”? (WSIS, 2005) adopted at the World Information
Society Summit and the “Ninth Development Plan of Tiirkiye”?.

The transformation of Turkish society into an information society is the Ninth Development
Plan of Tiirkiye covering the years 2007-2013. Providing public services in electronic
environment brings great convenience to daily life. As a matter of fact, criminal organizations
also benefit from information technology (Dokuzuncu Kalkinma Plan1 (2007- 2013) p. 53,
article 323). After the Ninth Development Plan, two sections under the subject of

“development axes of the program period” and “increasing the quality and efficiency in public

2 The Tunisia Report draws attention to the following points; “Information sources and technologies are
used for crime. Terrorism uses information technologies effectively.” Therefore, misuse of information
technologies should be prevented, but human rights should be taken into account while preventing abuse.

3 In addition to the rule of law, development is defined with a multidimensional understanding that
includes concepts such as economic growth, advancement in information and communication technologies,
increased international competition, sustainable growth and human development. It is seen that growth and
development efforts will continue with a holistic perspective that fits this definition. For detailed information.
Dokuzuncu Kalkinma Plani (2007- 2013), Access date is 22.06.2023, [https://www.sbb.gov.tr/kalkinma-
planlari/]. Promoting e-government applications is included in Dokuzuncu Kalkinma Plan (p. 51, article 314).
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services” are the other steps taken towards cyber security (Official Gazette, Decision
2007/12300; Cumhurbagkanligi Strateji ve Biitce Baskanligi, Orta Vadeli Program (2012-
2014)).

England presented its first national strategy, England Cyber Security Strategy, in 2009:
“Security, Security and Resilience in Cyberspace” (Cabinet Office, June 2009). It then created
a second strategy, England Cyber Security Strategy for the period 2011-2015: “Protecting and
Promoting England in a Digital World” (Cabinet Office, 2011). In this context, the strategy,
which points to a change in England’s cyber security policy and strategies in 2016, has also
created the current framework that indicates England’s targets for national cyber security

policy.

In the 2011 cyber security strategy document, England aimed to develop cyber security
policies related to cybercrime, to be one of the safest countries and to protect the national

critical infrastructure (Cabinet Office, The UK Cyber Security Strategy, 2011).

In England National Cyber Security Strategy Document covering the years 2016-2021, it
aimed to be safer, more resilient, more stable against cyber risks and threats and to protect its
interests in the cyber field. There are three broad objectives in the Strategy Document

(England 2016-2021, “UK National Cyber Security Strategy”):

e The first is Defense; Defending England against emerging cyber threats

e Secondly, Deterrence: Tracking down and prosecuting criminals. By gaining the
ability to understand, detect and investigate cyber attackers, it is to ensure that
England is resilient against all kinds of aggression in the cyber space, and thus hold
the criminals accountable.

e Third Development: Investments should be made in public/private institutions and
organizations for sustainable development and skills protection. It should also
encourage cyber security efforts to overcome future threats and challenges.

These comprehensive aims are supportive studies for international activities and cooperation.
That’s why international activities and partnerships are important to invest in cyberspace that
aligns with England’s security and economic interests. England’s strategy document covering
the years 2016-2021 aimed to simplify the approach to cyber security, thus encouraging
national and international partnerships (Silfversten (et al.), 2020: 146-147).
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Regular scenario and real-time cyber drills on cyber security are held in England. It has a
mechanism to implement the national cyber security strategy, especially at the local level.
Moreover, there is no mechanism yet to implement it fully. The UK Computer Emergency
Response Teams (CERT-UK) maintain a national record of cyber incidents. Furthermore,
central responsibility for incident response rests with the National Cyber Security Center
(NCSC). It acts as part of the Government Communications Headquarters (GCHQ). It is the
authority that monitors all incidents, ensures that they are reported, disseminates information,
gives early warnings, makes cyber threat evaluations and ensures technic assistance to
authorities. England Cybersecurity Information Sharing Partnership (CiSP), supported by
CERT-UK, is still developing in the country and is expected to help support knowledge
sharing between public/private institutions and organizations. More mechanisms are needed to
build capacity, particularly to help Critical National Infrastructure (CNI) organizations
strengthen their security posture and collaborate in the field that can strengthen England
national security posture. In this context, it is necessary to give priority to national
coordination among all institutions and organizations related to incident response and
reporting at the national and international level in England, to create a draft regulation and

develop the mechanism (Bada, 2016: 7-8).

Individuals become more conscious of cyber threats. Moreover, there is a difference between
individuals’ understanding of defense against cyber threats and users’ routine practices on the
Internet. Most of the users do not use the good applications of the internet very often in their
daily life. Although it is known that there are many initiatives that are generally managed by
the industry, it is natural to see that they have a limited impact on society as these initiatives
do not target all groups of society. In addition, there has been a concern among experts and
internet users about how the gap between cyber security concepts can be bridged and how this
gap can affect applications. In general, experts have utopian expectations from the ordinary
internet user. Institutions and organizations should work in coordination against cyber threats
and attacks and increase awareness activities such as the “Cyber Essentials” (NCSC “Cyber
Essentials: Requirements for IT Infrastructure™: 1-17) program supported by the government
and industry. Programmes and necessaries are presented existing to develop cyber security

implementations (Bada, 2016: 10-11).

Presenting cyber security approaches as a comparative analysis and analyzing the five main
elements over states can lead to a better understanding of cyber security policies. This

understanding is given and analyzed in the following five titles in this study.
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Policy and Strategy

Strategic plans are evaluated as a road map to reach the targets set in the national strategy. In
addition to the strategic plans, official reports containing the subjects that form the basis of
these plans are among the tools used by nations to ensure security in the cyber field. In this
context, the following documents were published by the State Planning Organization along
with the development process of Tiirkiye’s National Cyber Security Strategy Document

(Karabacak and Ozkan, 2009):

e E-Tiirkiye Initiative Action Plan (2002),

e E-Transformation Tiirkiye Project Short-Term Action Plan (2003-2004),

e E-Transformation Tiirkiye Project 2005 Action Plan, Information Society Strategy

(2006-2010),

e Information Society Strategy Action Plan (2006-2010),

e National Cyber Security Strategy and Action Plan (2013-2014),

e National Cyber Security Strategy and Action Plan (2016-2019) and

e National Cyber Security Strategy and Action Plan (2020-2023).
In this period, cyber security education and training were given as activity reports in many
workshops, seminars, symposiums and lessons. The Information Society Strategy and
Additional Action Plan, approved by the High Planning Council on July 11, 2006, was
published in the Official Gazette on July 28, 2006 in its issue numbered 26242 (SPO, 2006-
2010).

Cyber security issues have been given importance at the state level in Tiirkiye for more than
twenty years, and official applications and actions have been tried to be initiated until 2003
with the “E-Transformation Turkey Project”. The Telecommunication Union was established
in Tirkiye in 2000 and was transformed into the Information and Communication
Technologies Authority (ICTA or BTK in Turkish) in 2008 (Bigakc¢i, Ergun and Celikpala,
2016: 26). Informatics and Information Security Advanced Technologies Research Center
(BILGEM-Information Technolohies Institute) was established within TUBITAK. Cyber
Security Institute (CSI/SGE), which was opened in 2012 within BILGEM, continues its
activities today. “National Cyber Security Policy” is another official document. This
document was prepared in 2008 with the cooperation of nineteen state institutions and

presented to the Prime Ministry in 2009 (“E-doniisiim Tiirkiye”).
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“Cyber Security Strategy Workshop” was made on 16 June 2012 in Ankara with initiatives of
the Information Security Association. In this context, the association’s members arranged a
outline document. Then, the members of the association shared the document with
public/private institutions and organizations. This document has been updated in a workshop
with upward of eighty IT security proficients. The revised text has been submitted to the
Ministry of Transport, Maritime Affairs and Communications. Expressed here is the National

Cyber Security Strategy and Action Plan;

e Detailed analysis of the information technology infrastructure of public institutions
and organizations in order to ensure the security of all kinds of services, processes and
data,

e Improving the security of information systems used by the public or private sector as a
result of the analysis,

e Determining the infrastructure that will keep cyber risks and threats at a low level,
quickly establishing cyber security response responses in case of threats and ensuring
the safe operation of the system,

e It can enable the competent authorities to carry out effective investigations.

The most prominent and important steps regarding cyber security are National Cyber Security
Strategy and Action Plan 2013-2014, National Cyber Security Strategy and Action Plan 2016-
2019 and National Cyber Security Strategy and Action Plan 2020-2023. The said strategy and
action plans; It has been by organizing conferences, seminars, workshops and meetings with
experts from corporations and organizations representing public corporations, ICT sector,
universities, critical infrastructure operatives and non-governmental organizations.
Collaboration and consensus from a range of stakeholders is required to appropriately develop
the strategy and action plan. The Tunisia report, the Ninth Development Plan and the Medium
Term Program (2012-2014), as an example, shows that the issue of cyber security is

considered as an important area both nationally and internationally.

TUBITAK designed a project called “Vizyon 2023” to determine new technology and science
policies containing the years 2003-2023. In this scope aimed to identify strategic technologies
and priority research and development spaces (TUBITAK, “National Science and Technology
Policies 2003-2023 Strategy Document”, 2004).

Cyberspace and England National Security provides an overview of the cyber security issue.

Society is becoming more and more dependent on information and communication
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technology in every field. With addiction comes vulnerability to exposure and abuse, crime
and even attack. Criminals and extremists can take advantage of the same global
technological partnerships that society has become so dependent on. Even though cyber
security is a system that requires a coordinated, capable and mutually reinforcing response
from all who benefit from the global information and communication technology
infrastructure, it also brings with it a rapidly evolving and complex security challenge.
England, which has given importance cyber policy researches since the 1990s, published
England cyber-related foresight program in 1994 to support policy and planning (Schmidt,
2015: 489-511).

England government’s foresight work on cyber affairs is carried out by a central government
agency that reports directly to the cabinet. England Department of Defense realizes prescience
events under the “Development, Concepts and Doctrine Center” and the “Defense Science

and Technology Laboratory” (Cabinet Office, 2011; Ciftci, 2019: 48).

Cyber Trust and Crime Prevention Project was carried out in 2004 under the Ministry of
Interior Ministry of Crime Reduction, Policing, Community Security and Anti-Terrorism with
the participation of scientists and a total of 260 experts from various sectors. The goal of the
project is to conduct research on future technologies, establish cyber trust and create actions

to prevent cybercrime (Unver, 2023: 162).

In the report of Digital Britain (UK Government, 2009) issued by England, it has been stated
that the British society needs the services and information provided in the cyber space(United
Kingdom Cabinet Office, 2009a). In June 2009, the British government wanted to achieve the
goal of “becoming one of the leading digital information economies in the world” and
published its first strategy document in this context in the same year. With the national
strategy document, the British government wanted to provide cyber security and benefit from

the occasions provided by the cyber space (United Kingdom Cabinet Office, 2009a).

While listing the actors that could threaten (unstable countries, transnational organized crime,
international conflicts and natural disasters) national security in England strategy document, it
also listed the areas that could threaten (public opinion, nuclear weapons, cyber space, culture,
knowledge) it (UK Cabinet Office, 2009b). In its 2009 cyber security strategy, the British

government highlights four objectives. These purposes are:

e To make England one of the safest countries, to prevent cybercrime and to do business

in the cyberspace,
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e Being resistant to cyber threats and attacks and protecting the country’s interests,

e Creating an open, stable, robust and secure cyberspace for the British public,

e To have the knowledge, skills and capacity to achieve cyber security goals.
England has a comprehensive cyber security strategy. This strategy is finished by a robust
cyber security legitimate framework and two CERTs. United Kingdom Computer Emergency
Response Teams (CERT-UK) mainly support critical infrastructure operators, whereas
GovCertUK supports government institutions. Other concerned institutions add the Cyber
Security and Information Assurance Department and the National Security Council. England
also has a well-developed public/private partnership system. This co-conspirator approach is
also strongly promoted by the cyber security strategy. For example, the Center for the
Protection of National Infrastructure (CPNI) provides industry-specific information exchange
across the industry (“EU Cybersecurity Dashboard A Path to a Secure European Cyberspace”,
2015). The existence of such centers is a reference for countries that want to make progress in

the area of cyber security.

The strategy includes a strong statement of principles and an assessment of cyber security
threats facing England. The implementation plan included in the strategy is based on the basic
set targets. CPNI is tasked with protecting England’s critical infrastructure. CPNI’s central
document is the Strategic Framework and Policy Statement on Increasing the Resilience of

Critical Infrastructure to Natural Hazards, adopted in 2010 (Cabinet Office, 2010: 8).

Cyber security policy and strategy in England is crucial to promoting a cybersecurity agenda
across government. Because prioritizing cyber security over other key policy areas, it is
important to disseminate and fundamentally analyze a state-wide cyber security agenda, as it
determines the mandate of key cyber security state actors and resources help address existing
cyber security issues as they arise. Some organizations in England have a cyber security
responsibility that can be largely structured around three principles (Silfversten (et al.), 2020:
147):

e Developing and implementing policy coordination under the Cabinet Office;
e National security subordinate to the Government Communications Headquarters
(GCHQ);
e Cyber defense managed by the Ministry of Intelligence and Defense.
In the 2016-2021 National Cyber Security Strategy, England National Cyber Security Center
(NCSC) is specified as the authority with the main cyber security responsibility (England
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NCSS (2016-2021)). NCSC is the organization responsible for monitoring and responding to

cyber incidents, sharing information and preventing vulnerabilities (Mali, 2016: 5).

There is a review and renewal process for England National Cyber Security Strategy Paper.
But this renewal process, is not on an annual basis. The National Cyber Security Center
(NCSC) was established in 2017 as part of GCHQ’s national authority on cybersecurity.
Accordingly, information participating, handling systemic security vulnerabilities and
ensuring leadership on national cyber security subjects were among the important elements.
The British government in the “UK National Cybersecurity Strategy Document” covering the

years 2022-2030 (Cabinet Office, 2022):

e Understanding threats,

e Making and enforcing laws,

e It is stated to be in a unique position to gather the intelligence necessary to counter
threats from hostile actors, including setting national standards and conducting
offensive cyber operations. The government has emphasized that it will invest in
strengthening national cyber capabilities through this strategy.

In England, government departments and public sector organizations are responsible for
maintaining their networks and systems. Because the government is the service provider of
important data, it takes strict measures to protect information and assets. Additionally, the
government has an major liability to recommend and inform citizens, businesses and
organizations about what they should do to protect themselves online. Most areas of cyber
policy and most of the measures outlined in this strategy relate to issues such as national
security, foreign relations and defence, telecommunications, product standards and safety,

consumer protection (Cabinet Office, 2022).
Culture and Society

Cyber security culture expresses the attitudes, knowledge, assumptions, norms and values of
corporate employees in Turkey regarding cyber security. A good cyber security culture is one
in which the organizational determinants of culture (policy, lead, course, social norms, etc.)
and the individual determinants of culture (manners, information, assumptions, etc.) are
consistent with the organization’s approach to cyber security as manifested in cyber security

behaviors.
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The sum of symbols, habits, rules, artifacts and other social abilities are the characteristics of
human culture in Tiirkiye. In Tiirkiye, cultural information in cyberspace is coded for sign
systems. Thoughts and concepts expressed in these systems are separated from the individual
and gain an independent, impersonal existence. Through culture, civilizations can document
and create their histories for generations. It has been about the symbolic elements of culture
and the way these symbols give socio-historical meanings. Culture in Tiirkiye refers to
various forms of knowledge, beliefs and ethical codes that reinforce a society. Many elements
such as positive and negative slogans and actions, expressing thoughts with symbols and
shapes, revealing traditional knowledge, religious discourses, rules, partisanship and the like

fall into the subject of culture and society.

The United Nations General Assembly in 2003 determined a decision to create a global cyber
security culture (UNGA, 2003; UNGA, 2018). Public/private institutions and organizations
that use, develop, provide and manage information systems have carried out studies to
increase the cyber security culture for users in the application and use of information
technologies. The global understanding on cyber security culture reflects the universality of
approach, its institutionalism, wide scope of domestic and transnational levels of cyber

security.

The activities, programs and projects specified in the cyber security policies subserve a
mutual purpose to provide national cyber security. Reaching this, cultural bond, social
structure, great harmony and cooperation requires. In particular, international cooperation is
needed to protect critical infrastructures against cyber attacks. To give an instance of national
collaboration, draft plan against spam e-mail was carried out by ICTA in 2009 with the
participation of many public/private institutions. As a result of draft plan, the number of IP
addresses forwarding spam mails decreased by 99 percent and the total number of daily spam
mails decreased from 6.5 billion to 394 million (Ulasoglu (et al.), 2010: 34). In order to
establish cyber security in Tiirkiye, it is necessary to form a national cyber security culture,

raise awareness in society about this issue.

Seventy-eight percent of England population in 2013 told they used the internet. Is this
percentage of internet users in England an indication that the common internet culture has
increased? or Is this percentage due to the diversity of beliefs, attitudes and opinions about the
internet among British people? According to 2013 OxIS research survey data, most of the

British population gave similar answers to questions about internet attitudes, beliefs and
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opinions. In the light of the answers given, he showed that it can be divided into five
characteristics or cultures and that each culture can have its own characteristics. These are

defined as follows (Unver, 2023: 170-171; Dutton, 2013: 4):

e E-Mersives; This user group has connect to internet as piece of their daily life and
work. They made up just twelve percent of internet users in England.

e Techno-pragmatists; Focusing on using internet to make their lives easier and save
time, this group of users, they accounted for around seventeen percent of England
users. Compared to e-mersives group, this group does not just use the internet for fun
and they do not see internet as a place of escape.

e Cyber savvy (knowledge of computers or the internet; technologically savvy); This
group of users stated that they have some ambivalent views, mixed feelings and
beliefs about internet. This user group thinks that they will lose control (anxiety of
taking away from time and privacy) as opposed to feeling in control. Only nineteen
percent of the British population is in this group.

e Cyber moderates; This user group sees internet as a good place to spend time, obtain
information and continue social relations. In this context, they display a moderate
approach in their attitudes, beliefs and views about internet. They make up thirty-
seven percent of the British population.

e A-digital; This user group claims that internet is audited by others, likely beyond their
control. This digital culture covers around fourteen percent of England’s online

population.

Education, Training and Skills

The main indicator that ensures the implementation of strategic plans related to cyber security
to certain programs and national projects is Cyber Security Programs. Training programs for
education and skills, informative academic events, cyber security exercises, research and
development projects, risk management, critical infrastructure preservation programs,

workshop meetings are some of the subjects that can be evaluated within this scope.

According to the Information Society Strategy Fifth Action Plan, cyber security trainings
were given in Tlrkiye. Online trainings such as TR-BOME user awareness training, training
on CERT installation and function, system analysis, CIRT training were provided. In addition,
technical articles on cyber security, information security documents and guidance documents

within the scope of standards and organizations are published within the extent of the
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National Information Security Gate Project on (https:/bilgiguvenligi.org.tr/) website. There

are also free programs on information security and experiences on the website
(http://www.CEHTurkiye.com), an online bookcase and administered by ethical hackers

(Burlu (vd.) Certified Ethical Hacker).

The first CERT exercise, which was held within the scope of cyber security in Tiirkiye on 20-
21 November 2008, started with the participation of eight public institutions. On February 23,
2010, the first security awareness day was organized to increase public awareness of cyber
security. On 25-28 January 2011, the second CERT exercise was done under the title of
Information Systems Security Exercise. In this context, it was realized with the attendance of
forty-one public/private institutions from various sectors such as economy and finance,
education, communication, and ensuring internal security. With this exercise, a booklet
providing useful information about using information systems safely has been published by

the Turkish government.

In Tiirkiye, conferences and symposiums are held within the scope of cyber security. The
International Information Security and Cryptology (ISC) Conference has been going on since
2008. The ISC, which is held annually, held its fifteenth organization on 19-20 October 2022.
All of the presentations and articles presented at the conference are issued on the web address

(http://www.iscturkey.org) (ISC Turkey). More examples that started in Tiirkiye were the

Public Institutions Information Technologies Security Conference in 2011 (sixth panel), the
National Cyber Security Workshop in September, the Cyber Security Conference in
December and the Cyber Security Law Workshop in 2012 (Unver, 2023: 133).

The 2006-2010 Information Society Strategy and Action Plan was published in the Official
Gazette dated 28 July 2006. With this action plan, it was mentioned that there is a five-year
reference document in the field of cyber security since 2010 and that it should shed light on
future studies. “Cyber Security Board” was founded in Tiirkiye with the decision of the
Council of Ministers dated 11 June 2012 in the Official Gazette (Official Gazette,
20.09.2012). It was decided to prepare a national cyber security strategy and action plan with
Cyber Security Board. This decision is the most effective step taken in the scope of cyber
security. With the relevant document, it is recommended that universities train cyber security

experts so as to maintain cyber security.

The 2015-2018 Information Society Strategy and Action Plan was issued in the Official
Gazette (Official Gazette, 06. 03.2015). This document, seen as an umbrella, covered the
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issues of both the 2016-2019 National Cyber Security Strategy and Action Plan and the 2016-
2019 National e-Government Strategy and Action Plan. In the 2015-2018 Action Plan,
education, training and skills are mentioned under the sub-title of “Information Security and

User Trust”. Accordingly;

e To carry out training activities in order to increase qualified human resources and to
raise awareness about safe internet use in the society,
e To provide cooperation between institutions and organizations and to provide cyber
security trainings,
e It envisaged the rapid determination of minimum standards in the scope of cyber
security with the provision of the legal infrastructure.
In 2020-2023 the National Strategy Document and Action Plan, it is stated that a “National
Cybercrime Strategy” will be prepared to combat cybercrime. Information regarding the
establishment of specialized courts for cybercrimes is included in this Action Plan (Ministry
of Justice, 2021). In order to provide cyber security in Tiirkiye, it is important to establish the
legal infrastructure, to establish courts, to train experts in this field and to carry out training

activities.

“Cybercrime and Internet Security, Cyberbullying, Social Networks, Cyberspace Awareness,
Cyber Attacks, etc.” education is given to students at primary and high school level. Many
postgraduate programs such as cyber security, cyber field studies, information security have
been started in many universities in Tlirkiye. In these fields, it has been decided by Council of
Higher Education (CoHe or YOK) to grant scholarships to some of the students who will do
master’s and doctorate in Tiirkiye, and a commission has been established for this. TUBITAK
organizes summer camps and inter-university cyber security competitions within the scope of
cyber security. Students who are successful in the competitions are given job opportunities at
USOM. Research and development studies, master’s and doctoral thesis studies are carried
out at the national and international level. In addition, products/methods are developed,

current publications are made, and workshops/conferences are organized.

In England, various government stakeholders and the private sector are examining the
availability and quality of cyber security education, training and skills to raise awareness. The
development of cyber security education in England and efforts to raise awareness of
education and training in the public and private sectors are important. In the dimension of

education, training and skills, England implements high cyber security education and training
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in the private sector, public institutions and organizations, schools and universities in order to

provide information security and cyber security.

Cyber Champions is a non-profit organization created to promote best practices in digital
literacy and online safety awareness to England schools, youth organizations and interest

groups. (“Cyber Champions”, [https://www.cyberchampions.org/]). The program is supported

by networks of Cyber Champions, young professional volunteers, and a growing number of
private and public sector organizations that encourage their local communities to make a
difference and increase the skills of future generations. England Cybersecurity Challenges
create learning and development opportunities that raise awareness of cyber security as a
rewarding career and encourage more people to join the profession (“Cybersecurity Challenge

UK?”, [https://cybersecuritychallenge.org.uk/]).

England strategy addresses the skills gap through various levels of education and training,
including incorporating cyber security skills into the education system, balancing the gender
gap in cyber-related occupations, providing education and training programs for 14-18 year
olds, among other initiatives. England Department of Education has invested in promoting

computing skills in schools. This will provide a better understanding of the subject area.

Public and private sector education cooperates. It adapts to the ever changing environment
because it tries to build on skill sets in both sectors. In addition, the government establishes
partnerships with other sectors and funds activities to train law enforcement. There is a
difference between education and skills. While there are specialist staff trained in cyber
security skills, this staff is too small to adequately meet the needs of British society. As a
result, there is currently a perceived skill shortage that highlights the need to combine
education and practical training (“Cybersecurity Challenge UK”,

[https://cybersecuritychallenge.org.uk/]). Therefore, more investment in cyber security and

skills development programs is required.

The internet and the digital education and communication built on it are helping to bring great
benefits to England and its educational activities. Moreover, both criminal and state-run
malicious actors continue to actively exploit vulnerabilities in England’s cyber defenses. The
risk of intentional or accidental cyber incidents is multiplying in threats due to the
increasingly interconnected networks, systems and devices used by organizations and

individuals, and the increasing use of digital services.
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Organizations, and especially educational organizations, need to take steps to reduce their
cyber risks. Although the Cyber Awareness training campaign has been successful in England,
it has not yet reached enough institutions and people. The British government needs to do
more and increase this reach to understand why advice and guidance is not reaching enough
audiences. In its National Strategy Document published in June 2022, England highlighted the
importance of strengthening the structures, partnerships and networks necessary to support the

cyber society approach (Cabinet Office, 2022).
Legal and Regulatory Frameworks

The Law No. 2012/3842, which was published in the Official Gazette on 20 October 2012 and
entered into force, determined the duties to be carried out by the responsible institution
affiliated to the Ministry of Transport, Maritime Affairs and Communications regarding the
practice, management and coordination of national cyber security activities (Official Gazette,

Decision Number 2012/3842). The resolution also creates the National Cyber Security Board.

The “Electronic Communications Law” No. 5809 assigns the Information Technologies and
Communication Institute responsibilities including the following items (Official Gazette,
“Electronic Communication Law No. 5809”): “To protect the confidentiality of information
security and communication”, “To provide a counter system against unauthorized access”, “to
take the measures ordered by legal regulations for the implementation of national security in
the service quality and electronic communication sector, public order and services”. The duty
of taking the necessary measures stipulated by the regulations is carried out by the Turkish

National Information Technologies and Communications Authority.

Tirkiye does not have specific legislation that addresses cyber threats to critical
infrastructure. In this context, special regulations for sectors are encouraged to protect critical
infrastructure in various sectors such as fiscal services. Moreover, it is obligatory to use the
ISO/IEC 27001 standard for organizations providing infrastructure and energy facilities,
electronic networks, and electronic communication services. Furthermore, in the banking
sector, the Communiqué requires the use of two-factor authentication process for data
protection and requires risk analysis to be carried out by the relevant unit of the bank. In
accordance with the legislation, providing cyber security education should also turn into
mandatory (Turkish Standards Institute, “ISO/IEC 27001 Personal Data Protection Law &
ISO 27701 Personal Data Management System”).
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The Turkish Penal Code criminalizes accessing or recording phone calls or interfering with
and opening private mail (Turkish Penal Code, Protection of Personal Data TCK No. 5237,
Articles 135 and 136). While this should cover electronic communication in principle, there
are no clear provisions on this subject in the legislation. In addition, it is generally accepted
that the privacy of electronic communications is also maintained. This is hoped to be

explicitly ensured under the recent cyber security law.

The Legal and Regulatory Frameworks related to cybersecurity in England have been updated
to better reflect material law. Based on the recommendations of the Telecommunications
Development Bureau Management Advisory Group, in GCI, procedural law is no more
measured. Instead greater aperture is stressed in various areas, online harassment, including
identity theft, racialism, xenophobia. International experience confirms the important role that
legal and regulatory frameworks play in promoting cyber security across industries, while
providing prevention, mitigation and conflict mechanisms to individuals and organizations
affected by cyber threats. This dimension places a special emphasis on the British
government’s ICT security issues. It also examines the capacity to design and enact national

legislation and accompanying regulations directly and indirectly related to cyber security.

In 1990, the first legal regulation for computer crimes was the Computer Misuse Act, which
was enacted by England government. Situations related to many crimes such as computer
software, unauthorized access or entry of data, unauthorized access to computer are
considered crimes within the scope of this legislation. England Data Protection Act was
enacted in 1998. It published its first cyber security strategy document in 2009 by order of the
Queen of England. Subsequently, the Cyber Security Office was established.

In 2010, she worked on the review of strategy and defense in the cyber field, which will cover
the five-year period. The Cyber Crime Strategy has been published to document these studies.
In 2011, England published a new strategy document to keep up with the digitalizing age and
move the kingdom to this cyberspace. With the Defense Strategy Document, it was planned to
work in the military field and it was aimed to establish two main centers. These centers are
the Security Control Center for Global Operations and the Cyber Operations Working Group.
Then, England published the progress report on the objectives given in the cyber security
strategy document in 2012, the National Cyber Security Strategy Paper in 2013 (future plans

and achievements), and the National Cyber Security Strategy Paper (progress and
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development plans) in 2014. In 2015, England published the study “Government Policy from
2010 to 2015: Cyber Security”.

The Crown Prosecution Service (CPS) developed the 2013-2014 CPS security and
information risk management policy. This policy aims to integrate information risk
management into existing business and project risk as much as possible. Certain threats are

managed through an ISO 27001 assurance program (“Audit and Risk Committee Minutes”,
11.2020).

The National Crime Agency (NCA) continues to lead and coordinate England’s fight against
cybercrime, working closely with various local and international cyber security partners
(NCA, 2017). Comprehensive ICT security has been implemented in England. In this regard,
legislation on rights in the digital field has been adopted, and steps have been taken to protect
the British people, public/private institutions and organizations. There are distinct legal

initiatives regarding cybercrime.

Improvements in cyber risk management have been achieved through advice and guidance
from the National Cyber Security Center and implementation of the General Data Protection
Regulation, the Network and Information Systems Regulation 2018 and the Data Protection
Act 2018. With the Covid-19 outbreak, the use and dependence of digital services used to
meet basic corporate needs such as information storage, shared communication and security
in England has increased across the entire economy and society. This has brought significant
benefits to England. But it has also increased the scope of cyber risks to organizations and the

broader economy.

ICT security legislation, with significant limitations in comparison, is advanced as universal
ICT security legal and regulatory frameworks addressing cyber security have been performed
and legislation has been adopted in England protecting the rights of individuals and
organizations in the digital medium. For Tiirkiye, this legislation can be used with some
revisions on a micro scale and if it is brought to a sustainable structure, it will bring important
inclusiveness towards human rights and freedoms. A detailed section exists within the
criminal justice system to struggle computer related crime on human rights. In this regard,
work continues with international organizations on confidentiality and data preservation, and
draft legislation is updated. In England, it has ratified international treaties such as the Human
Rights Act and other treaties to adopt appropriate legislation to combat crimes against

confidentiality and data preservation, facilitating their detection, inquiry and proceedings
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(Bada, 2016: 44-45). In this regard, Tiirkiye needs to be able to follow legal agreements in

accordance with the general structure regarding the relevant legislation.

Cyber security threats are not limited to damaging computer systems. Threats can also
damage a country’s computer systems, communications and communications systems, and
critical infrastructure systems such as energy, transportation, military command and control.
Cyber threats can emerge as a type of asymmetric warfare. For this reason, the idea that cyber
threats are one of the important threats has begun to be accepted by world leaders. Therefore,
it can be said that the approaches of nations to cyber security are far ahead of information
security. The concept of cyber security has been defined by ITU as a set of measures to be
taken against cyber attacks. Countries should produce and develop tools, policies and
practices especially to protect the assets and values of the private sector, institutions,

organizations and individuals (ITU-T Recommendation, 2018: 8-12).

Standards, Organizations and Technologies

Since Tiirkiye is a member of the International Organization for Standardization (ISO), the
requirements specified in the ISO/IEC 27001 standard in the field of data security should be
complied with. ISO/IEC 27001 is a mutual standard that is also valid and obligatory in
Turkish law for organizations providing electronic networks, infrastructure and energy
facilities and electronic communication services (Turkish Standards Institute, ISO/IEC
27001). Since Tiirkiye is a member of ISO, it is necessary to comply with the conditions

specified in the ISO/IEC 27001 standard in the field of data security.

The government has published various strategies and development plans to ensure
cybersecurity and improve information technology in terms of standards, organizations and
technologies in many sectors. Due to the increasing trend towards digitalization in Turkey,
Turkish public/private institutions and organizations have started to use digital platforms to
ensure confidentiality, integrity and accessibility. The electronic apostille services supplied by
the Post, Telegraph and Telephone Institution can be one of the most new instances in this

context (“Elektronik Apostil Sistemi”, 2018).

The Turkish government encourages public institutions to improve cyber security and works
to increase cyber security standards and awareness. In this direction, under the leadership of

the Presidency of Defense Industries, “Tirkiye Siber Giivenlik Kiimelenmesi” was
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established with the additive of all public/private institutions and organizations, academia to

develop the Turkish cyber security ecosystem (“Tiirkiye Siber Giivenlik Kiimelenmesi”).

TUBITAK was the institution responsible for cyber security in Tiirkiye until 2012. The
Ministry of Transport, Maritime Affairs and Communications became the responsible
authority, published in the Official Gazette of the Council of Ministers Decision No
2012/3842 on 20 October 2012. The decision also consists of the memberships of the
Ministries of Foreign Affairs and Foreign Affairs, as well as the National Cyber Security
Council, Ministry of Interior and Defense, National Intelligence Organization, General Staff,
Public Order and the Telecommunications and Communications Commission, Security,
Financial Crimes Investigation Board, TUBITAK, ICTA and other undersecretaries and senior

managers deemed necessary by the Ministry.

There are two accredited CERTSs as the State-run Tiirkiye Computer Incidents Response Team
Coordination Center (TR-BOME), and the Computer Security Incident Response Team
(ULAK-CSIRT) owned by TUBITAK, which is operated for research and education purposes
(Official Gazette, 20.10.2012). TR-BOME also operates in the international arena (TR-BOME
KM (Ed. Mehmet Eris): 118). TR-BOME represented Tiirkiye in the “International Cyber
Defense Workshop, Fall 09- ICDW09” exercise and the 2009 NATO Cyber Coalition
Exercise. CERT coordination center in Tiirkiye, established within the scope of National
Information Systems Security Programs, helps private/public institutions and organizations

acquire the ability to reply to computer events in the scope of security.

Cyber Shield Exercises were organized by ICTA in 2012, 2013, 2014, 2019 and 2022 so as to
develop international cooperation, improve response capabilities against cyber attacks, inter-
agency and international cooperation, increase the capacity in the field of cyber security, to

improve internal, ensure coordination and raise awareness on this issue.

In general, more strategies, plans and projects need to be prepared for the cyber security
ecosystem in Tirkiye, especially in the public and banking sectors, than in critical private
sectors such as telecommunications, energy and health. In addition, Turkish public authorities
dealing with cyber security issues need to be very open to receiving feedback from market
players and involving them in shaping new regulations. In this area, it is important to contact
regulatory authorities as soon as possible during the transaction process, communicate their
needs to them, and supply feedback on proposed regulations. Tirkiye’s commitment

encompasses all the driving forces involved in Tiirkiye’s desire, determination and real steps
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to achieve its cyber security vision. It is stated in the action plan that cyber threats can
adversely affect all sectors including communication, transportation, energy, banking, finance
and health. For this reason, it is important to speed up the measures to combat the increasing

threats in cyberspace.

ICT development and use can be successful in a security environment. Therefore, countries
are required to establish and establish accepted minimum security criteria and accreditation
schemes for software applications and systems. These efforts need to be complemented by the
implementation of a national body dealing with cyber incidents, a competent government

agency, and a national framework for monitoring, alerting and responding to incidents.

In England, the focal point and official reports are a key indicator of analyzing whether the
country has established the organizational structures necessary for national cyber security. The
determination of a single central authority to be responsible for national cyber security is one
of the important issues for England. England should regulate all its efforts and activities in
institutions and organizations with cyber security duties such as strategies, standards, critical

infrastructures, accreditation, control, agreement, protection and defence.

Within the scope of this study, the examples of Tiirkiye and England were analyzed in depth
based on five predetermined dimensions. In this analysis, political and strategic approaches to
cyber security were taken into account. The two states in question have tried to create an
effective cyber defense and attack capacity in order to develop their political, economic and
military capacities within the scope of network technologies in the short and medium term. It
has been observed that the official cyber security strategy documents and doctrines, which
started to take shape with the beginning of the 2000s, benefit from the globalizing,
commercializing and civilianizing internet technology. In this way, the legal infrastructure and
activities of the national cyber security institutions that control the national cyber security

areas have been examined and evaluated.
Conclusion and Contributions

Strategy documents related to cyber security in Tiirkiye have given importance to protect the
confidentiality, integrity and accessibility of the information systems that constitute the
cyberspace. It also focuses on cyber security on detecting attacks and response mechanisms

against them and taking precautions.
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Decisions taken as a result of the meetings held on national cyber security strategies in
Tiirkiye are shared on the official website of NCS. As a result of a meeting held on October
27, 2010, the issue of cyber security was mentioned for the first time. In this meeting, cyber
threat and its global dimension were examined and the effects of this threat on national

security were discussed.

AFAD in Tirkiye touched upon cyber threats and damage to critical infrastructure as a
human-made technological disaster. According to AFAD, critical infrastructure; It is the whole
of assets, systems, networks and structures that will have significant impacts on the safety,
economy and health of users as a result of the social order, environment and public services
being adversely affected when they are not able to fulfill their duties, either limited or
completely. National Cyber Security Strategy Document, Information Security Management
in Critical Infrastructure Project was included in the Ministry of Development Investment
Program in 2012. There is no legal arrangement on the preservation of critical infrastructures
against peripheral threats and dangers such as earthquakes, floods, epidemics (AFAD, 2014).
In this context, the task of establishing CERT and CIRT in the Fourth Action Plan of the
National Cyber Security Strategy was given to the institutions under the responsibility of

NCSC.

Cyber security in England includes the creation of a broader and more comprehensive cyber
security policy to protect interests and take advantage of the many opportunities in the

cyberspace.

In England, critical infrastructure is defined as assets, systems and services that deeply affect
political, economic and social life. Critical infrastructure is classified in nine sectors;
Emergency Services, Communications, Transportation, Health, Energy, Financial Services,
Utilities, Food and Water (CPNI, 2020). Protection of critical infrastructures rests with the
England Home Office. There are also mandate agencies coordinated by the CPNI to provide
expert support and contribution. England Computer Security Incident Response Team
(CSIRT-UK) has been set up by CPNI to respond to cyber security threats, manage incidents
and provide advice. In the National Cyber Security Strategy Document, the responsibilities of
the state, public institutions and organizations and the private sector are clearly stated (United

Kingdom Cabinet Office, 2009a; Unver, 2023: 193-194).

In England, activities have been developed in relation to the cyber security strategy on

education and skills, capacity building and awareness raising. Cyber security strategies are
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included in the curriculum especially in intercollegiate cooperation studies, military
institutions, research centers, primary and high school equivalent schools, and awareness-
oriented trainings are aimed. In this scope, the British government has given importance to

providing resource support and increasing the budget allocated in this area.

England has chosen the approach of examining threats, risks and security vulnerabilities in
detail in achieving its goals, with the knowledge, capacity and capability to underpin its
security goals (United Kingdom Cabinet Office, 2011). In this scope, three research institutes;
England Cybersecurity Science Research Institute, the Reliable Industrial Control Systems
Research Institute, the Automated Program Analysis and Verification Research Institute were

established with funding from the British government (CPNI, 2020).

Table 2: Comparative Analysis of Tiirkiye and England Cyber Security Policies

Comparison Criteria Tiirkiye | England
Preparation and implementation of national strategy documents Yes Yes
Providing cyber security trainings and strengthening training programs Yes Yes
Conducting cyber security exercises Yes Yes
User awareness No Yes
Ensuring international cooperation and public-private partnership Yes Yes
Giving cyber security awareness trainings to private sector and public Yes Yes

institutions-organizations

Protection of critical infrastructure and national crisis management Yes Yes

Establishment of Computer Emergency Response Teams (CERT) Yes Yes
Establishment of Computer Incident Response Teams (CIRT)

A sensitive network of military, intelligence and other government Yes Yes
agencies involved in cyber policy and activities that deal with both

international and national security

Domestic and foreign policy coordination Yes Yes
Legal gaps in information security Yes Yes
It focuses more on technical and organizational measures. Yes No
It focuses more on cyber space as the prevention of cyber attacks. No Yes
The priority of this country is the safety of the public and the state. Yes No
The priority of this country is the security of the individual and human No Yes
rights.

Fighting cybercrime Yes Yes
This country gives priority to monitoring national risk assessment No Yes
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approaches.

It takes into account existing policies, legal framework and cyber Yes Yes

security capabilities.

Balancing security and privacy Yes Yes
Ensuring the physical security of cyber networks and communication Yes Yes
systems

Source: Unver, 2023: 195-196.

Across countries, critical infrastructures are located in both the private and public sectors. For
this reason, it is beneficial for both parties to produce top-level strategies for maximum
cooperation. The Cyber Security Strategy Documents agree that the government cannot take

on cyber security responsibilities alone and should be a joint effort of all stakeholders.

Table 2 above summarizes the strategic objectives of both countries. Although common
themes cover a variety of objectives, each strategy has its own specific objectives. For
example, Tirkiye’s strategy aims to help individuals understand the risks associated with their
use of technology and be able to use it safely to meet future challenges related to inclusive
changes in the digitization of Turkish society. The basis of the national strategy in England is
education and international cooperation to promote the economy, citizens and national values.
Tiirkiye’s strategy is to ensure that critical infrastructures are resistant to cyber attacks.
Tiirkiye’s strategy aims to promote and raise awareness of cyber security. Tiirkiye’s cyber
security principles are efficiency, resilience and foresight. England’s principles are broad and

some focus on protection, accountability and cooperation.

The problems created by cybercrime are global and require the cooperation of stakeholders at
both the national and international levels. This can be achieved through different means, such
as international forums, bilateral and multilateral agreements, and public-private partnerships
among others. In addition, Tiirkiye and England have similar strengths in promoting
international cooperation, public-private partnerships, capacity building, research and
development among other countries. Having a sensitive network of military, intelligence and
other government agencies involved in cyber policy and activities that deal with both
international and national security is another important factor in ensuring cyber security.
International cooperation; The global internet is sustainable with the right balance between
freedom, security, openness and robustness. Tiirkiye and England have openly expressed their

current or future action plans to promote global cooperation. Strong inter-ministerial
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collaboration is vital, as government opinions play an important role in countries’ cyber
security. A good way to demonstrate the connectivity of government ministries is to design an

organizational structure.

Tiirkiye’s cyber-network has faced several unique risks, such as increased local cybercrime
levels, widespread dependence on Western software, and unequal legal regimes and sanctions.
On the national security front, both states are evolving in how best to design and adapt new
technical possibilities to support their national security interests in cyberspace. In addition,
there is a lack of protection for privacy and data in the micro-scale internet environment.
There are legal loopholes in public information security. The current information security
emphasis of countries is not enough. Its institutions and legal system are lacking. Information
security strategies and plans are insufficient. Internet technologies need to be further
developed. More international cooperation is needed. Security of cyberspace is a widespread,
international issue. Moreover, since there are differences between countries, it is not possible
for every country to do everything in the same way. Every country has its own problems
regarding internet security. Since the issue of cyber security is very sensitive, the discussions
so far are not comprehensive enough. It is important to be able to determine the basic
principles and rules and to establish the mechanism that will work thanks to international

cooperation. Topics to focus on may include cyber security, privacy and data protection.

One of the findings obtained in this article is that Turkey and England prioritize and develop
their strategies according to their needs. The other is that public/private institutions and
organizations have not fully grasped the necessity of planning their cyber security strategies.
In this context, studies on the cyber security policies of countries are required. When cyber

security policies of Tiirkiye and England are examined comparatively;

e The purpose, basic principles, mission, vision and strategic targets could not be
determined in Tiirkiye when compared with England,

e The functions of individuals, public/private institutions and organizations in the
planning and implementation of cyber security strategies are not fully explained,

e Compared to England, cyber security strategies and action plans in Tiirkiye are not
made within the required time limit (exceeding the time required for implementation),

e Insufficient existing laws in the fight against cybercrime in Tirkiye compared to

England,
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e While the military and judicial personnel of the trainings on combating cybercrime are
given in detail in England, it is limited in Tiirkiye,

e When compared to England, public-private sector cooperation is not given enough
importance in Tiirkiye,

e The issues related to education and awareness raising were not in Tiirkiye in the early
2000s, but they became popular especially in the post-2020 period by focusing on
these issues,

e It is important to set product development standards for software and hardware in
Tiirkiye and England,

e There is no budgeting to realize strategic planning in Tiirkiye, but England has made
and is making a certain budgeting for strategic planning.

e Reports showing the in-depth progress of strategic documents have not been published
in the period from the date of NCSC preparation in Tiirkiye until 2020. A more
comprehensive reporting is made with the 2020-2023 National Cyber Security
Strategy Document.

There is a need to explore the reasons behind trends in cyber security in international politics
and to anticipate scenarios of international discourse on global cyber security culture. In this
context, according to the 2020 Global Cyber Security Index, England ranks 2nd among the
countries participating in the survey with 99.54 points (ITU, 2020: 25). When the survey
studies at the regional level are examined, England ranks first with the same score this time
(ITU, 2020:30). Tiirkiye is in the 6th place in the regional ranking. Her overall score is 97.50.
While England got full points from four of the five dimensions included in the evaluation in
this survey study, Tiirkiye was able to get full points from only three of these five dimensions.
Here, England is in a more advanced position in the cyber security capacity maturity model

compared to Tiirkiye.

It is seen that Tiirkiye and England focus on various aspects within their cyber security policy
actions. In the light of the information given based on the information given in Table 2;
Policies implemented in Tiirkiye and England support a more flexible approach and
emphasize the economic and individual dimensions of cyber security policy. In this context,
cyber security in these two countries can be characterized as civilian-oriented. In terms of
standards, organizations and technologies, England is more active in coordinating and

implementing cyber security policies.
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Tiirkiye and England also have cognitive differences in the field of cyber security policies.
While the British government defines cyber security from a “threat” perspective, the Turkish
government tends to define it from a “development” perspective. Threat approach states it
from the perspective “others”. The development approach, on the other hand, tends to focus
on the need of society to increase the development of cyberspace and ensure its own national
stability. Thus, social-political stability is accepted as Tiirkiye’s main national interest. The
difference between Tiirkiye’s cyber security demands and its actual capacity to provide cyber

security causes Tiirkiye to take a defensive stance against cyber security.

The study will guide countries that plan to prepare or update a national cyber security
strategy. This study has made comparative analyzes for academic purposes and can serve as a
stepping stone to close gaps in cyber security policies. When it comes to developing,
implementing and updating policy action plans, it has been observed that England is better
than Tiirkiye in terms of implementing strategies. Even after taking a defensive approach to
its security strategy, it has managed to use its abilities very well. Both countries have the
expertise to ensure their assets are protected against aggressive threats. Therefore, they are
successfully trying to ensure that their resources are better protected from volatile, uncertain,

complex and vulnerable cyber threats in this new cyber world compared to other countries.

When designing and developing a National Cyber Security Strategy Document, countries
should identify gaps in the national framework; should develop lines of action to overcome
gaps in policy, regulation, legislation, the roles and responsibilities of stakeholders. All these

may differ from country to country.

In the legislation and regulations, it is seen that cyber security is taken more seriously in
England, unlike Tiirkiye, and the suitability of laws and processes are reviewed. In addition,
key factors critical to the success of a strategy, such as the implementation plan, assessment
plan, resource allocation, risk management, and annual strategy assessment, were found to be
either incomplete or under-stated. England has made reference to using the General Data

Protection Regulation to guide cyber security standards in its strategy.

An overview of national cyber security strategies in Tiirkiye reveals that the cyber security
strategy has become integrated and comprehensive. Strategies approach cyber security with a
collective approach and cover the economic, social, legal, political, strategic and

organizational aspects of cyber security.
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It is stated that England focuses on various aspects within its cyber security policy actions. In

this context, it is seen that England has put forward an advanced vision in the cyber field.

In general, this study examined the main features of cyber security policy through its
description in the literature and analysis of policy documents. The study shows that cyber
security policy is diverse and it is important to examine the Global Cyber Security Index in
the light of five main dimensions when comparing states. The concept of security, which is
examined theoretically, is reflected to the present day through the historically developing state
and details it with examples from the field of cyber security as a sub-branch. Recognition of
the diversity of government action (strategy s issued by governments and activities in this
regard) provides a solid basis for the development of strategic options that can then lead to an
overall strategy. An overall strategy for cyber security policy should establish clear
relationships in how the various goals are argued against each other and clearly define the
goal that the state fulfills in its various roles. Although the results look different in each

country, the tension areas in the cyber security policy remain the same.

Some supporting questions were included in Introduction of the study. It has been tried to find
answers to these questions in the text. Considering the originality and original value of the
study, especially the evaluations in which the approaches of the two countries are compared
gain importance. It is an informative study about the current situation and possible cyber
security moves that countries with two different development levels can make in the future. In

this respect, it has a guiding quality.

The Council of Europe Convention on Cybercrime of 23 November 2001, which basically
sheds light on global cooperation, provides the opportunity to use the most appropriate legal
standard for different national laws. On 29 December 2020, Tiirkiye and England signed a
Free Trade Agreement (Ticaret Bakanligi, 10.03.2022). The Turkish and British governments
have agreed to liberalize trade. It will be beneficial for both countries to work together in
defense, industrial sector and especially in high value-added technology projects such as

warplanes and unmanned aerial vehicles.

In the light of the data obtained, the following can be said: The results of this study,
presenting cyber security approaches as a comparative analysis and analyzing them on five
main elements will lead to a better understanding of cyber security. It will contribute to
explaining the barriers to cooperation between states dealing with cyber security issues at the

international level.
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Abstract

The objective of this essay is to to propose a human rights-based model for digital citizenship
education. Digitalization offers great opportunities to human beings but also poses significant
risks and threats. Therefore, acquiring new competences, knowledge, and concepts are
essential for utilizing cyber tools accurately, efficiently, and ensuring protection against
potential threats. There have been studies on the subject but those focusing on human rights
approach of DCE are a few. Thus this work tries to contribute in filling up this gap. Literature
review is the primary research tool for the study. The article puts forward that global society
has developed different measures for ensuring security at different levels in digital age. For
instance global cyber governance and international law at the global level, national
cybersecurity strategies at the national level and implementation of digital citizenship
education (DCE) programs at the indvidual level are measures so far devloped. It concludes
that a human rights-based DCE is inferred from human rights and ethical principles and seeks

to promote safety, responsibility, and ethical behaviors in digital domain.

Introduction

Digital citizenship education, envisions effectively managing the opportunities and threats
presented by cyberspace, which have emerged with the spread of cyber technology, and acting
responsibly in the digital world. DCE is, indeed, a kind of peace education and human rights
education. It is a peace education since it promotes peaceful coexistence in the digital realm,
where individuals refrain from causing harm to one another. It is also a human rights
education since it empowers individuals and safeguard their human dignity by considering

their freedom and rights online. *
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In this work, after defining digital citizenship (DE), the stakeholders, challenges, and
functions and characteristics of DCE will be evaluated. Then, the “Ethics phor Peace” model,

a human rights-based approach, will be emphasized.

Exploring Digital Citizenship

If you ask someone, “Are you a digital citizen?”, many people will say no without thinking.
However, when they consider activities such as the time spent on the phone and computer,
online communication, email, research, media monitoring, banking transactions, online
shopping, and paying bills, they will realize that they are actually digital citizens (Dorothy,
2016:10). In this case, everyone who is active in the digital environment becomes a digital
citizen in some way. However, citizenship legally requires a special status, rights, and
responsibilities. Developing a globally binding legal regulation in cyberspace, especially rules
binding individuals, other than a set of technical rules and codes, is contrary to the nature,
anarchic structure, and spirit of international law. Despite this, in this study, an attempt will
be made to define digital citizenship based on traditional citizenship, and suggestions will be

developed to ensure security measures in cyber peace, taking into account its uniqueness.

Today, most of citizen in the developed world uses the internet and carries out most of their
daily activities and transactions through cyber technology tools. Traditional knowledge and
skills are not sufficient to use cyberspace effectively. The digital age requires specific digital
education and skills. According to Rahm and Fejes, a digital society exists worldwide today.
The digital society has transcended the boundaries of ethnicity, religion, gender, philosophy,
and traditional citizenship. Digital society is global by definition and nature (Rahm and Fejes,
2017:22). In this global digital society, it is vital that sensitive issues such as risks, threats,
security, and privacy are understood and kept at a manageable level. Even though measures
such as encryption, digital identity, antivirus programs, parental control, and firewalls
technically provide relative security, the only way to ensure real security in cyberspace is to
ensure ethical behavior online. It is important for computer ethics to become widespread
because data, information, and computer systems and networks are always open to internal,
external, and global threats. Governments, decision-makers, professionals, public and private
institutions and organizations, experts, and citizens should feel responsible in this context and
strive to contribute to it (Gnarto, 2011:1).

Digital Citizenship: Navigating the Digital Landscape Responsibly
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Multiple definitions of digital citizenship can be found in the literature. Although certain
factors may be shared among various definitions, it is also conceivable to come across distinct
elements. One of the primary factor is the active involvement or engagement with the digital
realm, which refers to the utilization of digital technologies. Another prevalent aspect
involves having a thorough understanding of your rights and responsibilities while engaging
in the digital world. Another crucial aspect is the competences and abilities in utilizing digital
tools. Lastly, there is belonging to a society. Here, it refers to being a member of global
digital community. Nevertheless, nearly all of these notions necessitate a clear definition and
the establishment of their limits. Can we discuss the concept of a digital society, for instance?
Does society consist just of the people, or is it a framework characterized by a shared culture,

history, traditions, and norms?

Optus defines dijital citizenship as “the knowledge, attitudes, and skills required to maximize
the benefits of digital tools and minimize their threats to oneself and others.” If citizenship
means being part of society, digital citizenship means being part of a digital society (Optus,
2017:12). The elements exist in this definition, are digital skills, belonging to a society, and,
albeit indirectly, protection. Richardson and Milodiv, however, place greater emphasis on
active participation in online democracy in their definitions. They define digital citizenship as
“the capacity to apply a set of skills deemed necessary for effective participation in the culture
of online democracy” (Richardson and Milovidov, 2017:11). In parallel, MiraMedia also
emphasized active participation and responsibilities in its definition. It is the willingness of
citizens to participate actively and democratically in the digital society. This participation also
includes the appropriate, responsible, and respectful use of technology (MiraMedia, 2017:9).
According to Frau-Meigs et al., digital citizenship refers to “lifelong learning processes
(formal, informal); at all levels (political, economic, social, cultural, and intercultural); to
society (local, national, global); active and responsible participation (value, ability,
knowledge, and critical understanding of behavior) and the ability to use digital technologies
adequately and positively to protect human rights and dignity (establishing, working, sharing,
socializing, researching, playing, communicating, and learning)” (Frau-Meigs et al., 2017:11-
12).

Tamayo also pointed out the responsible and ethical behavior of citizens in the digital society
and defined digital citizenship as follows: “Digital citizens recognize and value the

opportunities, responsibilities, and rights to work and learn for everyone in the interconnected
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digital world and get involved in this world legally, safely, and ethically.” (Tamayo, 2016:3).
Tamayo expands on his definition and claims: Digital citizenship is the principles of
responsible and appropriate use of technology and can be divided into eight strategic areas.
These are ethics, communication, literacy, business, law, access, security, rights, and
responsibilities. Digital citizenship is not something that can only be taught in the curriculum.
It is the process of continuously preparing young people for a technology-based society
(Tamayo, 2016:5).

Sometimes | wonder if we, as academics, are going too far. We are going crazy trying to
define cyber citizenship. Sometimes the picture becomes so complicated that after a point we

cannot even understand what we have written. Why?

Despite all the complex definitions we have made above, while discussing these issues with
my daughter Elif, who has just finished secondary school, | asked her how she would define
digital citizenship. She said, “I think everyone who uses the internet is a digital citizen.”
Then, as if mocking all the academic definitions we have made, "Will digital citizens also be
given IDs?" she asked. The truth is that Elif's definition, although partially incomplete, is
more comprehensive and realistic than most of the above definitions. Therefore, the working

definition to be used in this work will be Elif's definition, which I also agree.

Components of Digital Citizenship

Dorothy identifies three fundamental components of digital citizenship: belonging,
participation, and protection. Digital citizens belong to the digital society. They develop
relations with society by using technology and try to preserve the benefits provided by the
digital world (Dorothy, 2016:11). Digital citizenship is essentially interactive and
participatory. Digital citizens not only consume digital assets and content but also produce
content, applications, software, and tools (Dorothy, 2016:11-12). Citizenship, by definition,
requires protection by the state to which it relates. Protection and security are also people's
rights when online. Digital access not only exposes citizens to some digital risks but also
improves their digital skills, literacy, and security capabilities. Active users also become
resilient users. For this reason, decision-makers, educators, and families should develop
special strategies so that they do not limit children's participation and access rights while
trying to protect them (Dorothy, 2016:12-13).
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Alberta tries to explain digital citizenship with the concept of traditional citizenship and
determines several rules within this framework. According to him, the basis of digital
citizenship lies in the nature of citizenship. Citizenship is the state of being a citizen of a
defined social, political, and national society and entails certain rights and responsibilities.
Some of these rights and responsibilities are as follows: a. Citizenship requires acquiring
moral principles. In order for society to maintain a healthy and harmonious existence, every
citizen must respect the rights of others. Since digital citizens are considered to be members
of the global digital society, it is essential that people comply with moral principles when
online for this society to exist and function properly. b. Citizenship requires a balance
between the empowerment of individuals and their responsibilities to society. In other words,
the benefit of the individual and the benefit of society should be balanced. In the digital
world, individuals can cause great harm to the digital society, which is independent of time
and place, and to other individuals, with unpredictable consequences. Therefore, individuals
must be careful in their behavior. c. Citizenship requires participation. Active participation of
citizens is essential for society to develop and gain meaning. Likewise, digital citizenship
requires active participation. Although the digital world by its nature requires active
participation, some digital skills and knowledge are still needed for active participation. d.
Citizenship requires education. Acquiring high moral values in social relations does not occur
automatically. Guidance, and training from elders (teachers) are needed. Likewise, education
in the digital field is much more necessary and more difficult due to its abstract nature. e.
Because citizenship is constantly evolving, it requires constant communication and
discussion. As social relations constantly change, social communication and behavioral codes
also change. This situation is faster and more complex in the digital world. Therefore,
preparing citizens for this complex world is a social duty. f. Citizenship should be inclusive.
Just as traditional citizenship requires evaluating all citizens equally and fairly, digital
citizenship should be accepted to include all people, without any discrimination. Because
there are no borders and distances there. Cultures, beliefs, and local values cannot be grounds
for discrimination. Otherwise, everyone will be harmed. g. Citizenship is closely related to the
development of media. Social communication and relations are both affected by and
influenced by the media. Since the digital world actually consists almost entirely of media
(social media, tools, space), the development of cyberspace technology will directly affect
digital citizenship. h. Citizenship is related to society (Alberta, 2012:8-9).
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Netsafe defines a digital citizen as someone who possesses adequate knowledge and
competences in information and communication technologies, demonstrates ethical and
responsible behavior in their use of technology, and upholds principles of privacy and
freedom of expression. Netsafe (2010:3) outlines the attributes of a digital citizen as follows:

e Uses ICT effectively.

e Participates in the economy using technology to engage in cultural and educational

activities.

e Develops and uses critical thinking abilities in cyberspace.

e Knows texts, symbols, and languages related to digital technologies.

e s aware of ICT-related threats and knows how to manage them effectively.

e Uses ICT to relate to others in positive and meaningful ways.

e Acts sincerely, holistically, and ethically when using ICT.

e Respects privacy and freedom of expression in the digital world.

e Contributes to digital citizenship values and actively defends them (Netsafe, 2010:3).

Comparing traditional citizenship, which is based on shared norms and values established
through legal, historical, and cultural means, with digital citizenship is challenging due to the
absence of common standards and values in the latter, except for a set of technological
regulations and protocols. However, it is possible to develop strategies for establishing or
protecting digital citizenship by drawing upon traditional concepts of citizenship. Global
citizenship education is the only method for creating a digital society and digital citizenship
that conform to common principles and standards, and for fostering a sense of belonging and
protection. Therefore, it is crucial for the progress of the digital society and humanity that all
stake holders including regional and global international organizations, states, decision-
makers, non-governmental organizations, families, and experts give priority to digital

citizenship education and acknowledge their responsibilities and rights in promoting it.

Digital Citizenship Education: Ethics and Conduct in the Digital World

The education system of most countries aims to raise responsible citizens who contribute to
the development, identity, and integrity of society. UNESCO aims to provide citizenship
education by educating people from a young age and equipping them with the necessary ideas
and knowledge to participate in decisions about society. This education has three main

purposes: a) to educate citizens about citizenship and human rights so that they understand
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social institutions and rules; b) to learn to use critical thinking and judgment; and c) to
achieve individual and social responsibilities (UNESCO, 2017:18).

Although digital citizenship education is a less complex issue compared to digital citizenship,
its importance and application are not yet fully understood worldwide. Digital citizenship and
education are nourished by two different disciplines in terms of both their conceptual and
theoretical development. They both carry a common logic and a common ideal; to secure
freedom, prosperity, and a dignified life for all. For this reason, these two concepts have
begun to be frequently emphasized together in the international cyberspace literature in recent

years.

If we are to establish a working definition for digital citizenship education, it can be described
as the process of acquiring necessary competences and abilities to use technology
aeffectively, safely, ethically and positively. This concept, highlighted in the digital
citizenship definitions discussed earlier, involves being aware of one's rights and
responsibilities in the digital world, acting accordingly, and always upholding human rights
and dignity. Digital citizenship education is a universal, inclusive, and lifelong learning
process encompassing formal and informal education for everyone, regardless of whether they

are of school age or not, who uses cyberspace.

Education is emphasized in nearly all National Cyber Security Strategy Documents to protect
cyberspace and make it a safe domain. Although not explicitly named as cyber citizenship
training, these documents acknowledge the need for training at all levels to raise societal
awareness, ensure cyber security, develop necessary skills and abilities, and meet the need for
social expertise. For instance, the US Department of Homeland Security Cyber Security
Strategy Document highlights public awareness and training as key objectives for achieving
cyber security goals (US Homeland Strategy, 2015:24-25). The UK Cyber Security Strategy
Document (2016-2021) includes education under many headings and emphasizes the
importance of integrating cyber security education into the entire UK education system, from

primary school to master's degree (UK, 2016:57).

Turkey's 2016-2019 National Cyber Security Strategy Document emphasizes educating all
stakeholders (Turkey, 2016:11) and "creating cyber security awareness in all segments of
society” (Turkey, 2016:13). Similarly, the Trinidad and Togo National Cyber Security
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Strategy Document outlines five priority areas, including governance, incident response,
collaboration, legislation, and raising awareness and training on cybersecurity throughout the
country (Trinidad, 2012:4). The Finnish Cyber Security Strategy Document also highlights
the importance of education, stating that cyber security education should be included at every

stage of the Finnish education system to develop society's needed skills (Finland, 2013:31).

Although digital citizenship education is largely seen as specific to school-age children (from
kindergarten to high school), preschool children and adults also need this education.
Following Elif’s definition, digital citizenship education should encompass everyone present
in the digital world. This is because digital citizenship education, like human rights and peace
education, is needed by all generations throughout their lives. The famous philosopher
Ludwig Wittgenstein’s statement, "The limits of my language mean the limits of my world,"
aptly illustrates the necessity of learning the language, rules, and codes of the newly formed
digital world to properly understand and benefit from it (Dorothy, 2016:57). This involves
using technology adequately and positively, ensuring active and responsible participation at

all societal levels, protecting human dignity, and promoting lifelong learning (CoE, 2016).

Commonsense defines the concept of digital literacy, often used synonymously with digital
education, as “the ability to use technology adequately, to understand and interpret digital
content and assets, and to create, research, and communicate with appropriate tools”
(Commonsense, 2009:1). Strategies for digital citizenship education include:
e Redesigning every school and every formal and informal educational activity to
include digital literacy and citizenship.
e Delivering publications containing ethical standards of behavior to educators, families,
and students on digital platforms.
e Training and empowering teachers to teach digital literacy and citizenship.
e Educating and empowering families in the use of technology and digital media
(Commonsense, 2009:4).

Navigating the Digital World: The Importance of Digital Citizenship Education
Digital citizenship education is crucial for ensuring a peaceful cyberspace and for the global
technological revolution to contribute to humanity's welfare and happiness. This type of

education creates awareness and knowledge among people, protecting them from their own
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mistakes and shielding others from malicious behavior. Without education, everyone is
vulnerable in the inherently global cyberspace. The current situation clearly demonstrates the

necessity of such education.

The GoogPlay Project developed by Harvard University highlights several reasons for the
need for EDC. Firstly, young people often act on the internet with only their interests in mind,
leading to unwanted sharing, illegal activities, file downloads, and cyberbullying. Second,
young people are less likely to act ethically in cyberspace due to a sense of anonymity
(Alberta, 2012:10). Other reasons include the newness and dynamism of cyberspace, which
encompasses powerful media and technologies, thus requiring new and comprehensive skills,
knowledge, and codes of conduct for responsible and ethical use. The instantaneous and fast
nature of many relationships and communications in this field means that cause-effect and
action-effect rules may not fully apply. The sense of anonymity and invisibility in the virtual
world, along with the absence of immediate reactions to actions taken, can sometimes lead
individuals towards immoral and even illegal behaviors (Optus, 2017:14; Commonsense,
2009:1; Purdue, 2018). For instance, a study in Australia found that 40% of children have
seen friends behave badly online (Optus, 2017:19). Similarly, a study in Japan listed illegal
information found on the Internet, including fake and fraudulent information, violation of
privacy, false rumors, sexually explicit content, slander, civil rights violations, gambling, drug
information, sexual knowledge, and violence. Cyber citizenship education provides skills
such as avoiding risks, thinking before acting, protecting privacy, leaving a positive digital
footprint, communicating with mutual respect, conducting effective research, evaluating

website credibility, avoiding plagiarism, and respecting copyrights (Dema-Mar Union, 2016).

United Nations Reports recognize internet access as a human right (UN, 2011). However,
while approximately 5.5 billion people use the internet worldwide (internetlivestats.com,
2018), the global population is around eight billion (worldometers.info, 2023). This means
that 2.5 billion people worldwide either lack access to the internet or choose not to use it for
various reasons. This disparity, known as the “digital gap” or “digital divide” (Optus,
2017:28), is a significant issue, particularly in developing or underdeveloped societies.
Closing this gap requires a global community effort.

The Principles of Digital Citizenship Education
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Digital citizenship education should have a significant impact on societal transformation.
Transformative digital citizenship education should be globally implemented to ensure cyber
safety, stability, and sustainability, similar to UNESCQO's Principles of Peace Cooperation and
Human Rights Education (1974). These principles were adopted to prevent the repetition of
global destruction caused by two world wars. This education should adhere to UNESCO's
principles of inclusivity and comprehensiveness, which embrace various aspects such as
development education, multicultural education, disarmament education, human rights

education, peace education, and values education (UNESCO, 1974).

The books "Computer Ethics and Expert Relations” (1993) and "Principles of Computer
Ethics" both highlight comparable ethical guidelines. The principles encompassed in this list
involve promoting the well-being of individuals and society, refraining from causing harm to
others, displaying genuineness and dependability, treating others fairly and without prejudice,
upholding the rights to intellectual property such as patents and copyrights, recognizing the
importance of copyrights, respecting the privacy of others, and giving priority to maintaining
confidentiality (Vesna and Niveditha, 2012:2). Alberta proposes that digital citizenship
education should enhance awareness in nine distinct domains:

e Digital Access: Electronic participation.

e Digital Commerce: Online shopping.

¢ Digital Communication: Electronic information sharing.

e Digital Literacy: Education and training related to technology use.

¢ Digital Ethics: Standards for online relationships.

o Digital Law: Responsibility for actions and electronic use.

e Digital Security: Electronic protection measures.

e Digital Health: Physical and psychological health in the digital world.

o Digital Rights and Responsibilities: Freedoms in the digital world. (Alberta, 2012:1)
The European Council has identified 10 specific digital domains that should be prioritized
when operating online. These domains have been categorized into three distinct clusters.

Being Online:

e Access and inclusion.

e Learning and creativity.

e Media and Information literacy.
Well-being online:

e Ethics and empathy.

e Health and well-being
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e E-presence and Communication.
Rights online:
Active participation.
Rights and responsibilities.
Privacy and security.
Consumer awareness (Coe, 2017:11).

The implementation of digital citizenship education should be carried out using a multi-
stakeholder method, similar to the approach used in traditional education. It is the shared
responsibility of all individuals and organizations involved in education, such as students,
teachers, school administrators, parent-teacher associations, education policymakers at local
and national levels, universities, education NGOs, and digital education communities, to
prioritize security measures and encourage ethical, legal, and positive conduct (Rainbow,
2017:3-4).

A comprehensive Digital Citizenship Education (DCE) should incorporate the application of
human rights principles and ethical rules in cyber domain. Acquiring this type of education
would help protect cyberspace and its various elements, such as people, information, logical

framework, and physical infrastructure (Akyesilmen, 2018:55).

A Human Rights-Based Approach to DCE: Ethics Phor Peace Model

An education that is inclusive, pluralistic, respects differences, enables active participation in
social and political life, and aims for a democratic and prosperous society is possible with the
presence of individuals who are aware of their fundamental rights and freedoms and
internalize them, and who regard the rights of others as sacred as their own. A human rights-
based education can be a significant tool for nurturing active, participatory citizens and
generations who understand their freedoms. According to the European Human Rights
Education Systems report, rights-based education ensures equality, participation, and
inclusion, as well as preventing and resolving conflicts. In summary, rights-based education is
deemed the most effective tool for building a society where everyone's rights are respected,
protected, and ensured (OSCE, Council of Europe, UNHCHR, and UNESCO, 2008:7).

While international human rights documents prohibit discrimination and exclusion in
education, they support the creation of an environment that is inclusive, pluralistic,

participatory, and conducive to the full development of the human personality. Countries that
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are parties to international human rights treaties are obliged to implement the universal,
scientific, and human-oriented education model defined in these instruments, in accordance
with international human rights law. As stated in Article 26 of the Universal Declaration of
Human Rights (UDHR) "Education should be aimed at the full development of the human
personality and strengthening respect for human rights and fundamental freedoms.” Similarly,
the Council of Europe Charter on Education for Democratic Citizenship and Human Rights
(2010) states that education plays a central role in promoting human rights, democracy, and
the rule of law, which is the Council's main aim. One of tthe most important steps to achieve
this is DCE. Digital citizenship education, if based on a human rights-based approach, then
can contribute to peace and security in cyberspace.

There are various education systems in the world, some discriminatory and some inclusive,
each with different characteristics. Naturally, while some adhere to international human rights
standards, others may involve human rights violations. There are different methods for
measuring and evaluating whether an education system is rights-based. However, one of the
rare methods that evaluates both democratic participation and transparency as well as human
rights dimensions such as freedom, non-discrimination, and equality in a digital citizenship
education model can be the Ethics for Peace Model. Consisting of components such as
Equality, Time, Health, Information, Critical thinking, Security, Participation, Human Rights,
Opportunity, Responsibility, Privacy, Empowerment, Accountability, Creativity, and
Empathy, the Ethics for Peace model includes human rights-based elements in measuring and
evaluating a digital citizenship education. Ethics phor peace model also implies that the only
way for a true cybersecurity, a peaceful, stable, sustainable cyberspace is ethics. That means if
digita citizens are aware of ethical principles online and internalize them they will not harm

the others. Therefore, a true DCE needs to teach learners human rights and ethical principes.

Elisabeth Bachman and Bernard Trafford base democratic, participatory, and transparent
education on several moral and political foundations. Morally, they emphasize the principle of
equality, "all people are born equal and free in terms of their dignity and rights," as stated in
the first article of the ECHR, while politically, they argue that democratic values must be
taught and practiced from an early age for democracy to be established and sustained in a
country. It is believed that citizens who understand the importance of participation and
democracy from a young age will value active participation and decision-making in later

years.
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Each of these concepts has overlapping but sometimes conflicting meanings for everyone. But
what do each of these components mean in the digital world and within the framework of
digital education? Alberta, Commonsense, and the Council of Europe have developed
different domains, formulas, and compositions within the framework of the features that
digital citizenship education should have. Within the scope of this study, the features that
DCE should have were combined in the Ethics for Peace formula. A DCE paradigm that
encompasses all components of the ethics Phor Peace model will help to ensure a safe, stable

and sustanable cyberspace.

Equality: A crucial feature of rights-based education is that it does not exclude or
discriminate against anyone. Human rights regulations emphasize that no one can be
discriminated against in their enjoyment of civil, political, social, economic, and cultural
rights. While the first article of the UDHR focuses on equality, the second article prohibits all
forms of discrimination: “Everyone is entitled to all the rights and freedoms set forth in this
Declaration, without discrimination” (UDHR, 2). Education should function to eliminate
discrimination against women, children, disabled people, ethnic, cultural, or religious
minorities, and other vulnerable groups. Particularly the UDHR, the Convention on
Combating All Forms of Racial Discrimination, the Convention on Combating All Forms of
Discrimination against Women, and the Convention on the Rights of the Child prohibit

discrimination on any basis.

Non-discrimination in education means ensuring that everyone has equal access to education
and that no one is subjected to discriminatory treatment during the education process. All
children should have the equal right to education, and no one should be deprived of this right
due to financial or other difficulties. The principle of equality means not only that the state
and administrators treat everyone equally, but this principle must also be followed in our
private relations with others. The principle of equality and non-discrimination entails not only
having these rights but also recognizing that others have the same rights (OSCE, Council of
Europe, UNHCHR, and UNESCO, 2008, 227). An ideal DCE or a rights-based DCE should
teach that all users in the cyber world are equal and free, and that they have certain rights and
responsibilities when using cyber technology. As the first article of the Universal Declaration
of Human Rights (UDHR) states, “All human beings are born free and equal in dignity and

rights. They are endowed with reason and conscience and should act towards one another in a
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spirit of brotherhood.” A person who adopts and internalizes this understanding will not easily
think of harming anyone or victimizing people in cyberspace, on social and on other online

platforms.

Time: Time is another significant factor in the context of digital citizenship education. It can
denote both velocity and assessment. It can save time for digital citizens in the context of
acquiring certain technological skills and abilities and using cyber technologies effectively.
Citizens can follow fast-changing cyber technologies more easily. Conversely, cyberspace can
serve as a platform for entertainment, business, study, and various other purposes. Cyber
tools, similar to other instruments, has a neutral nature. If individuals utilize them for good,
they give positive results; if they use them for evil, they yield negative outcomes. While cyber
tools can be used for research and development, education and progress, they can also be used
to produce malware, entertainment only, and to waste time. Therefore, making good use of
time in cyberspace, allocating as much time as needed for games and entertainment, and
dedicating other time for useful work should be the basic strategy. The DCE should have the

capacity to cultivate this well-rounded comprehension among internet users.

Health: Engaging in digital technology activities may have adverse effects on both users
physical and emotional well-being. Safeguarding users physical health can be accomplished
by the adoption of ergonomically appropriate practices and the enforcement of regulations on
the utilization of electronic devices, such as mobile phones, computers, and other digital
gadgets. However, excessive exposure to ideological, tense, and horror materials can threaten
people’s psychological health. Thus DCE needs to directs us to use cyber tools correctly and

be selective in contents that does not jeopardize our well-being.

Information: DCE should convey to digital citizens that cyberspace is fundamentally an
information and communication technology whose main purpose is information sharing and
transparency.The Internet represents a significant paradigm shift in the history of global
information dissemination. On a daily basis, the internet alone generates an average of about
10 billion gigabytes of information. Considering the entire digital space, it could be double or
triple that amount. The cyber world, as an information platform, is an important tool for
personal, social and economic development. Therefore, the idea that citizens can use it
beneficially should be one of the main aims and features of DCE.
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Critical Thinking: Users are exposed to a huge amount of information in the digital world.
Tons of different information on every subject is produced and put on the market. It is
necessary to have critical thinking in order to realize which of the information produced and
presented to the user may be useful and which may be accurate and ethical. Various
competencies are necessary in the realm of digital technology, however, critical thinking
stands out as one of the utmost essential. Individuals lacking critical thinking skills will have
challenges in both accessing valuable knowledge and safeguarding their mental and
psychological well-being. Consequently, a digital citizenship education that incorporates
instruction in critical thinking will contribute to the development of well-adjusted citizens in
the digital world.

Security: Cyber security has become one of the most fundamental agenda items since the
2000s. People have serious security concerns due to increasing cyber attacks, the great and
devastating damage caused to society by attacks on critical infrastructures, efforts by
governments and cyber security companies to secure cyberspace, and the unpredictable
consequences of cybercrimes. What makes cyberspace unsafe is the people themselves. As
has been emphasized many times, the weakest link in cybersecurity is the user. Therefore, to
avoid becoming a security problem for oneself and others, DCE should provide users with a
good understanding of cyber security. Cybersecurity awareness and culture of cybersecurity
need to be provided for the lerners in order to protect them from the harms of the digital
world. Since both cybersecurity awareness and culture of cybersecurity feed positive security
understanding that balances security and freedoms online. Otherwise, just focus on security
and prioritizing prevention of negativity in digital realsm prevails negative security which
indeed, might have negative impacts on online freedoms and rights. Thus prevailing positive
security approach needs to be priority of DCE in general. If the understanding of ECHR
Article 3 "Everyone has the right to life, liberty, and security of person” is well integrated
with other goals and features of DCE, a significant portion of the learners will become more

ethical digital citizens.

Privacy: Privacy is a fundamental human right. Article 12 of the UDHR explains private life
and its elements as follows: “No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks upon his honour and reputation.
Everyone has the right to the protection of the law against such interference or attacks.” It is

vital to teach the importance of private life in terms of individual and human dignity and that
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violating it is a legal and constitutional crime. Many actors can violate someone else's right to
privacy even for different purposes. To raise awareness and perception to prevent such
violations, DCE needs to be disseminated and included in all school curricula. The fact that
cyber security is a whole at all levels, that every actors security is interconnected, and that
cyber peace is only possible with moral and peaceful use of cyberspace should be
disseminated and included among the most basic features of DCE.

Human Rights: In the globalized and digitalized world, actors violating human rights have
increased. Traditionally, only states could violate human rights, but today it is understood that
non-state actors commit violations quite easily. If the traditional approach is maintained,
which is still largely dominant in international human rights law, it will be very difficult to
protect human rights in the near future. Because cyberspace is under the domination of non-
state actors and states do not have the power or authority to change this reality. Then, to
protect all human rights, especially the right to privacy, freedom of expression, and the rights
of association and assembly, which are most affected by cyber activities, new international
agreements are needed to ensure that non-state actors are held accountable for violations. To
ensure cyber security, it is essential for all citizens to know their human rights well, to accept
that other citizens have the same rights, and to internalize that their rights are as sacred and
valuable as their own. In such a framework, there will be the opportunity to make a serious
contribution to cyber security. Therefore, DCE should adopt a rights-based approach that
centers on human rights and freedoms at every stage.

DCE is designed to protect human rights, well-being, security, and dignity (UDHR, 1948,
preamble), ensuring that people have freedom of expression, freedom of religion and
conscience, the right to participate, a fair trial, the right to association and assembly, and the
right to food, clothing, shelter, health, and safety, as well as paid holidays. Education aims to
protect and develop all the rights and freedoms specified in international human rights
instruments, as expressed in the Council of Europe Charter on Education for Democratic

Citizenship and Human Rights.

According to human rights instruments, education should be designed to ensure the protection
and development of fundamental rights and freedoms and democratic values that enable the
full development of the human person. In this context, the aim of DCE policy should be to

create an environment for citizens to develop their individual, intellectual, and professional
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capacities. Education legislation should be limited to a technical regulation. If a value is to be
ascribed, these value(s) must be universal, scientific, human-centered, and include human

rights and freedoms.

Opportunity: Cyberspace is a noteworthy tool for individual and social development. Access
to the internet, which is the basis and backbone of cyberspace, offers a great opportunity in
this sense. There is a serious inequality of opportunity between those who have access to the
internet and those who do not. While 5,5 billion people in the world have access to the
internet today, 2,5 billion people lack this opportunity and are thus disadvantaged. UN bodies,
which define access to the Internet as a human right, actually impose a great responsibility on
UN members in this sense. This is our responsibility to provide this opportunity to the 2,5
billion people who do not have internet access. The international community, especially the
UN, must fulfill this responsibility as soon as possible. All citizens should be given the
understanding that access to the Internet is the right of everyone and that ensuring it is the
responsibility of the international community. If this understanding prevails, citizens of the
developed world can be a serious driving force in ensuring global internet access by putting
pressure on decision-makers. The people in develping countries can be provided with the
internet through staellites for instance. Although technically this is not impossible,
governments of underdeveloped countries may not desire this due to political and sovereign
limitations. While access to the internet empowers citizens, it increases the ability to monitor
governments. This is one of the things that non-democratic regimes do not want most.
Citizens of the free world must be made aware to change this unfortunate situation and serve

to undermine dictatorship on a global scale.

Responsibility: Digital citizens should be aware of their responsibilities in every action they
take in this area for a safe cyberspace. Due to its anonymity and global nature, people can
behave more irresponsibly in cyberspace. However, it should be well understood that
everyone navigates the cyberspace with a digital identity (such as an IP address). Apart from
measures such as TOR and VPN, everyone should know that their every move need to be
compatible with moral constrains. While cyberspace, like physical life, provides us with some
rights, it also imposes some responsibilities on us. There is no infinite freedom there, just like
there is not in physical life. It is vital for everyone to act responsibly for a peaceful
cyberspace.
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Participation: Participation is evident in every aspect of life, with the type and level varying
across sectors. What does participation mean, and how is it achieved? Specifically, what does
participation entail in the realm of education? Who should be involved, and how can this be

practically realized?

Creating a conceptual framework for participation is challenging. However, in the context of
education, we can formulate a specific definition based on theoretical assumptions and human
rights instruments. Like other social science concepts, participation conveys different
meanings and encompasses various processes. In education, participation as an inclusive
concept envisions the involvement of all education stakeholders at each stage of the process
(Jennifer-Morgan, 2006, pp. 340-348). Similarly, participation in the digital world refers to
our democratic and responsible engagement on digital platforms. Active participation also

fosters the development of our cyber competences.

In education, particularly in DCE, participation implies open dialogue channels between
families, students, teachers, and administrators, where all parties collaboratively engage in
educational processes and decision-making (Aref, 2010, p. 1). The World Bank defines
participation as “the process by which stakeholders influence and control developments,
decisions, and resources related to themselves” (Atanasio, 2002). To enhance education
quality and meet international standards, participation has become increasingly crucial in

international literature, regulations, and practices (Jennifer-Morgan, 2006, pp. 340-346).

Participation is a vital indicator of democracy and an essential part of education. Numerous
structural, legal, and socio-cultural barriers limit the participation of parents, students, and
teachers in shaping and directing educational processes. This challenge is compounded in
societies with lower levels of democratic culture and development. This may be due to the
lack of cultural acceptance of democratic participation, structural disincentives, economic
barriers, and the varying significance stakeholders attach to education. Moreover, inadequate
analysis of the changing socio-cultural dimensions of education, misunderstandings in
decision-making processes, and lack of information are major obstacles to participation (Aref,
2010, pp. 1-2). In this context, digital participation primarily involves acquiring and utilizing

digital skills within the framework of safe cyber principles.
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Empowerment: Education is a multidimensional process that empowers individuals to shape
their own destinies (Aref, 2010, p. 1). For this, access to information, economic resources,
and decision-making mechanisms is necessary (Girvan, 1993, p. 3). Digital citizenship
education is a process that enables individuals to control their destinies. Empowerment in

education should extend beyond material benefits to include competent use of cyber tools.

Empowerment also entails liberating individuals to think critically, express freely, and
develop fully, free from indoctrination. Such education fosters free and active citizens. An
education that fails to nurture personal, mental, intellectual, and professional growth cannot
strengthen individuals or contribute to a democratic society. Empowering education liberates
individuals from coercion, oppression, ideology, and indoctrination. Pluralism is essential for
a democratic society. The European Court of Human Rights in the Catan and Others vs.
Moldova and Russia case (2012) highlighted the need to protect educational pluralism to
safeguard a "democratic society” envisioned in the Convention. Therefore, states must ensure
that their curricula are objective, critical, and pluralistic, avoiding indoctrination that conflicts
with families' religious and philosophical beliefs. Thus, DCE indeed, need to equip learners

with competences that empower them in digital realm.

Accountability and Transparency: The digital world is founded on transparency, but
accountability is more complex. Ensuring accountability in cyberspace is challenging due to
anonymity, global reach, and technological intricacy. As technology advances, accountability
mechanisms will improve, but current challenges remain significant. DCE can promote
responsibility and transparency by holding individuals accountable for these values. True
accountability relies on transparent processes, encompassing goals, evaluations, rules,
resources, and rewards. While these criteria remain relevant, recent studies emphasize

capacity development and public accountability (Perie, 2007, pp. 2-4).

Accountability and transparency are crucial for a democratic structure. In DCE, they facilitate
the participation and empowerment of educational stakeholders. Accountability curtails rulers'
power (Diamond, 1996, p. 117), while strengthening citizens. Participation and transparency
underscore a system's democratic nature (Lijphart, 1996, p. 165). Effective transparency and

accountability require good governance.
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Creativity: The development of cyber competences and the freedom and security in
cyberspace will also foster originality and creativity. Minds that are not free cannot think
freely or develop original ideas.DCEDC should teach citizens to think critically, view issues
from multiple perspectives, and express themselves without feeling pressured or causing

harm. This will enable the creation of original, creative products.

Empathy: Integrating all components of the DCE expressed in Ethics Phor Peace model will
naturally cultivate empathy. An individual who is egalitarian, authentic, responsible, security-
conscious, and guided by human rights in cyberspace will naturally develop empathy, valuing
all digital citizens. In this context, they will be mindful of not causing harm.

Conclusion

Digital citizenship education is crucial for creating a safe, stable and sustainable cyberspace
for everyone. Often, people are technically and morally unprepared in cyberspace. A rights-
based education that adheres to peace standards can significantly enhance these capabilities.
International organizations, particularly the Council of Europe, are actively contributing in
this area. The International Telecommunications Union (ITU) recommends building the value
base of the information society on principles derived from internationally accepted
conventions, agreements, and declarations. They emphasize equal, fair, and open access to
knowledge and information, regardless of the technical means used for storage and
transmission. Technological, financial, and regulatory aspects must align with these
principles. Transparent and accountable governance, ethical business and accounting
practices, and ethical media practices in the communications sector are crucial. Ethical rules
and standards, along with mechanisms for monitoring their implementation and sanctions for
violations, are imperative. Respect for differences should be central to establishing principles
and mechanisms for resolving conflicts in information societies. Such societies can contribute
to world peace if built on values like cooperation, equality, honesty, respect, and solidarity
(ITU, 2003).

Richardson and Milovidov (2017, pp. 4045) suggest integrating digital citizenship into formal
education by defining its concepts and expectations, determining the administrative and legal
responsibilities of families, students, teachers, and school management, integrating families

into the digital citizenship education process, appointing a digital policies officer in each
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school, preparing comprehensive lesson plans, establishing a robust control mechanism, and

emphasizing research.

UNESCO (2016:. 6-7) recommends developing a balanced approach towards ICT, providing
all children with basic ICT capabilities, going beyond basic skills, developing appropriate
technical infrastructure for young children's education, including digital citizenship in teacher
qualification standards, allocating resources for improving ICT security systems, establishing
mechanisms to evaluate and monitor national digital citizenship, developing locally
appropriate programs and projects, and adopting a multi-stakeholder and multi-sectoral
approach.

In conclusion, a Digital citizenship education that includes Ethics for Peace components and
is based on a human rights-based approach is necessary to protect and develop cyberspace as
a beneficial area for the entire human family. This education should encompass all digital
citizens, including out-of-school children, adults, and the elderly. As expressed by the Council
of Europe DCE understanding, a holistic approach should be adopted to include all
stakeholders and sectors (CoE, 2019).
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OZET

ABD ve Rusya egemen olma yarisinda giic miicadeleleriyle son bir asirda karsi karsiya gelmis iki
devlettir. Her alanda yaris halinde olan iki iilke internetin gelisimine katki saglamis ve teknolojinin
ilerlemesi konusunda rekabet etmislerdir. Siber diinyanin gelismesine karsilikli caba ve rekabetle katki
saglayan iki devletin savunma ve saldir1 alaninda etkili olduklar goriilmektedir. Iki kutuplu sistemin
getirileriyle genis capli ag teknolojileri ve siber savunma araglar1 gelismistir. Bu ¢aligmanin amaci,
siber alanin kozmopolit yapisina ragmen hala devlet eksenli ¢atigmalar1 iginde nasil barindirdigi
sorusunun cevaplanmasi ve ulus devlet geleneginden kalma, diinya hakimiyeti pesindeki iki biiyiik
giiclin rekabetini incelemektir. Kozmopolit sistem ile ulus devlet geleneginin ¢akistig1 dinamikler siber
alan iizerinden degerlendirilmistir.

Anahtar Kelimeler: Siber Uzay, Giivenlik, Hegemonya, ABD, Rusya, Siber Saldir1.

ABSTRACT

The USA and Russia are two states that have faced power struggles throughout history in the race to
become hegemon. The two countries, which are competing in every field, contributed to the
development of the internet and competed in the advancement of technology. It is seen that the two
states, which contribute to the development of the cyber world with mutual efforts and competition,
are effective in the field of defense and attack. With the benefits of the bipolar system, wide-scale
network technologies and cyber defense tools have developed. The aim of this study is to answer the
question of how cyberspace still hosts state-based conflicts despite its cosmopolitan structure, and to
examine the competition of two superpowers pursuing world domination, inherited from the nation-
state tradition. The dynamics in which the cosmopolitan system and the nation-state tradition coincide
have been evaluated through cyberspace.

Keywords: Cyber Space, Security, Hegemony, USA, Russia, Cyber Attack.

Giris

Diinya iizerinde teknolojinin kiiresel diizeyde ilerlemesi, siber alan kullaniminin artmasiyla
birlikte catismalar farkli bir boyuta ulasmis ve genisleyen ag teknolojisi mevcut sistem
okumalarin1 beraberinde getirmistir. Ulus devletin gerektirdigi smurlar teknoloji cagiyla

birlikte ortadan kalkmaya baglamistir. Eski geleneklerin yikilmasi, dinamiklerin alasagi
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edilmesi gibi etkileri beraberinde getiren siber alan, evrensel olarak kutsal goriilen devlet
gelenegini de etkilemistir. Tabu yikici altyapisi ile siber diizen, her insanin ulastig1 ve bunun
Otesinde devletler, sirketler ve bireylerin erisebildigi, saldirilar diizenleyebildigi, caydiricilik
modiilii gelistirebildigi bir alan haline gelmistir. Devlet dis1 aktorler her ne kadar etkinlik
alanini genisletse de devlet hala siber giivenlik alaninda oldugu gibi siber tehdit veya saldirt

alaninda da biiyiik 6l¢iide gii¢ sahibidir.

Thomas Rid’e gore politik siber saldirilar ti¢ sekilde gerceklesebilir: sabotaj, casusluk ve
yvikim. Sabotaj, hedef iilkeye yonelik fiziksel bir saldirityr tamamlamak ya da istenmeyen bir
avantaj elde etmesini 6nlemek icin ekonomik veya askeri bir sistemi zayiflatmay1 veya yok
etmeyi amaclamaktadir. Siber casusluk, bir hiikiimet veya kurulusa ait gizli bilgileri elde
etmek i¢in bilgisayar aglarina yetkisiz erisimi icermektedir. Burada dogrudan hedefe ulagsmak
yerine bilgilere erisim hedeflenmektedir. Son olarak da yikim, belirli bir otoriteyi baltalamak
icin resmi web sitelerine veya medya kaynaklarina yapilan tahribat veya DDoS (Dagitilmig
Hizmet Reddi) saldirilar1 anlamina gelmektedir (Rid, 2013). ABD-Rusya arasindaki siber
catismalarda uluslararasi iligkilerde hegemonluk savasit vererek bu ii¢ saldir1 bigimini de

yaygin olarak kullandig1 goriilmektedir.

Ulus-devletin kat1 kurallarina kargi birey bazinda da yikici etkilere sahip olabilecek siber
saldirilarla kozmopolit yeni bir diinyanin kapilari acilmistir. Kozmopolitan bir diinya
igerisinde renk, dil, din ayrimsiz, siirlar belirsiz pek cok saldir1 gergeklesmekte ve suclusu
bulunamamaktadir. Yeni diinya icerisinde sadece devletler tehdidi ile ger¢eklesmeyen
saldirilar olsa bile devlet destekli pek ¢ok catisma da yiiriitiilmektedir. Faillerin mechulliigi,
sistemin erisilebilirligi, kozmopolit ulagim aglar1 ile ¢atismanin boyutlarinda ivmeler

meydana gelmektedir.

Soguk Savas beraberinde olusan iki kutuplu sistemle SSCB ve ABD arasinda siiregelen
rekabet tiim kosullarda gerceklestigi gibi siber alanda da gergeklesmis, teknolojinin hizla
gelisimine sebep olarak gosterilebilecek bu rekabet bilgisayarlar, ag teknolojileri, siber uzay
gereglerini igerisine alarak diinyay1 biiyiik bir devrime dogru gétiirmiistiir. Rekabetin boyutu
arttig1 gibi siber alandaki gelisimden sonra tehdit seviyeleri ve unsurlari da artmistir. Siber
caydiriciligin karanlik boliimlerine dogru yayilan bu gelismelerin yeterli kalmadig1 zamanlar

olmus ve diinya bdylelikle siber ¢atigsmalara sahne olmustur.
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Siber ¢atigmalar daha baska pek ¢ok devlet arasinda yasansa da teknolojinin ilerlemesinde rol
almis iki ana aktoriin rekabeti siber alandaki ¢atismalarin ¢ogunda kendinden s6z ettirmistir.
Soguk Savas sona erse de ABD ve Rusya arasinda gizli iki kutuplu ¢ekisme devam etmistir.
Tarihin catisma dinamikleri giiniimiizde hala gecerliligini korumus, ABD-Rusya arasindaki
gerginlik iki kutuplu sistemin devami niteliginde giiniimiize kadar devam etmistir. Gerek
ABD gerekse Rusya siber catismanin taraflari olurken, faili belirsiz pek ¢ok saldir1 i¢in

birbirlerini su¢lamislardir.

Siber giivenlik ¢ercevesinde ABD ile Rusya arasindaki siber ¢atigmalarin ve gerilimlerin iki
tilkede nasil karsilandiginin irdelendigi ¢alismada, siber saldirilara karsi olusturulan strateji
belgelerinden ve savunma stratejilerinden bahsedilecektir. Tarih boyunca miicadelelere sahne
olan sistem dinamikleri igerisinde birbirleriyle gii¢ yarisinda, rekabet halinde bulunan bu iki
stiper giiclin sadece ekonomik, askeri ve siyasi alanda degil siber alanda da karsi karsiya

gelmesi kacinilmaz olmustur.

Siber Alanda Hegemonya Gelisimi

Devletlerin kapasitelerinin iriinleri ve askeri alandaki ilerlemesi, siber uzay merkezli
teknolojik gelismelerle birlikte degisimi beraberinde getirmekte ve devletleri yapisal olarak
bazen zorlayan sartlar incelendiginde bu durumun daha etkili bir sekilde birbirleriyle
rekabetlerine yansidig1 goriilmektedir. Siber uzay teknolojilerinde meydana gelen doniisiim
devletleri rekabet motivasyonuna siiriiklemistir. Tarih boyunca askeri alanda catisma
icerisinde olan devletler teknolojik gelismelerle birlikte ayni 6zeni siber alanlarina da
gostermislerdir. Devletlerin ag teknolojilerindeki hizla artan gelisimi geleneksel olarak

uluslararasi alandaki ¢atisma unsurlari ve rekabetle degerlendirilmektedir.

1982 yilinda bilim kurgu alaninda yazar olan William Gibson tarafindan Neuromancer adiyla
yayinlanan romanda ortaya atilan siber nosyonu Gibson’1in ifadeleriyle “insanlik sistemindeki
her bir bilgisayardan alinan verilerin grafik gosterimi, tasavvur edilemez karmasa, veri
kiimeleri ve takimyildizlar1” seklinde tanimlanmistir (Singer & Friedman, 2014: 14). Siber
alan oldukg¢a kapsamli, karmasik bir ag sistemini olusturmaktadir. Kompleksli statiistinden

dolay1 saldir1 sistemleri ve ¢oziimlemesi ayni oranda karmasik bir yapiy1 olusturmaktadir.

Teknolojinin gelisimi, siber alani oldukca giivensiz, saldirgan bir merkez haline getirmistir.

Gizlilik ihlalleri, birey ve kurumlar1 tehlikeye atabilecek diizeylere gelmesi, degerli bilgilere
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ve altyapilara olan saldirilar, suglularinin sanal ortami1 manipiilatif amaglar i¢in kullanmasiyla
birlikte giivensiz bir ortama doniistiiriilmiistiir (Saavedra, 2015: 11). Siber saldirilar ve siber
girisimler tilkelere ait degerli bilgileri edinmek i¢in birer firsata doniisebilmektedir. Bundan
dolayi iilkeler, 6zellikle ABD gibi stiper gili¢ler bu tehditlere karsi siber giivenlik alanlarini
gelistirmekte ve saldirilara savunma giigleriyle cevap vermektedir (Minto-Coy & Henlin,
2018: 26).

Teknolojinin gelisimi ve siber uzay imkanlarinin artmasi devlet dis1 aktorlerin ¢esitliligini
artirmig ve aktorel bazda gelisime yol agmistir (Singer & Friedman, 2014). Siber alanin her
insana agik olmasi, bilgilere rahatlikla erisilmesi devletlerin temel anlamda aktor statiisiiniin
sarsilmasma sebep olmustur. Fakat sarsilma yasayan aktor yapisi devletlerin rollerinde
onulmaz bir degisim olusturmamistir. Aktor sayisindaki artis ivmelense de devletler hala
temel aktor ve oyun kurucu olarak goriinmektedir. Siber kapsamda bir¢ok devlet kendi siber

giivenligini saglayacak cesitli argiimanlar olusturmustur (Nye, 2011: 127-132).

Ulusal giivenlik politikalar1 da bu diizlemde sahneye getirilen bir argliman olarak karsimiza
cikmistir. Diger aktorlerden gelecek olan tehditlere karsi siber strateji belgeleriyle politikalar
olusturulmus buna ek olarak tiretim imkan1 genisleyen 6zel sirketler siber uzayin yayilmasiyla
kotiiclil yazilimlar gelistirmislerdir. Siber silahlar konusunda da tartisma alani olusmustur.
Siber silahlarin yikici etkileri ve boyutlar1 belirsizligini korumaktadir. Bilgi edinme amaciyla
istihbarat i¢in kullanilan siber saldir1 silahlar1 fiziksel zarar1 biiyiik olan Stuxnet olay ile
boyut degistirmistir. Stuxnet saldirisinda bir yazilimin pargasi olarak siber silahlar fiziksel

zarar i¢in kullanilmistir (Jenkins, 2013: 68).

Siber suclar olduk¢a pahaliya mal olmaktadir. 2012 yilinda ¢esitli sektorlerde faaliyet
gosteren ABD merkezli kurulus iizerine yapilan caligmalar ile siber tehditlerin bu isletmeler
icin yillik 8.9 milyon ABD dolar1 maliyeti oldugunu ve 6nceki yila oranla 8.4 milyon dolar
artistyla maliyetin epey yiikseldigi ortaya konmustur. (Minto-Coy& Henlin, 2018: 29). Bunun
yani sira siber suglara karsi savunma maliyeti azken failinin bulunup cezalandirilmasi igin
gereken maliyet oldukca fazladir. Cezasiz kalan siber ortamda ise sug¢ birlesenleri

cogalmaktadir (Anderson, 2019: 26).

Diinya sistemsel olarak degisim yasarken su¢ artislar1 da aymi degisim siirecinden

gecmektedir. Siber alanda sug tesebbiislerinde artis yasanmaktadir. 2020 Cybercrime
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raporuna gore FBI Siber Bolim Sefi Herb Stapleton’in yaptigi aciklamaya bakilacak
olursa Covid salgin1 siireci siber suca tesviki artismis olarak goriilmekle birlikte 2020 yili
ABD genelinde de olusan saldir1 maliyetinin ¢okga arttig1 sdylenebilir (Morgan, 2020). “Evde
kal” ¢agrisiyla pek ¢ok su¢ kapsamina giren alanda genisleme goriilmiis, insanlarin rutin
hayat1 kokten bir degisiklige gitmis ve insanlar evde olduklar: siire igerisinde suca egilim

gosterdigi istatistikler arasinda yer almistir (Hawdan, 2020: 547).

Gegmisten giinlimiize askeri saldirilarin yaninda siber alan yeni bir harp sahasi ortaya
koymustur. Hakim saldir1 rotalarina bir yenisi daha eklenerek catismalarin boyutu artirilmis
ayni zamanda siber uzay eklentileriyle ¢atisma sahasi da ayni etkiden nemalanmistir Diinya
diizeninin c¢atigma unsurlart siber alan ile birlikte genislemistir. Geleneksel hakim saldir1
rotalarindan gelebilecek her tiirlii saldirida suglularin tespiti, siber ortamdaki saldirganlarin

kimliginin tespitinden ¢ok daha kolay olmaktadir.

Siber saldirilar glinlimiizde oldukga yaygin bir hale gelmesi, 6zellikle saldirgan kimliginin
belirlenmesinde yasanan zorluklar siber saldirilara yonelik cezayi islem uygulamasinin heniiz
gelisememesi ve ceza olasiliklariin diisiik oldugunun algilanmasi, saldirilarin boyutunu ve
siddetini ¢ogu zaman artirmaktadir. Saniklar ve sivil yargilamanin zorlugu, hukuki boyutu ile
ilgili eksikliklerin bulunmasi bu alanda biiylik ¢apli optimal caydiricilik unsurlarinin

kullanilmasina dair ihtiyaci da beraberinde getirmistir (Kobayashi, 2016: 262).

SSCB tarafindan yapay uydunun iiretilmesi ve gelistirilmesinin ardindan Sputnik’in uzaya
firlatmasi ile her alanda yasanan rakip gii¢ algisina bir yenisi daha eklenmistir. Sputnik ile
hegemonik gii¢ olmak isteyen ABD ve SSCB kars1 karsiya gelmistir. Rekabet yarisindaki iki
iilke bu algiya bir baska alan olan siberi de eklemistir. Siber alandaki rekabet unsurlari
teknolojik gelismelere sebep olmus ve diinya 1950’li yillardan itibaren hegemonyanin
yarigina sahitlik etmistir. ABD’nin SSCB karsisinda tehdit algisi igerisine diismesi kendi
teknolojik araglarini gelistirmesine sebebiyet vermistir (Schmid, 2018: 39).

1957 yilinda SSCB, ilk yapay uydu olan ‘Sputnik II’ icad1 ile diinya tarihine gegecek bir
doniim noktasina imza atmustir. Iki kutuplu sistemin bir diger aday1 olan ABD ise bu girisimle
birlikte niikleer tehdit algis1 hissetmis ve ABD donem baskan1 olarak gorev yapan
Eisenhower’in bilim basdanismani James Killian ise bu gelisme ile “Amerika’nin bilimine,

teknolojisine ve egitimine itimadin aniden buharlastigini sdylemistir.” (Bigake1, 2014: 104).
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Siber teknoloji alaninda genisleme siirecinin baglangici ABD i¢in 1930’lar olarak
alinabilmektedir. Fakat ABD ve SSCB arasindaki rekabetin teknolojik alana yansimis
olmasina drnek olarak, Sputnik II’nin ardindan, ABD’nin Subat 1958 yilinda Ileri Arastirma
Projeleri Ajansi’n1 (Advanced Research Projects Agency/ARPA) kurmus olmasi verilebilir
(Bigake1, 2014: 104).

Genisleyen siber teknoloji catismay1 da beraberinde getirmis ve biiyiik giigler strateji belgeleri
ile kendilerini siber uzayin bilinmezliginden korumak ve gerekirse catismayi kendileri
baslatmak igin, kisacast1 hem savunma hem de saldiri amagli, kendi kurumsal statiilerini
genisletmislerdir. ABD, siber uzay teknolojilerini gelistirmek isteyen aktorlerden biri olarak

karsimiza ¢ikmaktadir.

ABD Rusya Hegemonya Yarisinda Siber Alanin Kapsam

ABD 1900’lerin basinda pek c¢ok alanda kazandigi yiikselme ivmesiyle birlikte teknolojik
gelismelerde de diinya liderleri arasina yerlesmistir. Soguk Savas doneminin getirmis oldugu
karsiliklilik ortaminda SSCB ile kurdugu askeri ve ideolojik rekabeti (Akyesilmen, 2018: 25)
uzay ve daha bagka stratejik alanlar1 da etkilemistir. Devletler icin yeni bir giivenlik acgig1
olusturan siber alanda 6zellikle 1960 yillarinda artan devrim niteliginde teknolojik gelismeler
noktasinda ABD o6ncii devlet roliinii iistlenmistir ve hala sektorde lider iilke olmaya da devam

etmektedir (Nye, 2011: 20).

Iki iilke arasinda gerilimi tirmandiran Kiiba Fiize Krizi olarak bilinen olayda rekabet algisinin
boyutlar1 gbzler oniine serilmistir. SSCB’nin fiize teknolojisindeki biiylik gelismelere imza
atmas1 ABD’nin giivenlik politikalarini artirmasina sebep olmustur. Niikleer silahlara yonelik
“Ikinci vurus yetenegi” baglaminda topyek(n bir saldirtyr niteleyen, (Crosston 2011: 101)
Karsilikli  Kesin  Yikim/Caydiricilik/Imha- Mutually Assured Destruction- MAD silah
kullanimim1 caydirmak ig¢in bir girisim olarak giivenlik politikalarina giindem olmustur
(Bigakei, 2014: 104). MAD politikasinin ise yaradigi Kiiba Krizi ile goriilmiistiir (Nye, 2011:
24). Daha hesap edilebilir hale getirdigi niikleer savasin tahribatini en aza indirmeyi planlayan
Esnek Karsilik- Flexible Response: FR ise savasin yikiciligina daha sert bir tepki ile degil,
rakip lilkenin faaliyetlerine uygun olarak hesap edilen bir karsilik verme olarak bilinen

savunma stratejisidir (Poole, 2013: 10).
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MAD politikasiyla birlikte glindeme gelen konulardan biri niikleer saldiriyla ¢okmesi
muhtemel goriilen iletisim hatlar1 olmustur. Bu iletisim hatlarindaki tahribatin az olmasi igin
caligmalar baglatilmistir. Herhangi bir niikleer savas durumunda ARPANET’in c¢alismaya
devam etmesi icin yapilmasi gerekenler incelenmistir. iletisim hatlarinin ¢alismaya devam
edebilecegi ag yapisin1 ortaya g¢ikarmak ARPANET’in ilerlemesini ve kullaniminin
yayilmasini saglamustir. Internetin ilk olusumu sayilan ARPANET 1970’lerde birlestirilmistir.
Boylece uluslararasi bilgisayar aglar1 ortaya ¢ikmistir (Bigakei, 2014: 105).

ABD iistiin teknolojik gelismelere imza attig1 gibi siber altyapisini da giiclendirmistir. ABD
Savunma Bakanlig1 “siber savascilar i¢cin dort asamali egitim” modiiliinii gelistirerek askeri
personel i¢in kapsamli bir gelistirme stratejisi egitimi vermistir. (Charmonman&
Trichachawanwong, 2014: 8). ABD ordusu Aralik 2013’te Washington’da siber komuta
operasyonlarini pekistirmistir. Glircistan’dan siber ve ag operasyonlarini tagimis ve lizerine
calismalar gergeklestirmistir. (Charmonman& Trichachawanwong, 2014: 9). Soguk Savas
sonuna dogru teknolojinin gelisimi oldukca hizlanmis ve bu gelismeler diinya geneline
yayilmustir. Siber alandaki bu muazzam ilerleme beraberinde siber giivenlik ¢aligmalarini da
getirmis ve devletler giivenlik gibi 6nemli bir nosyonu her alanda olasi tehditler igin

gelistirmek zorunda kalmastir.

ABD ve Rusya Federasyonu arasinda Soguk Savas zamani karsilikli ilerleme ve giicii elinde
tutmaya dayal1 rekabet yarisinin icerisinde ag teknolojisinin gelisimi de yerini almistir. ki
kutuplu sistemde siiper giiglerin girdigi miicadele aslinda tiim diinyada devrim niteliginde
olan doniisiimler silsilesini beraberinde getirmistir. Istikrar kazandiran iki kutuplu diizende
diinya savaslardan armmistir. Her konuda gelisim ve ilerlemeye iki lilke tarafindan ivme
kazandirilmistir. Ulkeler planli ilerlemese dahi sistem igerisinde kendini gdstermek ve

giivenliklerini saglamak icin gii¢ Ustlinliigiinii kazanmanin pesine diismiislerdir.

1980 yilinda donemin ABD bagkani olan Reagan tarafindan gelistirilmis Stratejik Savunma
Girisimi/Strategic Defense Initiative (SDI) olarak pek ¢ok yerde tanimlanmis olan Yildiz
Savaglar1 o doneme damgasini vurmus bir askeri proje olarak karsimiza ¢ikmaktadir. Bu proje
hayata gegmemis olsa da SSCB tarafindan herhangi bir saldir1 durumuna kars {istiin savunma
iriinii olarak tasarlanmistir (Lambeth, 1986: 1). Rekabetin boyutlarini gozler oniine seren bu
proje donemin sartlari ve SSCB’nin kullandig1 silahlanmay1 uzaydan yok etmesi (Snyder,

1986: 4) temeline kurulu fikri tasarisiyla iki kutuplu sistemin realist agcidan dengelemesini
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bozacagina dair bir inang i¢inde rafa kaldirilmistir. Kisa bir zaman sonra SSCB dagilarak iki
kutuplu sistemin sonunu getirmistir. Teknolojinin ve siber alanin geldigi iirkiitiicii bir noktay1
hedefleyen proje sartlar dahilinde hayata gecirilirse pek c¢ok devlet icin oldugu kadar

uluslararasi sistemin yapisi iginde biiyiik tehditler olusturabilir.

Sovyetler ABD’den daha uzun siiredir savunma mekanizmalarina, askeri teknolojilere biiyiik
Onem vermis gibi goriinse de ABD savunma teknolojilerinde ¢ok daha 6nemli ilerlemeler ve
savunma mekanizmalarinda daha kilit gelismeler goriilmiistiir. Saldir1 konusunda da paralel
bir gelisim gosteren ABD boyutunu ve giiciinii artirmigtir. Sovyetlerin temel anlayisi ise karsi
saldirtyt savunma amagh bir destek olarak gormektir. Saldir1 Sovyetlerin stratejik

planlamasinin dinamiklerini olusturmaktadir (Lambeth, 1986: 47).

Kritik altyap1 da siber giivenlik i¢in olduk¢a onemlidir. Siber uzay iilkelerin yasam destek
sistemlerinin kritik altyapilari1 desteklemektedir. Altyapiy1, lilke i¢in gerekli mal ve
hizmetler ve hem 6zel sektér hem de devletler icin temel bagimsiz sistemler ag1 olarak
tanimlanmaktadir. Bu altyapilarin cogu oldukga biiyiik 6neme sahiptir. Altyapilarin giivenligi
ulusal giivenlik ile bir tutulmus ve gelebilecek her tiirlii zararin ulusal giivenligi de aym
sekilde zayiflatacagl soylenmistir (Veazie, 2003: 2). Devletler ulusal ve uluslararasi diizeyde

altyapilar lizerinde olusan siber tehditlerden endise duymaktadir (Watney, 2013: 131).

ABD’de gerceklesen 9/11 olaylarinda Diinya Ticaret Merkezi (WTC) ve Pentagon’da iilkenin
kritik altyapist ciddi sekilde etkilenmistir. Havacilik sektoriiyle ilgili pek c¢ok kurulus
kapatilirken ABD ekonomisi hasara ugramis ve 9/11°de siber alana saldir1 iddialar1 pek ¢ok
zaman tartigmanin glindemini olusturmustur. Ana tabloya bakildiginda 9/11 olaylar
oncesinde de ABD siber alanda giivenlikle ilgili altyapiyr iyilestirici caligmalara Gnem

vermistir (Veazie, 2003: 2).

Rusya Sovyetler Birligi’nin ¢dkmesi ile giiciinii kaybetmis ve ABD’de herhangi bir denge
olmadan hareket etmekte 6zgiir hale gelmistir. Putin baskan olmasiyla uluslararas: iliskiler
sistemi igerisinde hedefi eski ihtisamli gilinlerine Rusya’yr geri dondiirmek olmustur. 9/11
sonrasi Rusya Bati’ya hi¢ olmadigi kadar yaklasmis ancak uzun siirmemistir. 2003 yilinda
ABD’nin Irak miidahalesi ile gerginlik tekrar baglamistir. 2008'de Kafkasya'daki ¢atigma,
Rusya'nin askeri harekati bir dis politika araci olarak kullanmaya hazir oldugunu tiim diinyaya

gostermistir (Baezner & Robin, 2018: 6).
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ABD ile tekrar arasi agilan Rusya rekabet dinamiklerini teknolojik gelismeler alaninda oldugu
gibi siber alandaki saldir1 potansiyelinde de gostermistir. Diinya sisteminin Soguk Savag
sonras1 degisimiyle birlikte fiziki ¢atismalarin sanal ortamda siirdiiriilen saldirilara doniistiigi

sistematik diizende Rusya hizla eski giicline kavugmustur.

Siber Giivenlik Argiimanlarinin Gelisimine Kisa Bir Bakis

1950 yilinda DPA/ Defense Protection Act- Beyaz Saray tarafindan kritik altyapiy1
destekleyecek bir ¢ergeve olusturulmus Savunma ve Koruma Yasasi ¢ikarilmistir. Ulusal
savunmay1 gelistirmek ve koruma altina almak ig¢in girisimler gerceklestirilmistir. 1987
yilinda ise The Computer Security Act of 1987- Bilgisayar Giivenligi Yasast gelistirilmistir.
Boylece devlet tarafindan federal bilgisayar sistemleri giivence altina alinmistir (Veazie,
2003: 2). 1988 yilinda Robert Tappan Morris’in kendi soyadindan olusan Morris internet
solucanini denemesiyle CERT olusturulmustur (Killcrece, 2003: 8).

ABD’nin siber giivenlik alaninda yaptig1 atilimlar1 ve siber alanin giivenligiyle ilgili kurumsal
yapilanmalart ABD Savunma Bakanligi/DoD, ABD I¢ Giivenlik Bakanligi/DHS, Gizli Servis
Saglayicilari/FBI-CIA  olarak siralanmaktadir.  Saldirilar  esnasinda  kritik  alanlari
belirleyebilmek admna ii¢ temel siber savunma kurumu 6nem tasimaktadir. Ayrica Ulusal
Giivenlik Ajansi olarak bilinen NSA’de I¢ Giivenlik Bakanlig/DHS tarafindan yiiriitiilen
programlar ile de siber giivenlik i¢in gerekli calismalar yiiriitilmektedir (Conklin, 2014:
2007).

ABD gecmisten giiniimiize siber ile ilgili gelismelerde altyapisini giiclendirecek argiimanlara
gitse de asil hamlesini 2003 yilinda gerceklestirerek kendisine giivenli bir alan olusturmaya
calismistir. Siber alan {izerinde hakimiyet olusturmak isteyen iilkelerden biri olan ABD ilk
belgesini 2003 yilinda yayinlamistir. Secure Cyberspace isimli belge Beyaz Saray tarafindan
yaymlanmis ve giivenlik agisindan 6nemli siber uzay tanimlariin yer aldigi belgede altyap1

isleyisi onemli bir meseleyi olusturmustur (The White House, 2003).

Rusya’nin ise siber alanda degisimi ve ilerleyisi olduk¢a hizli olmus, Soguk Savas bitiminde
iki kutuplu sistemin yikilmasmma ragmen Rusya siyasi alanda hizli sekilde kendisini
toparlayabilmistir. Tiim gelismelerin yan1 sira siber alanda da ayn1 hizla kiillerinden dogmay1
basarmistir. Rusya stratejilerini ve siber saldirilarini kiigiik alanlarda yapmaktan ziyade daha

genis cografyalarda kullanmay1 tercih etmistir (Lilly & Cheravitch, 2020: 130). Bu da
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Rusya’nin hakim strateji izleyerek biiyilkk giic politikasina katki saglamasindan

kaynaklanmaktadir.

Aslinda Rusya'nin "bilgi savasi" lic amaci igermektedir. Bu amagclar siber operasyonlarla elde
edilen gizli verilerin toparlanmasi, hiikiimet yetkilileri hakkinda bilgilerin toplanmasi ve
bilgilerin gerceginden carptirilarak kamuoyuna sunulmasindan olusmaktadir (Shad, 2018: 47).
ABD ve Birlesik Kralligin agiklamasi ile ortiisen bu teoriye gére Rusya siyasetgiler ve resmi
kurumlar1 hedef alan siber saldirilar yapmaktadir (News Wires, 2023). Savunma ve saldiri

amaciyla gerceklestirilen bilgi toplama islemi Rusya’nin siber yol haritasini olusturmaktadir.

ABD Aleyhine Rusya Tarafindan Gergeklestirilen Siber Saldirilar ve Etkileri

Diinya genelinde 2000 ve sonrasinda siber saldiri oranlar1 artmis, 11 Eyliil sonras1 ABD
Afganistan’da fiziksel bir giivenlik alani ihtiyaci olustururken bunun yaninda siber teknoloji
de yaygin sekilde kullanilmaya baslanmistir (Singer & Friedman, 2014: 100). Ozellikle 2011
yilina gelindiginde terér olarak nitelendirilebilecek siber alan saldirilarini yiikseltmis,
etkilerini ise Suriye’de yasanan i¢ savas sirasinda rejimin haber sitelerine yonelik saldirist ile
gostermistir (Singer & Friedman, 2014: 112). Izinsiz olarak gerceklesen bu girisimler tehdit
olarak algilanarak ABD’nin siber tehdit konusunda kendisini gelistirmesine de sebebiyet
vermistir.

ABD ve Rusya’nin hem saldir1 hem de savunma tizerindeki etkinligine deginmek bu iki iilke
arasindaki siber saldirilarin siddeti ve ABD aleyhine gerceklestirilen saldirilarda savunma ve
saldir1 diizeylerini incelemek agisindan olduk¢a 6nemlidir. Oncelikle ABD’nin savunma ve
saldir1 kapasiteleri incelendiginde siber alan iginde ABD saldirida orta, savunmada giiclii bir
mekanizmaya sahiptir. Rusya ise gii¢clii bir saldirtyla birlikte giiclii bir siber savunma yaparak

etkinlik alanini diizenlemistir (Gogoglu & Aydin, 2019: 247).

Iki hegemon iilke tarihte pek cok kez karst karsiya gelmistir. Siber alanda ise ilk
karsilagmalar1 aslinda Rusya aleyhine gerceklestirilmis bir atak olarak literatiire ge¢cmistir. O
doneme kadar yasanmis ilk siber saldir1 olmasimin yaninda Sibirya’da gergeklesen patlama,
siber alanin fiziksel zarara yol actig1 ilk olay olarak degerlendirilmistir (Brown & Keira,
2012).

The Economist gazetesinin 2017 yilinda yayimladig: bir habere gore yaklasik iki yiizy1l dnce
tarthin ilk siber saldiris1 Fransa’ya karsi gerceklestirilmistir (Standage, 2017). Fakat
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cogunlugun kabul ettigi ilk siber girisim Sovyetlerin ABD’de bulunan dogal gaz hattina zarar
vermek isterken SSCB Sibirya gaz hattinin patlatilmasi olarak tarihe gegmistir. Logic
bomb/Mantik bombasi olarak adlandirilan bu saldirtyla Sovyetlere karsi siber saldiri
diizenlenmistir (Cornish, 2010: 7). Tarihin en siddetli saldiris1 olarak kabul géren ve zarari
biiyiilk yikimlara yol agan girisim CIA tarafindan dogal gaz hattina konumlandirilan kot

amagch yazilimlarla gergeklestirilmistir (Rid, 2013: 4).

2008 yilma gelindiginde ABD askeri sistemlerine niifuz eden “BTZ” saldirisi
gerceklestirilmistir. ABD sistemine yonelik siber saldir1 Rusga metin pargalari igeren kodlarla
yuritilmistir (Jones, 2014). Irak ve Afganistan’da savag yiriiten ABD Merkez
Komutanligina sizan kotli amagli yazilim ise Savunma Bakani Yardimcist olan William Lynn
tarafindan verileri ¢alma tesebbiisii olarak nitelendirilmistir. Casus yazilim ile bilgisayarlara
sizilmasiyla olusan siber saldirinin o donem igerisinde Rus istihbarati tarafindan

gercgeklestirildiginden sliphelenilmistir (Stewart, 2011).

Rusya’da 2011 yilinda gergeklesen se¢imler esnasinda devlet baskani Vladimir Putin
secimleri kazanmig fakat karsit gruplar tarafindan bu secim protestolara sebebiyet vermistir.
DDos saldirilar1 gergeklestirilerek Rusya’da halkin sosyal medya platformlar1 ilizerinden
secim karsit1 protestolarda bulunmasi engellenerek Rus halkina karsi siber giic kullanilmistir.
Rusya baskan1 Putin ise halkin protestolar1 ve toplu sekilde olusan ayaklanmalara karsi ABD
Dis Isleri Baskan1 Hillary Clinton’1 hedef gostermis ve sosyal medya platformlarinda siber
alanda protestolara katkida bulundugunu iddia etmistir (Baezner & Robin, 2018: 6).
Rusya’nin bu iddialarinin ardindan karsilikli ilerleyen ve dengeli yol izleyen saldirilarin bir

sonraki duragi ABD hiikiimetinin se¢cimlerine yapilan miidahale olmustur.

ABD Rusya’y1 secimlere yaptiklar1 miidahaleden dolay1 suglarken Rusya Democratic
National Committee-DNC hackleme suglarini yalanlamistir. Olayla ilgili sorusturma yiiriiten
miifettislerin iddialar1 olaylardaki iddianin asilsiz olmadigma isaret etmistir. Ozellikle IP
adresleri ve kullanilan kodlarin dili gibi bulgular saldiridan sorumlu faillerin Rus hackerlar1
APT28 ve APT29 oldugu yoniindeki olasiliklar1 ¢ogaltmistir (Connel&Vogler, 2016: 24).
Rusya hiikiimeti suglamalar1 reddetse de olaylara bu gruplarin katkisindan siiphelenilmis ve
Rusya’nin bu olayda vekil oldugu yoniinde iddialar ortaya konmustur (Baezner & Robin,

2018: 10). ABD’nin Putin’e karsit goriisleri destekledigi iddiasinda olan Rusya, 2016
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secimlerine miidahalesi konusunda da bir intikam niteligi giiden saldirilarin boyutunu
genigletmisgtir.

2013 yilina gelindiginde istihbarat sizintilarina kars1 gelismisligin ve diinya ¢apinda hedeflere
kars1 internet gdzetiminin Slgiitlerinin altini ¢izen ve “Snowden olay1” olarak bilinen bir siber
saldir1 yasanmistir (Lindsay, 2014: 7). ABD Rusya iliskilerini gerilime siiriikleyen Edward
Snowden olayiyla birlikte iki iilke arasindaki siyasi politika karmasik bir siirecten gegmistir.
Snowden NSA’da calismakta olan bir uzmanken 2013 yilinda ABD’ye ait gizli bilgileri The
Guardian gazetesine vererek desifre etmistir (House Report, 2016: 15). Bunun {izerine 6nce
Cin Halk Cumhuriyeti’ne ardindan Rusya’ya kacan Snowden, burada ABD’nin iade talebine
ragmen kalmis ve Rusya tarafindan siginmasi onaylanmigtir. Trump’in af ¢agrisina uymayan,
ABD’nin istihbarat bilgilerini sizdiran casusa siginma hakki verilmesi gerilimi artirmistir
(Alhinnawi, 2015: 6). Bu olayin ardindan gizli belgelerle birlikte NSA’nin Cin ve Hong-Kong
bilgisayarlarina sizdig1 ayrica 2009 G-20 zirvesinde bulunan devlet adamlarini dinledigi agiga
cikmistir (Singer & Friedman, 2014: 93). Edward Snowden olayimnin bir diger 6nemli yani1 ise
ABD’nin Avrupa ve diger iilkelere karsi gerceklestirmis oldugu siber saldirilarin ortaya

¢ikmast olmustur (Shad, 2018: 47).

Snowden olaymnin ardindan iki iilke arasindaki siber gerilim durmamistir. 2015 yilinda
Washington CNN’de yayimlanan bir habere gére Rusya, White House’a bir siber saldiri
girisimi gerceklestirmistir. Rus korsanlar tarafindan gerceklesen bu saldirida White House
bilgisayarlar1 iizerinden ABD sisteminin hassas boliimlerine erisilmeye c¢alisilmistir. FBI,
Gizli servisler ve ABD istihbarat birimleri tarafindan o doneme kadar yasanmis en karmagik
saldir1 oldugu iddialart yayilmistir. ABD saldirida tiim diinya iilkelerinin bu faili meghul
saldirt i¢in siipheli oldugu konusunda inceleme baslatsa da kullanilan kodlar ile Rusya’nin

hackerlar1 arasinda bir bag oldugu diisiiniilmiistiir (Perez&Prokepecz, 2020).

Ik olarak White House saldirisi dncesinde 2014 yilinda Disisleri Bakanligi’na ait aglara
erisim saglamak icin kotli niyetli yazilim igeren slipheli bulgulara sahip e-mailler
gonderilmistir. Ardindan White House verilerine erigilmistir. Saldirinin korkutucu dereceye
ulasan boyutu ise bilgisayar korsanlarinin White House aglar tlizerinde etkinligi uzun siireli
ve yipratict olmasa da Disisleri Bakanliginin aglarinda kalicilik elde etmeyi basarmis olmasi
ve 2015 yilinda yayimlanan habere gore veri sizintisinin o dénem ig¢in siirekli olabilecegi

yoniinde gergeklesen iddialardir (Brewster, 2015).
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2015 yilinda “The Dukes” isimli yazilimla ABD ve NATO genelinde siyasi konularla aktif
olarak ilgilendikleri ve dis politika diisiince kuruluslarin1 hedef alan kampanyalar yiirtittiikleri
iddia edilen hacker grubunun (Hyvérinen, 2015: 6) yedi y1l gibi bir siire boyunca siber saldir
gergeklestirdikleri ve Rusya istihbaratina bagli oldugu ortaya atilmistir (Brewster, 2015).
ABD ve Rusya arasinda biiyiik krizlere sebebiyet veren bir baska siber ¢atisma ise 2016
yilinda ABD seg¢imlerine yonelik Rusya’nin miidahalesi iddialarinin biiylimesi olmustur.
Washington’daki se¢cimlerde Moskova’nin suglanmasi iki lilke arasinda tarihsel gerilimi siber
alana tagimistir. Hillary Clinton’a ait se¢im kampanyasinda e-maillerin sizdirilmasina yonelik
saldirt ABD genelinde yanki bulmustur (Yonak, 2017). 2016 se¢imleri sirasinda kullandiklari
araglarla ilgili ise “The Dukes” adli kotii amaglh yazilimlarin kullanildigi 6ne siiriilmiistiir.
Siber olaylara miidahale sirketi olan Volexity nin raporuna gore; se¢imlere yonelik saldiri,
Cosy Bear, APT29 ve The Dukes olarak bilinen Rus kotii amagli yazilim gelistirme g¢etesinin
faaliyetleriyle yakindan benzerlik gdstermektedir (Adair, 2016).

2016 yilinda ABD baskanlik se¢im kampanyasi esnasinda Rusya destekli hackerlar,
Demokrat Parti yetkililerine yonelik genis capli bir etki operasyonunun ardindan bazilari
tarafindan "Soguk Savas 2.0" olarak nitelendirilen ABD-Rusya siber gerilimleri agirlagmistir.
Gizli materyaller, 2015 ve 2016 doneminde Demokratik Ulusal Kongre'nin (DNC) bilgisayar
aglarina siber miidahale ve personelinin e-posta hesaplarina siber saldir1 yoluyla toplanmustir.
Hacktivist Guecifer 2.0 ve gizlilik karsiti web sitesi WikiLeaks aracilifiyla internete
sizdirilmistir. Sizdirilan bilgiler arasinda DNC'nin dahili kampanya iletisimi, Donald Trump'a
karst "muhalefet arastirmasi" ve Hillary Clinton'in kampanya baskani John Podesta'ya

gonderilen e-posta mesajlar yer almaktadir (Shad, 2018: 48).

Clinton’a kars1 Trump lehine siirdiiriilen siber saldiriyla miiltecilerle ilgili cekincelerin, Trans-
Pasifik dahil bir takim ticari anlagmalarin sizmas1 ve daha pek ¢ok gizli belgenin aciga
cikmas1 2016 se¢imlerini etkilemistir. WikiLeaks tarafindan “Ekim Siirprizi” adiyla sizdirilan
emailler ABD giindemini uzun siire mesgul etmistir. (Shad, 2018: 49). Ekim 2016'da ABD,
Rusya'y1 bagkanlik se¢imlerine miidahale etmek amaciyla DNC'nin bilgisayar aglarina sizma
girisiminde rol almakla suglamistir (Ackerman& Thielman, 2017). Iddialar kanitsiz olsa da
Rusya’nin secimlere miidahalesi konusunda pek ¢ok argliman bulunmus fakat faillerin
mechulliigii ile somut verilere ulagilamamistir. Belirsizligin mevcut oldugu siber alanda da

hukuka uygun bir yargilama yapilamamugtir.
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2020 yilinda ise ABD ve Rusya arasindaki siber gerilim siirmiis “Siipheli Rus Bilgisayar
Korsanlar1” bagliklartyla agilan haberler pek ¢cok gazetenin mansetini olusturmustur. Sonuglari
hala bilinmeyen ABD Hazine ve Ticaret bakanlig1 iizerine gerceklesen saldirida FireEye
sirketinden bilgi sizdirilmistir (Harding& Sabbagh, 2020; Bertrand& Desiderio, 2020). ABD
Bagkani Joseph Biden olaym failleri bulundugunda tizerine agir sorumluluklar yiikleyecegi
yoniinde agiklama yaparken, eski Bagkan Trump ilk basta olaylarla ilgili sessiz kalmistir.
Biden ayrica uluslararasi alanda devletlere risk olusturan siber saldirilar ile ilgili; “Iyi bir
savunma yeterli degildir; diismanlarimizi en basta Onemli siber saldirilar yapmaktan
alikoymali ve caydirmaliy1z.” demistir. Rus bilgisayar korsanlarinin tahmini 40 tane devlet
kurumu, diistince kurulusu ve sirkete sizdig1 belirlenmistir (Sanger&Perlroth, 2020). Hazine
ve Ticaret departmanlarindaki e-posta sistemlerinin ihlal edildigi siber saldirinin federal
sistemlere yonelik son bes yilin en karmasik ve tahmini olarak en biiylik saldirilarindan biri
oldugu iddia edilmistir (Sanger, 2020). FBI, i¢ Giivenlik Bakanlig1 ve Ulusal Giivenlik Ajans1
tarafindan ortak yapilan agiklamada hacker hareketinin Rus kokenli olmasmin miimkiin

olduguna deginmislerdir (Johnson, 2021).

2022 yilma gelindiginde ise gerilim siirmiis Ukrayna’ya karst sik sik siber saldiri
gerceklesmesinin ardindan aciklama yapan Biden, Rusya’nin ABD’ye yonelik saldir
planladigin1 ve her tirlii siber girisime karsilik vereceklerini sdylemistir (Tidy, 2022).
Ardindan Rusya, Ukrayna’nin kendi iilkelerine diizenledigi siber saldirilarin ABD destekli
yapildigini iddia etmistir (Pempel, 2022).

2023 yilina gelindiginde Russia’s Federal Security Service (FSB) tarafindan en etkili siber
casusluk araci olan ve gizli bilgilere erisim i¢in kullanilan “Snake” (NSA, 2023) ABD
sirketlerini hedef almigtir. Casus programi etkisiz hale getirdiklerini agiklayan FBI, Rusya’nin
siber casusluk i¢in kullandiklar1 en etkili kalesini tamamen c¢okerttiklerini duyurmustur
(Euronews, 2023). Rusya’nin ABD aleyhine ger¢eklestirdigi saldirilar ve ABD’nin ayni
oranda karsilik vermesi hegemonya yarisindaki iki devleti tarih boyunca miicadele icerisinde

birakmustir.

Sonuc¢
21. yiizyilda gelisen ag teknolojilerinin getirileri arasinda bir¢ok olumlu nokta oldugu gibi
kotiiye kullanimin olusturdugu olumsuz yonler de vardir. Siber saldir1 kapsaminin her gecen

glin geniglemesi yikiciligr artirmistir. Siber saldirilarin tahmin edilmesi gii¢ boyutlara
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ulagsmasi1 negatif bir teknoloji algist sunmaktadir. Uluslararasi alanda devletlerin giivenlik
aciklarint hizli ve etkili bir sekilde yakalayan tehditleri beraberinde getiren saldirilarin
karsisinda savunma giiclerini gelistirmek olduk¢a onemli goriilmektedir. Sistemde olusan
giivensizlik, herhangi bir engelleyici iist otoritenin bulunmamasiyla artmaktadir. Anarsinin
hakim oldugu uluslararasi ortama benzer bir yapilanma siber alan igerisinde de goriilmektedir.
Kural koyucu otoriter bir {ist merciinin olmamastyla birlikte caydiricilik unsurlarinin da

yeterince bulunmamasi siber giivenlik alanlarini tehlikeye atmaktadir.

Devletlerin yan1 sira pek ¢ok hackerin sivil olarak bulundugu siber ortam, devlet otoritesini,
devletlerin sistemdeki varliklarini belirsizlige siiriklemektedir. Boylece sinirlardan bagimsiz
kozmopolit bir diinyanin kapilarini aralayan siber alan, tiim diinya ile saniyeler icerisinde
irtibat1 kolaylastirdigi gibi din, dil, simif ayrimim ortadan kaldirmustir. Sivil bir vatandasin
eskiden iist kademe kisilere erigsmesi, devletin yonetim merkezi ile haberlesmesi oldukca
zorken simdiki durum i¢in yapilan degerlendirmede her insan sinif ayrimi olmadan &teki ile
iletisime rahatlikla ge¢mektedir. Bu durum sinirlar1 goriinmezlige, belirsizlige ve kaosa

stiriikleyen 6nemli gostergelerdendir.

Kozmopolit bir siber alanda savas ve iletisim algist ve bu algimin kullanim yetkisi her gegen
giin degigse de hala devletler tarafindan veya devletler eliyle pek c¢ok saldirt
gergeklestirilmektedir. Ozellikle biiyiik giicler arasinda {istiin kodlama ve teknolojiyi
kullanabilme kapasitesinin fazla olusu ge¢mis husumetleri siirdiirmekte 6nemli bir rol
oynamistir. Soguk Savas sonrasi sistem dinamiklerinde catisma nosyonunun okumalari
dikkate alindiginda tarihi olduk¢a eskiye dayanan saldirilarin ozellikle ABD ve Rusya
arasinda bir hegemon yarisina dondiigli goriilmektedir. Uluslararas: sisteme hakim olmak i¢in
yiirtitiilen miicadeleler giliniimiize kadar devam ederek yeni gelismelerle mevcut diizene

devrim niteliginde goriilen siber alanda da stirmiistir.

Tek tarafli bir ¢atisma analizinden olusan arastirmada Rusya’'nin ABD aleyhine
gerceklestirdigi siber saldirilar ve bu saldirilarin boyutlari ele alinmistir. Bahsi gecen iilkeler
casus yazilimlardan elde ettikleri kodlar ve bu kodlara yonelik suglamalariyla birbirlerinin
aleyhinde pek ¢ok diplomatik diyalog gerceklestirmistir. Faillerin belirsizligi iki lilkeye de

gerceklestirilen saldirilarin tespitini zorlastirmaktadir.
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Askeri haberlesme sistemlerinde dijital yeniliklerin olmasi devletlere giic saglayan yeni bir
alan olmustur. Diger yandan bu dijital diinyada saldir1 kaynagiin belirsizligi gibi yeni
tehditler de ortaya ¢ikmistir. Bilginin ¢alinmasi, bozulmasi, degistirilmesi gibi tehditler
bunlardandir. Devletler i¢in siber gii¢ bu tiir siber saldirilar1 bertaraf edebilmek i¢in artik
gerekli bir gili¢ bicimi haline gelmistir. Bu c¢aligmada Tiirkiye’deki askeri haberlesme
sistemlerinin siber giivenligi konusu ele alinmistir. Calismada askeri haberlesme sistemlerinin
siber giivenliginde is birliginin mi ya da devletlerin tekil 6nlemlerinin mi 6n plana ¢iktigi
aragtirtlmaktadir. Uluslararas1 is birligi veya yerlilesme arasinda Tiirkiye’nin tercihi
incelenmistir. Caligma i¢in askeri haberlesme konusunda savunma sanayi kuruluslariyla ve
Milli Savunma Bakanligiyla iletisime gegilmistir. Bakanliktan verilerin gizliligi nedeniyle
sorularin yanitlanamayacagi yoniinde doniis alinmistir. Bu yiizden uluslararasi enstitii veri
indeksleri, savunma sanayi sirketleri agik kaynak verileri, Tiirkiye Dijital Dontisiim Ofisi
projeleri ve yerli-yabanci agik kaynak verileri taranmustir. Tiirkiye nin siber giivenlige ulusal
giivenlik meselesi olarak yaklastigi ve bu konudaki is birligini uluslararasi aktorler arasinda
degil, cogunlukla Tiirkiye igerisinde yerli firmalar ve kurumlar arasinda gerceklestirdigi
goriilmektedir. Tiirkiye’nin askeri siber giivenlik stratejisinin yerli siber giivenlik firmalariin
sayisini arttirmak, askeri iletisim teknolojilerde yerli ve milli iirlinlerin gelistirilip kullanimini
saglamak oldugu goriilmektedir. Bu acgidan Tiirkiye’de siber gilivenligin askeri dijital

teknolojilerinde yerlilesmeyi tetikledigi gbzlemlenmektedir.

Anahtar Kelimeler: Siber Giivenlik, Siber Savas, Askeri Haberlesme Sistemleri, Yerlilesme

TURKIYE’S MILITARY COMMUNICATION SYSTEMS: CYBER SECURITY AND
INDIGENIZATION

Abstract

*Dr. Ogretim Uyesi, Department of International Relation, Giimiishane University, Accessible via e-mail:
elif.gurdal@gumushane.edu.tr

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

129

<<< Winter 2023


https://orcid.org/0000-0001-5110-6524

The presence of digital innovations in military communication systems has become a new
field that empowers states. On the other hand, new threats such as the uncertainty of the attack
source have emerged in this digital world. Threats such as theft, corruption, alteration of
information are among them. For states, cyber power has now become a necessary form of
power to thwart such cyber attacks. In this study, the issue of cyber security of military
communication systems in Tiirkiye is discussed. The study investigates whether cooperation
in the cyber security of military communication systems or individual measures of the states
come to the fore. Tiirkiye’s choice between international cooperation or indigenization has
been examined. For the study, defense industry organizations and the Ministry of National
Defense were contacted on military communications. A response was received from the
Ministry that the questions could not be answered due to the confidentiality of the data.
Therefore, international institute data indexes, open source data of defense industry
companies, Tiirkiye’s Digital Transformation Office projects and domestic and foreign open
source data were scanned. It is seen that Tiirkiye approaches cyber security as a national
security issue and cooperates on this issue not between international actors, but mostly
between domestic companies and institutions within Tiirkiye. It is seen that Tirkiye’s military
cyber security strategy is to increase the number of domestic cyber security companies and to
develop and use domestic and national products in military communication technologies. In
this respect, it is observed that cyber security triggers the indigenization of military digital

technologies in Tiirkiye.

Keywords: Cyber Security, Cyber War, Military Communication Systems, Indigenization

Giris

Dijital doniisiim bagarili kullanildig: takdirde devletlere gii¢ kazandirabilmektedir. Devletler
teknolojiyi takip ederek diger aktorlere oranla iistiinliik saglama niyetindedirler. Iletisimde ve
ulasimda son teknolojiden diger devletlere oranla gelismis sekilde yararlanmak bir iistiinliik
gostergesi olmaktadir. Gelismis bir teknoloji kullanabilen devletin bilimde daha iistiin oldugu
ve glic bakimindan savunma, ekonomi veya siyasette bir etki faktorii yaratabilecegi anlamina
gelmektedir. Ornegin Aya inis yapmak Soguk Savas’ta ABD ve SSCB arasindaki rekabette
onemli bir gli¢ gostergesiyken bu durum giiniimiizde yeniden canlanmis, Hindistan Cin’den

sonra aya yumusak inis yapabilen dordiincii iilke olmustur (Indian Space Research

Organisation, 2023)
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Devletlerin 6nemli bir giic kaynagi olan ordusu siirekli teknoloji ile revize edilerek giiclii
tutulmaya ¢alisilmaktadir. Haberlesme sistemleri askeri birimlerin can damaridir ve teknolojik
gelismeleri yakindan takip eden en onemli alanlardandir. Askeri iletisimin basarili dijital
donlistimii bir giic oldugu kadar bu iletisim aginin korunabilir olmasi da bir gii¢

gerektirmektedir.

Uluslararasi iligkilerdeki gii¢ rekabeti politik araclarin ¢esitlenmesi yiiziinden yeni alanlarin
eklenmesiyle ¢oklu bir boyutta yiiriitilmektedir. Bu konuda 6nemli bir etken olan dijital
donilisiim savag alanlarimin ¢esitlenmesine ve gilivenlik alanlarinin  artmasima neden
olmaktadir. Siber tehditler her gecen giin artmakta, saldirt ve savunma ydntemlerindeki
cesitlilik, esigi bilinmeyen yeni savunma harcamalarint dogurmaktadir. Siber tehditlere karsi

bilgiyi korumak da ulusal giivenligin sorumlulugunda olmaya baslamistir.

Onemli bir gii¢ olan bilgi dijitallesmeyle birlesmistir. Bunun yam sira yeni tehditler de
dogmustur. Bilginin ¢alinmasi, bozulmasi, degistirilmesi gibi tehditler bunlardandir. Dijital
ortamlardan bilginin korunmast giderek zorlagsmistir. Siber giivenlik ortami devletlerin bir
savas alani olarak gordiikleri ve ulusal giigleriyle biitiinlestirdikleri bir konu haline gelmistir.
Bu acidan siber giivenlik ulusal giivenligin bir pargasidir. Siber savas diger savas tiirleri
arasinda yerini almistir. Bu agidan dijital doniisiimiin askeri birimlerde gerceklesmesi siber

giivenligi bir kat daha 6nemli yapmaktadir.

Bu calisma Tiirkiye’deki askeri haberlesme sistemlerinin siber giivenligi konusunu ele
almistir. Makalenin arastirma sorusu sudur: Askeri haberlesme sistemlerinin siber
giivenliginde is birligi mi ya da devletlerin tekil dnlemleri mi 6ne ¢ikmaktadir? Haberlesme
bir ¢coklu veri aligverisi oldugundan is birligine ¢cogu zaman ihtiya¢ duymaktadir. Ancak siber
giivenligin giderek ulusal giivenligin 6nemli bir alani haline gelmesiyle askeri haberlesme

sistemlerinin isleyisinde kimi durumda devletler tekil tedbirlere zorlanmaktadir.

Tiirkiye stratejik konumu ve NATO {iyesi olmas1 bakimindan 6nemli bir askeri giigtiir. Bu
stratejik konumu ve is birliginin bir sonucu olan NATO iiyeligi diisiiniildiigiinde Tiirkiye nin
yerlilesme veya disa acilim tercihlerindeki fark giice doniisebilme potansiyeli tasidigindan
diger aktorleri ve onlarin segimlerini etkileyebilecektir. Tiirkiye nin askeri iletisiminin siber
giivenligi daha once ¢alisiilmamigtir. Askeri haberlesme sistemleri {izerinden literatiirde yeterli
veri mevcut degildir. Bu kapsamda calisma Tiirkiye’nin askeri dijitallesmesi 6rnegi lizerinden
ele alinmistir. Tiirkiye’de askeri birimlerin siber giivenligi incelenirken bir daraltma yapilmis

ve askeri haberlesme sistemleri ilizerinden bir analiz gergeklestirilmistir. Askeri araglarin
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dijital doniisimii ve artik dijital destekli olan bu iletisim agmin giivenligi ele alinmistir.
Askeri bir konu olmasi bakimidan verilerin biiyiik ¢ogunlugu gizlidir. Bu yiizdendir ki

calismada veri elde etmede zorluklar yasanmistir.

Calisma i¢in askeri haberlesme konusunda Aselsan, Havelsan ve STM gibi kuruluslarla, Milli
Savunma Bakanligi (MSB) ile iletisime gegilmistir. Savunma Sanayi sirketleri doniis
yapmamis, MSB “verilerin gizliligi nedeniyle yanitlanamayacagi” yoniinde doniis gelmistir.
NATO iletisim birimine sorular yoneltilmis, sorular yanitsiz kalmistir. Kurumlara yoneltilen
ana sorular sunlardir: 1) Tirkiye’nin askeri iletisimde Link-11 ve digerlerinin NATO
bilinyesindeki siber giivelik sorumlulugu kime aittir? 2) Askeri haberlesme sistemlerinde
yurtdist saglayicist olan iilkelerin hizmeti alan iilkelerin verilerinin giivenligi konusundaki
etik davraniglar1 nasil belirlenmektedir? Calisma; savunma sanayi kuruluslarinin agik kaynak
verileri, uluslararasi enstiti veri indeksler, konu hakkinda literatiir kitap ve makale
kaynaklarindan elde edilen verilerle olusturulmustur. Ayrica siber giivenligi miihendislik
goziyle ele almamakta, siber gilivenlik kavramini uluslararasi giice etkisi bakimindan

yorumlamaktadir.

Calisma bu giris kismi haricinde ii¢ bdliimden olusmaktadir. Ilk olarak siber giivenlik ve
yerlilesme boliimiinde Tirkiye’nin siber giivenligi ulusal giivenlik meselesi olarak gordiigii
vurgulanmistir. Daha sonra askeri haberlesme sistemi ve yerlilesme boliimiinde askeri
haberlesme bi¢imine ve Tiirkiye nin bu konudaki yerli teknoloji ¢aligmalarina deginilmistir.

Son olarak sonug¢ boliimiinde elde edilen bulgular tartigilmastir.
Siber Giivenlik ve Yerlilesme

Siber saldirida amag; veri calmak yani casusluk, veri degistirmek, veri eklemek, cihazin
islevsiz kalmasin1 saglamak, cihazi kontrol etmek veya cihazda bilgileri karmasiklastirmak
gibi siralanabilir. Siber saldirida veri degerli oldugundan veri giivenligi; gizlilik, biitiinliik ve
kullanilabilirlik iizerine saglanmaktadir (Hunker, 2010, ss.1-13). Bunlar; veriyi zamaninda
iletebilme, veriyi oldugu gibi iletebilme, veriyi baskasina ge¢meden iletebilme gibi 6nemli

hususlardir.

Siber saldirilarin planlanmais bir sekilde bir lilkeden diger iilke hedefine yonelik yapilmasi bir
savas ortamini gostermektedir. Siber savas dijital araclarin saldir1 ve savunma araci olarak
kullanildig1 devletlerarasi bir saldiri-savunma faaliyetidir (Koker, 2021, s. 211). Elbette ki bu
siber savag ortaminin diger savas ortamlarindan en Onemli farki saldir1 kaynaginin

belirlenememe ihtimalidir. Dijital ortam saldirilarinin en 6nemli tehdit kaynaklarindan biri
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belirsiz ¢oklu saldir1 kaynagidir. Bu acidan boylesi risklerle dolu uluslararasi ortamda
devletler siber glivenlige her gecen giin daha da 6nem vermektedir. Bunun igin protokoller,
uluslararasi anlagmalar gibi is birlikleri yaparken diger yandan tekil anlamda kendi giiciinii
arttirmak i¢in yatirnmlar yapmakta, milli teknolojileri imkanlar dahilinde arttirmaya

caligmaktadir.

Uluslararasi is birligi baglamindan bakildiginda, NATO daha 1998 yilinda askeri giivenlik
bakimindan {yelerinin siber saldirilara karsi tedbirli olmasi gerektirdigini dile getirmistir.
Tartisilan konulardan biri, 6rnegin, BM tiiziigline gore “kuvvet kullanim1” veya “silahli
saldir1” tespiti olmadigindan dolay1 siber saldirilarin baris zamaninda yasal zorlama olarak
goriiliip konvansiyonel bir karsiligin verilememesidir (Greenberg vd. 1998, s.iii.). Bu agidan
zamanla hem uluslararasi iliskilerdeki savas etkenleri konusunda hem de uluslararasi hukuk
bakimindan usul diizenlemeleri ihtiyac1 dogmustur. Savunma konusundaki hassasiyeti NATO
liderlerinin 2016 Varsova Zirvesindeki kararlar1 da gostermektedir. NATO’nun bu zirvesi
siber savast resmi olarak ele alan ilk uluslararasi goriismedir. Siber alanin bir savas alani
olarak goriilmesi de yine NATO’nun bu zirvesinde gergeklesmistir. Siber savasin giindem
olmasindaki etken NATO biinyesindeki siber saldirilarin 2016’da bir dnceki yila oranla %60
artmasidir (Robinson, 2017).

NATO fiyeleri ozellikle ne kadar bir harcamanin siber giivenligi saglamakta yeterli
olabileceginden emin degildir. Ya da siber savasta etik sinirlar nelerdir? (Cornish, 2017, s. 5).
Bu belirsizlik savunma alanini giderek c¢esitlendirmektedir. Ciinkii diger savas ortamlarinda
en azindan askeri personel, donanma giicli veya savas ucaklar1 gibi hesaplanabilen sert giic
dayanaklari, siber savas ortaminda sayisal verilere dokiilemediginden tehdit ve savunma

harcamasi hesaplamasini zorlagtirmaktadir.

Teknik beceri, kabiliyet ve bilgi siber savasin bir silah1 oldugundan caydiricilik olarak gozle
goriiliir maddi gii¢ kapasiteleri degildir. Maddi bir gili¢ gostergesi olarak hesaplamasi zor
oldugundan devletlerin ne kadar bir savunma harcamasi ile siber giivenliklerini garanti altina
alabilecekleri belirgin degildir. Savunma harcamasina dair ortalama bir esigin belirlenmesi
zorlagmaktadir. Bu belirsizlik i¢iresinde savunma harcamasi olarak siber saldiri tiplerine
yonelik yatirimlar yapmak o6zellikle son 10 yildir oncellikli konular olmaya baslamistir
(Robinson, 2017). Kaynagi belirsiz ya da daha once goriilmemis saldir1 tiplerine karsi
savunma saglayabilen devletler siber saldir1 yapabilme potansiyeline sahip aktorler olarak

goriilmelidir.
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Siber savasin bir savas alani olarak uluslararasi anlamda kabul goérmesiyle siber anlamda
giivenlik esiginin belirgin olmamasina ragmen devletler farkli siber giivenlik refleksleri
gostermektedir. Kimi devlet askeri sistemlerin dijital gelismelerinde en son yeniligi takip edip
siber ordular kurmakta, kimi devlet daha giiclii gordiigii devletle is birligi yapmakta, kimi
devlet yabanci giivenlik sirketleri ile protokoller imzalamakta, kimi devlet uluslararasi
orgiitler catis1 altinda siber giivenligi saglamakta kimi devlet ise kendi milli ve yerli
teknolojilerine sigimmaktadir (U. S. Cyber Command, 2023; BTK, 2023) En nihayetinde

amag olasi siber saldirilara karsi acil bir koruma miidahalesi yapabilmektir.

Siber giicte, giiclii bir savunma setinin yan1 sira ikinci agamadaki oncelik acil bir miidahale
kabiliyeti gelistirilmesidir. Siber saldirilarin anlik saldirilar oldugu diigiiniiliirse karsiliginin
saldir1 tlriiniin ve niteliginin ne oldugunun kisa siirede ¢ozlimlenerek verilmesi
gerekmektedir. Saldir1 tiiriiniin belirlenmesi savunma bi¢imini yonlendirecektir. Dolayisiyla
savunma sistemi ve acil miidahale kabiliyeti siber savasta askeri birimlerin Oncelik
siralamasidir. Bu da askeri birimlere yeni bir savas ortaminin eklendigini gostermektedir. Bu

savas ortaminda agagidaki gibi sorunlarla karsilasilabilir.

Siber Savunmada Olas1 Sorunlar:

. Bilinmeyen diisman unsur

. Yeri belli olmayan diigman unsur

. Saldir tipinin belirsizligi

. Savunmanin uygulanmasinda bilgisizlik

. Acil miidahale ekibinin yetenegi

. Askeri yetenek dis1 yeni kabiliyet ihtiyact
. Hizli karar alma

. Siber kars1 saldir1 kabiliyeti

Siber saldir1 tek basma bir saldir1 kuvveti olarak kullanilmaktan 6te geleneksel yontemleri
destekleyici unsur olarak goriilmektedir. Siber saldiri, saldir1 ve kasi saldiridan ibaret degildir.
Ayrica saldirtya ugrayan taraf aymi saldirt tiirii, sekli ve zarar ile kars1 saldir1 yapamayabilir.
Bu ya yetenegi ile ilgili bir durum olabilir ya da saldiriya ugradig: tiirde bilgiler saldiriy1
yapanda bulunmayabilir. Ornegin devlet destekli bir siber korsan grubunun bir devletin belirli

gizli askeri operasyon verilerini ¢alip kamuoyuna paylasmasi sz konusu olabilir. Aym tiir
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gizli bir operasyon saldirty1 yapan kaynakta olmayabilir. Bu da saldir1 ve karsi miidahale
farklilagmasini1 gosterebilir. Dolayistyla siber saldirt diger savas tiirlerini destekleyici bir giic
olabilir. Ilerleyen asamada devletler gerek Soguk Savas konsepti olan caydiricilik durumunu
siber savagta saglayabilmek, gerekse siber savunmada tam kabiliyete erismek gibi bazi
asamalardan sonra siber savasta ilk saldir1 kabiliyetine gegmeye calisacaklardir (Haggman,
2018).

Devletler siber saldirilara karsi hazirlik i¢in siber ordular olusturmaktadir. Kimi devlet siber
giivenlik sorumlulugunu askeri bir yetenek olarak gérmekte, dijital savas yetenekleri askeri
bir yetenek olarak diigiiniiliip entegre edilmektedir. Bu da siber giivenligin sorumlulugunu
devletlerin askeri birimlerine yliklemektedir ve siber giivenlik askeri bir yetenek olarak
algilanmaktadir. Bu yilizden devletlerin olusturduklar: siber ordular Savunma Bakanliklarina
bagl birimler olarak goriilmektedir. Ornegin Avrupa Birligi siber giivenligi askeri birimlerin
is Dbirliklerine atif yaparak tanimlamaktadir. Siber savunma askeri yeteneklere gore
tanimlanmistir (European Defence Agency, 2023). Kimi devlet ise her kurumun ayr1 bir siber

birimini olusturarak siber gilivenligi saglamaya c¢aligmaktadir. Tiirkiye bu konuya karma

sekilde bakmaktadir.

Siber giivenligin onemin artmasiyla, 6rnegin Tiirkiye’de, Tirk Silahli Kuvvetleri’nin Siber
Savunma Komutanligi olusturulmustur. 2013 yilinda bu kurum baskanliktan komutanliga
doniistiiriilmiistiir. Siber Savunma Komutanligi’nin Siber Savunma Merkezi (SISAMER) ise
bir askeri birlik niteliginde olmasa da askeri bir birim olarak yiiriitiilen projedir (Anadolu
Ajans, 22.11.2021). Askeri manada bir savunma saglayabilmek, milli yazilimlarin iiretilmesi
hatta siber saldir1 yapabilen bir ililke konumuna gelmek amaclanmaktadir (STM, 01.12.2022).
Ayrica MSB’nin Muhabere ve Bilgi Sistem Dairesi Bagkanligina bagli Siber Giivenlik Daire
Baskanlig1 da vardir (MSB, 2023).

Diger devletler de benzer sekilde askeri birimlerindeki siber savunma unsurlarini ve sivil siber
savunma birimlerini ayr1 olusturmaktadir. Ornegin Cin Halk Kurtulus Ordusu’nun Unite
61398 olarak ortaya ¢ikan siber ordusu ilk etapta gizli olmustur (Shen, 2019). Daha sonra bazi
saldirilarin arkasindaki devlet destekli birim olarak kesfedilmistir (Sanger vd. 2013). Hatta
Cin Halk Kurtulus Ordusu’ndaki bu birim ¢alisanlart ABD tarafindan ABD ve Cin arasindaki
siber savastan sorumlu olarak goriilmiistiir (Hvistendahl, 2016). Israil’in Birim 8200 olusumu
buna benzer askeri kuvvetlere bagl radyo dalgasi, GPS veya dijital iletisim konulu gilivenlik

birimidir. Askeri Istihbarat Baskanligi’nin alt birimlerinde yer alan en biiyiik askeri siber
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birimdir. Birim 8200 ana bilgi toplama birimidir. Bolgesel bir komutanliga degil, dogrudan

Genelkurmay Baskani’na baglidir (Israel Defense Forces, 29.12.202).

Askeri birimlerdeki siber ordular genel olarak gizli tutulmaya c¢alisilmis ya da faaliyetler
kamuoyu ile paylasilmamistir. Diger yandan askeri alan dis1 siber giivenlik konular1 icin
kurumsallagsmalar da olmustur. Gii¢ mesaji vermek ve seffaflik algisi icin bu alanda
olusturulan siber giivenlik birimleri ise aksine tanitilmistir. Askeri birimler digindaki devlet
kurumlarinda kurulan siber giivenlik birimleri yine de ordu sifat1 ile tanitilmistir. Boylelikle
askeri birimlere bagli olmayan resmi bir ordu anlayisini ilk kez siber alanda gérmekteyiz.
Omegin Tiirkiye’nin siber ordu sifati ile kurulan ilk birimi 2017°de Ulastirma ve Alt Yapi
Bakanligina bagli olusturulmustur (BTK, 15 Mart 2017). Gergek bir ordu niteliginde olmayan
bu birim; kurumlara yonelik siber saldirilara acil karsilik vermek, kritik altyapilarin

korunmasini saglamak gibi amaclar tagimaktadir.

Tiirkiye’de siber giivenlikle ilgili eylem planlarinin hazirlanmasi ve uygulamasi da Ulastirma
ve Alt Yap1 Bakanliginca yapilmistir. 2013°te ilk ulusal siber gilivenlik stratejisi ve eylem
plan1 yaymmlanmustir. Ikincisi 2016°da ve iigiinciisii 2020°de yaymmlannustir (2013-2014
Eylem Plani; 2016-2019 Ulusal Siber Giivenlik Stratejisi; Ulusal Siber Giivenlik Stratejisi
2020-2023). Bu belgelerle Tiirkiye siber giivenligi ulusal gilivenliginin bir boyutu olarak
gormektedir. Diger yandan askeri birimlerin siber giivenliginin sivil bir bakanligin
sorumlulugunda olmasi yeterli bir ulusal giivenlik hamlesi olmayacaktir. Bundan dolay1

Tiirkiye, kurumlar arasi is birligi stratejisini uygulamaktadir.

Tirkiye’nin siber giivenlik konusundaki karma kurumsallasma cabasit siber gilivenlik
meselesinin  sorumlulugunun tek bir kurum iizerine birakilamayacak kadar kapsaml
olmasindan kaynaklanmaktadir. 2018 yilindan itibaren uygulamaya koymaya calistigi sivil ve
askeri kurumlar ile yerli firmalar is birliginden olusan bir strateji ylirlitmektedir. Boylesi bir
yaklasim 2021°de ise Cumhurbaskanligi Savunma Sanayii Baskanligi ile Cumhurbaskanlig:
Dijjital Dontisim Ofisi arasinda protokol imzalanarak resmiyete dokiilmistiir (Dijital
Doéniistim Ofisi, 26 Temmuz 2023). Siber giivenlik tek bir alana ait glivenlik mesele
olmamasindan dolay1 disiplinler arasi bir konuyu olusturmaktadir. 2021°de protokolii
imzalanan Siber Giivenlik Kiimelenmesi olusumu bdylesine bir is birligi sonucunda ortaya
cikmistir. Savunma Sanayii Baskanligi ve Dijital Doniisiim Ofisi Baskanligi tarafindan
desteklenen ve SSTEK A.S. (Savunma Sanayi Teknolojileri A.S.) tarafindan yiiriitiilen bir
projedir (Dijital Doniisiim Ofisi, 2023). Bdylelikle savunma sanayii ile iletisim teknolojileri

kurumlart birada goriilmektedir. Aselsan, Havelsan gibi savunma sanayi sirketlerinin yani sira
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siber giivenlik sirketleri de bu kiimelenmenin i¢indedir. Bu olusumlarin hepsi siber giivenlige
yerlilesme ile karsilik vermektedir. Ornegin Aselsan’in son yillardaki verilerine bakildiginda

silah tiretiminde millilesen iiriin sayisinin arttig1 goriilecektir (SavunmaSanayiST, 2022).

Siber Giivenlik Kiimelenmesi projesinde yerli firmalar yurt i¢i siber giivenlikte kullanim
bakimindan desteklenirken yurt dist rekabeti de desteklenmektedir. Siber Gilivenlik
Kiimelenmesi projesinde pazara erisim, inovasyon, yetenege erisim, etkilesim ve teknolojik
istiinliik gibi ana faaliyetler vardir (Dijital Doniisiim Ofisi, 26.07.2023). Proje ile yerli
firmalar ihra¢ edilebilir bir kapasiteye getirmek ve rekabet edebilir bir seviyede tutmak
hedeflenmektedir. Bu yiizden ithalat odakli degil ihracat odakli bir egilim yani yerlilesme

goriilmektedir.

Tiirkiye yerli tiriinlere verdigi onemi diger projelere de yansitmaktadir. Yerli ve Milli Siber
Giivenlik Uriinlerinin Kullaniminin Yayginlastirilmasi Koordinasyon Grubu bunlardandir. Bu
platform Dijital Doniisiim Ofisi Bagkanligi, Sanayi ve Teknoloji Bakanligi, Savunma Sanayi
Baskanligi, Strateji ve Biitce Baskanligi, Devlet Malzeme Ofisi ve Kamu ihale Kurumu
onciiliigiinde 2021 yilinda olusturulmustur (Dijital Dontisiim Ofisi, 02.04.2023). Boylelikle
siber giivenlik icin yerli {rlinlere giivenilebilecegi ve onlarin teknolojik olarak gelisimleri

devlet tarafindan desteklenmesi gerektigi diistiniilmektedir.

Tirkiye siber giivenligi ulusal giivenlik meselesi olarak gérmektedir ve bu konudaki is
birligini uluslararas1 aktorler arasinda degil Tiirkiye igerisinde yerli firmalar ve kurumlar
arasinda gerceklestirmektedir. Amaclardan biri de Tiirkiye’deki siber giivenlik firmalarinin
sayisini arttirmaktadir. Yerli ve milli siber giivenlik tiriinlerinin gelistirilmesi ve kullaniminin
yayginlastirilmas: Tiirkiye’nin siber giivenlikte ana hedefidir. Is birligi yerli ve milli firmalar
arasinda arttirilmak istenmektedir. Ayrica Tiirkiye’de kurumlarin siber giivenliginde yerli
yazilim irlinlerinin  kullanimi arttirilmak istenmektedir. Siber giivenlik alani, ulusal
giivenligin dis tehditlere kars1 giivence altina alinabilmesi icin uluslararasi is birliklerinden

yerlilesmeye dogru gidilen 6nemli alanlardan oldugunu gostermektedir.
Askeri Haberlesme Sistemi ve Yerlilesme

Askeri haberlesme kara, hava ve deniz alanina yonelik tasarlanmis haberlesme sistemleri ile
bunlarin arasinda kesintisiz ve gilivenli haberlesmedir. Askeri komuta ve kontroliin
saglanabilmesi i¢in gerekmektedir. Bunlar i¢in etkin personel, donanim ve belirli protokoller
gerekmektedir. Iletisimin giivenligi i¢in korunakli-gizli ve saglikli olmas1 gerekmektedir.

Bunun i¢in gelistirilen sivil ortama kapali iletisim aglari mevcuttur (Havelsan, 2023).
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Giliniimiizde, ornegin, savas yonetim sistemleri 6nemli askeri teknoloji gelismelerindendir.
Savag yOnetim sistemleri ile senkronize savunma, saldir1 ve kontrol gibi fonksiyonlar dijital
ortamda gerceklestirilebilir. Hizl1 karar alicilik giivenli ve saglikli bir iletisim ortaminda hizhi
miidahaleye doniigsebilecektir. Siber giivenligin 6nemli bir savunma konusu olmasiyla
buradaki iletisim verilerinin saglikli aktarilabilmesi, bilginin korunmasi veya gizlenmesi
onemli olmaktadir. Bu siiregte savas yonetimi saglanirken bu veri akiginin saglandig1 askeri
iletisimde giivenlik istikrar1 esastir. Bu alanda da yeni teknoloji uygulamalarina gegilmistir.
Boylelikle tarihte istihbarat agisindan en riskli konulardan olan savas alanlarindaki iletisim
konusu radyo ve dijital iletisim tabani ile kolaylasirken diger yandan da karmasiklagsmistir.
Ciinkii dijital iletisim teknikleri giivenliginin saglanmasi gereken yeni tehditleri de

dogurmaktadir.

Askeri birimlerde ¢ok sayida farkli platformun haberlesmesi gerekmektedir. Bunun i¢in 6zel
korumali aglar mevcuttur. Taktik Data Link sistemleri askeri haberlesme i¢in garanti kosullar
olan iletisim servisleridir. Birlikte calisilabilirlik bakimindan 6rnegin NATO {iyelerinin is
birliklerindeki askeri iletisimde kullanilmaktadir. Ayrica bunlar ulusal askeri iletisimde 6zel
protokoller ile doniistiiriilmektedir (Havelsan, 2023). Ornegin yerli iiretim bir askeri sistem
gelistirilirse, bu sistemin diger platformlarla iletisimini saglayacak ag yerli olmayabilir. Bu
NATO aglar ile birlikte ¢alisabilir oldugunu gostermektedir. Burada NATO miittefikleri
arasinda kullanilan aglar doniistiiriilerek kullanilacaktir. Bu aglarin kullanabiliyor olmasi
NATO miittefikleri i¢in bir anlam ifadede ederken yine de, lretilebilen yerli sistemlerin
aglarinin da yerli olmasi devletlerin ana hedeflerindendir. Dolayisiyla haberlesmedeki riskler
bakimindan {ilkeler basarabildikleri takdirde milli Taktik Data Link sistemlerine

yonelmektedir.

Artik kriptolanmis ve elektronik savas konusunda dayanikli aglara ihtiya¢ duyulmustur. Zira
bilginin anlik paylasilmasi yeni c¢atigma alanlarinda istlinlik i¢in 6nemlidir. Link-16 bu
sistemlerden biridir. Tespiti ve hasara ugramasi zorlasan iletisim aglarindandir. Bunun i¢in
Link-16 hem kriz hem baris hem de savas ortamlarinda kullanilabilmektedir (Tugcu & Giirel,
2012).

Taktik Data Linklerin isleyisini daha acik aktarmak gerekirse radarlar iizerinden Ornek
verilebilir. Genel itibariyle bir devletin radarlarin erisemedigi noktada radara erisen diger
NATO tiiyesi devletin bu radar verilerini, radar verilerine erisemeyene gondermesi ile saglanir.

Verileri alan devlet sanki kendi radar tespiti yapmis gibi islem yapar ve orada bir diisman
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unsur varsa gerekli tedbiri alir. Bu Link-16’nin 6rnek isleyis bicimidir (Asenstorfer vd.,
2004).

Onceden kullanilan Link-1’in ardindan kullanilan Link-11 deniz baglantili dost unsurlar arasi
iletisimi saglayan ag baglantisidir. Link-1, Link-11, Link-22 ve ardindan gelistirilen Link-16
NATO’nun ortak veri paylasim linkleridir (Goken & Atak, 2022, s. 170). Link-16,
bilgisayarlar arasi bilgi paylasimi i¢in kullanilmaktadir. ABD merkezli ve NATO igin
gelistirilen bir agdir (Thinktech STM, Aralik 2015). Link-16, NATO’nun askeri techizat
bakimindan Standardizasyon Anlasmast STANAG’ i da dijital pargasidir. 2016 yilindan
itibaren NATO nin asli linki olarak kullanilmaktadir (NATO Standardization Agency, 2023).

Saldir1 konumu, savunma konumu, birlik mithimmat miktarlari, birliklerin GPS konumlari,
saldirinin veya savunmanin sekli, zamani1 gibi olduk¢a Onemli bilgiler bu ag {izerinden
komuta edilip ve personel arasindaki irtibatta aktarilmaktadir. Savas sekli, giivenlik konusu
veya bu konularda almman kararlarin eyleme dokiilebilmesindeki koordine buradan
yuritilmektedir. Bu bilgilerin giivenligi ise elbette ki gizlilik bakimindan gerekli ve

onceliklidir.

Savas yonetimi i¢in gozetleme, tespit, otomatik yonlendirme ve komuta kontrol gibi
faaliyetler yapilirken, buradan elde edilen verilerin diger birimlere ve yabanci iilke dost
birliklere aktarilmasi da gerekli olacaktir. Bunun i¢in ise platformlar arasi ag baglanti
kabiliyeti olmalidir. Entegre Coklu Veri Link sistemleri bu noktada énemlidir. Ornegin, Tiirk
Savas Yonetim Sistemi ADVENT ag destekli kabiliyetle tiim konsollardan erisilebilen tam
biitiinlesik Link-11, Link-16, Link-22 ag kapasitesine sahiptir (Havelsan, 2023).

Giliniimiizde giivenlik risklerinin bertaraf edilmesi i¢in askeri iletisimi daha korunakh
yapabilme ¢alismalar1 yogunlagmistir. Askeri iletisimin giivenli ve dijital tabanli olmast i¢in
neler yapilabilecegine dair miihendislik caligmalari yapilmaktadir. Ornegin Taktik Data
Linklerin web hizmetlerinde kullanilabilirligini giivenli saglama yollar1 aranmaktadir. Hatta
NATO, ag destekli yetenek konusunda doniisiim projesi benimsemistir (Lund vd., 2010). Bu
da artik disiplinler arasi ¢alismalarin artiginda bir itici unsur olmustur. Askeri personellerin
mithendislik yetenegi gelistirmesi bu agidan artan bir ihtiyactir. Askeri personel saha

yonetimine ek olarak dijital kabiliyet konusunda da yetenek gelistirmeye baslamistir.

Siber savag artik kabul gérmiis bir savas boyutu oldugundan milli ag iletisim baglantilarinin
NATO linklerine ek olarak tasarlanmasi bu savas ortaminda savunmaci bir giivenlik

tedbiridir. NATO disindaki bazi iilkeler zaten bu konuda milli Data Link Sistemlerine yer
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vermektedir. Giiney Afrika’nin Link-Za, Israil’in Smart Data Link (SDL), Japonya’nin Milli
Data Link, Brezilya’nin Link-BR2, Cin’in JSIDLS (Joint Service Integrated Data Link
System), Hindistan’in Link-II aglar1 bunlardandir (Smith & Venter, 8-10 Kasim 2011; Dogru,
Mayis 2019). Bu acidan Tiirk Silahli Kuvvetlerinin de harekat yapma kabiliyetini ve
etkinligini artirmasi i¢in teknoloji bakimindan disa bagimliligi azaltmasi kritik bir dneme
sahiptir. Tirkiye ilk etapta NATO ortak Taktik Data Link iizerinden savas yonetim
sistemlerinde millilesmeye gitmis ardindan buna ek olarak Taktik Data Link konusunda da bir

milli aga yonelmistir.

2019 yili sonras1 Havelsan’in GENESIS savas yonetim sistemi uzantis1 olan milli Advent
savas yonetim sistemi ile tam biitiinlesik Taktik Data Linkleri Link-11, Link-16 ve Link-22
tizerinden iletisim saglanmaktadir (Havelsan, 2023). Boylelikle, NATO ortak Taktik Data
Linklerine uyarlanabilir milli savas yonetim sistemleri tasarlanmigtir. NATO Taktik Data
Linki olan Link-16 iizerinden iletisim calismalar1 Tirk savunma sanayi aktorlerince ele
alimmustir. Hatta, Havelsan savas yonetim sistemi ile GENESIS; Milsoft, Cavlist; Meteksan
Taktik Data Link ile KEMENT projeleri yapilmistir (Havelsan, 2023; Meteksan, 2023;
Eldem, 2015). KEMENT projesi Meteksan yiikleniciliginde Tiibitak, Roketsan, Milsoft ve
Hava Komutanlig1 destegi ile saglanmistir. Hava-hava ve hava-kara sistemlerinde bir milli
link projesidir. Milli donanim/yazilim kripto fonksiyonu ile Tiirkiye’nin ilk Milli Taktik Data
Linkidir (Meteksan, 2023).

Yine 2019 yilinda askeri komuta merkezleri arasindaki bu Taktik Data Linklerinde yaptigi
calismalar ile MILSOFT NATO Taktik Data Linkleri olan Link-11, Link-22, Link-16’nin
yerlilestirme ¢alismast yapmustir. Milli olan ve Link-M olarak isimlendirilen bu link
Tiirkiye’de tretilen milli telsiz, modem ve kripto sistemleriyle gorev yapabilecektir. Yani
Link-M, askeri platformlar arasinda milli linkle olusturulan bir agin kullanilmasina imkan
verecektir. Bu linkin tasidigr ilk test mesaji ise ‘“Merhaba tarihi an” olmustur (TRT,
10.01.2019). Yine de NATO iizerinden bahsi gegen linklerin kullanim1 devam etmekte; kara,

hava ve deniz/ denizalt1 gibi alanlardaki iletisim icin farkli aglar kullanilmaktadir.

NATO iiyesi llkelerin savunma sanayi sirketleri Taktik Data Link gelistirmeleri yaparken
bunlart NATO filkeleri arasinda birlikte ¢aligabilirligini tescillenmesi gerekmektedir. NATO
tatbikatlarinin amaci 6zellikle bu tiir yenilik¢i projelerin birlikte ¢alisabilirliginin test edildigi
eylemler de olmaktadir. Ornegin Tiirkiye MILSOFT un Mil-DLP NATO Link-11, Link-22,
Link-16’nin yeteneklerine sahip olurken NATO iiyesi olmayanlar i¢in de Link-M {izerinden
ve Mil-NET vyerli linki iizerinden ¢dziimleme saglanmaktadir (MILSOFT, 2023).
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Taktik Data Linklerde disa bagimlilig1 azaltma girisimleri yine bilimsel ¢aligmalarla gilivenli
bir askeri iletisim hedefi ile desteklenmektedir. Mevcut kullanilan Link-1, Link-11, Link-22,
Link-16 mesaj formati veya menzil uzatma gibi analiz ihtiyaglart dogmustur (Direskeneli vd.,
2016). Bu siirecte hem disa bagimlilig1 azaltmak hem de siber saldirilarda korunakli olmak

icin milli gelistiricilere duyulan ihtiya¢ arttirmistir.

Dijital tabanli iiriin ve hizmetlerde siber giivenilirlik uluslararasi risk konusu olmaktadir.
Bilindigi tizere Tiirkiye S-400 krizinin nedenlerinden biri buna benzer bir sorundur. S-400
konusunun tartisma konularindan birisi F-35’ler ile birlikte ¢alisabilirlik saglamasidir. NATO
cihazlart ile Rus cihazlariin birlikte calisabilirligi veri glivenligi bakimindan tartigmaya
acilmistir. NATO {iyesi olan Tirkiye’nin Rus yapimi S-400 alimi Tiirkiye’ye hava savunma
planlamasinda bir katki sunabilirken tam bir kalkan rolii de sunmayabilecektir. Clinkii S-400
NATO’nun yeteneklerine entegre edilemeyecek ve NATO’nun kullandigr Taktik Data
Linklerden yararlanmayacaktir. Bu da F-35’ler ile S-400’lerin aymi Taktik Data Linki

kullanmayacag1 anlamina gelmektedir (Kasapoglu, 2017, ss.1-4).

Askeri haberlesme konusunda Taktik Data Linklerin giivenligi bir savas konusudur. Giivenlik,
elektronik savas koruma teknikleriyle saglanmaktadir. Bilgi giivenligi ise ¢ogunlukla veri
kriptolamasi ile yapilmaktadir. Taktik Data Linklere karistirma denilen saldirilar olabilir.
Saldirtya ugrayan platformun islevi engellenebilir. Yanlis bilgilerle aldatilma veya
tasarlanmis ag operasyonunun basarisizliga ugrama durumlari s6z konusu olabilecektir.
Ormegin keylogger denilen viriisler bu tiir saldirilarda riskli siber saldirilardir. Saldirisi
yapilan cihazin eylemlerini gizlice takip eden yazilimlardir. Aslinda bu gizli bir gozetleme
olup dijitallesmis askeri sistemlerin platform komutalarini etkileyebilir (Direskeneli, vd.,
2016).

Askeri haberlesmede is birligi NATO biinyesinde oldugu gibi farkli siber konular1 da ortaya
cikarmustir. Ornegin, NATO Link-16 gibi ortak kullanim alanlar1 veri aligverisindeki stratejik
aligveriste kullanilmaktadir. Diger yandan devletler tekil olarak giivenlik tedbirlerini en iist
seviyede tutmak zorundadirlar. Her ne kadar NATO nun kurulus felsefesi birlik ve ortak
hareket olmasi ve bunun anlagmalarla teyit edilmesi olsa da elbette ki devletler askeri
giivenliklerini dogrudan uluslararast organizasyonlara birakmamaktadir. Her devlet
uluslararasi arenada bir gii¢ unsuru olabilmek i¢in olasi riskleri hesaplamak ve kurumlarinin
giivenligini dig bagimlilik olmadan saglayabilir kapasiteye getirmek durumundadir. Siber
savastaki savunma riskleri de bunlar arasindadir. Dolayisiyla NATO disinda milli linklerin

saglanmasi gli¢ miicadelesinin bir parcasidir. Bu konuda da Tiirkiye’ nin askeri dijitallesmede
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uluslararasi sistemde denge saglayici aktor olma egiliminde oldugu goriilmektedir. Yazilimda
ve iletisim aglarinda millilesme projeleri bunun gostergesidir. Askeri siber giivenlik
konusunda Tirkiye’nin tavri, teoriden pratige bakildiginda, anarsik uluslararasi iligkiler
dogasinda liberal bir uluslararas1 karsilikli bagimliliktan ziyade saldir1 ve savunma ikileminde
yapisal anlamda diistinilmesi gereken milli bir savunma alani olusturan bir reflekstir. Bu

refleks yerlilesme yonelimindedir.
Sonuc¢ ve Tartisma

Siber savagsta saldir1 kaynaginin belirlenmesi geleneksel savaslar kadar net degildir. Bu durum
devletlerin ¢atigmact ortaminda uluslararasi is birliginin sorun ¢oziicli roliinii etkileyebilir.
Siber saldirilarin tek basina bir saldirt kuvveti olarak kullanilmasindan ziyade geleneksel
yontemleri destekleyici unsurlar olarak kullanildiginda toplam tahrip giicii daha yiiksek

olmaya baglamistir.

fletisim aginda veri alisverisi bir is birligi ortamin1 zorunlu kilmistir. Ornegin NATO iiyesi
tilkelerin kullanmis olduklar1 Taktik Data Linklerin olusumu is birligine dayalidir. Bunlar
belirli giivenlik garantilerine sahiptirler. Bu baglantilar arasi islev imkéan1 belirli protokole
tabidir. Yine de siber savasta bu aglar iizerinden ¢alma, yonlendirme, dinleme gibi dijital bir
casusluk durumunun olmama garantisi yoktur. Ciinkii saldir1 kaynaginin tespit edilmesindeki

zorluk diger savas alanlarina gore siber savasta yiiksektir.

Ag destekli savas Tirkiye agisindan simdiye kadar NATO {iyeligi ile birlikte yiiriitiilen bir
alan olmustur. NATO biinyesindeki ag tabani halen kullanilmaktadir. Diger yandan Tiirkiye,
siber savasta ilk etapta savunma bakimindan bir alan olusturmak i¢in askeri birimlerinin
giivenligini millilesmeye giderek saglamak istemistir. Bu savas yonetim sistemlerindeki
millilesme ve yerlilesme projelerinden ve askeri iletisim agindaki milli ag baglantilart
projelerinden anlagilmaktadir. Ayrica bu sistem tasarimlarinda islevsellik saglandiktan sonra

oncelik kriptolama gibi dis tehditlere kars1 korumaya odaklanmaktir.

Siber alanda askeri anlamdaki is birlikleri olabildigince smirh tutulmaya c¢aligilmaktadir.
Ornegin milli sistemlerin degeri, kesfedilmemis saldirilara en azindan hazirlanabilmek adma
daha hakim olunabilecek bir savunma mekanizmasi olabilmesindedir. Yerli ve milli sistemler
bu tiir saldirilarda karst miidahale i¢in daha fazla hakimiyet saglayacaktir. Dijital askeri
sistemlerin dis kaynakli tedarikinde en 6nemli sorun yazilim giivenligidir. Bu da veri gizliligi
olan alanlarda etik sorununu dogurmakta, uluslararasi gii¢ rekabeti diisiiniildiigiinde karsilikli

bagimlilig1 pek de miimkiin yapmamaktadir.
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Siber saldirilarin yeni bir savas boyutunu tanimlamasi ve bu savasta yetersiz kalanlarin denge
kurmakta zorlanacagi bir ortamda siber savunma diger iilkelerinin teknolojilerine
birakilamayacak kadar belirleyicidir. Uluslararas1 anlamda gii¢ dengesinin saglanabilmesi i¢in
siber savas ac¢isindan askeri haberlesme sistemleri gibi askeri teknolojilerin millilesmesi
gerekmektedir. Bu perspektifte siber glivenlik konusunda is birliklerinin ve devletlerin siber
silah konusunda kabiliyetlerinin birbirine benzer hale getirilmesinin ana nedeni bir denge
yaratma gayesidir. Ornegin, NATO’nun askeri haberlesme sistemi iizerinden STANAG’a
uyumlu dijital sistemler gelistirmesi ve iiyelerin bunlardan ortak yararlanma girisimleri
NATO dis1 devletleri dengeleyebilmektedir. NATO iiyesi olmayan devletlerin de kendine has
milli askeri haberlesme sistemleri gelistirdikleri goriilmektedir. Tiirkiye’nin hem NATO ile
hem de NATO disinda ayr1 bir askeri haberlesme sistemi gelistirebiliyor olmasi i¢ dengesini
saglamay1 rasyonel bir secim olarak gordiigli ve glic dengesinin gerekli olduguna inandigi

anlamina gelmektedir.

Askeri siber gilivenlik konusunda Tiirkiye uluslararasi firmalarla is birligini azaltma
egilimindedir. Askeri alandaki siber giivenligin 6nemi arttik¢a Tiirkiye’nin yerli firmalara ve
kurumlar aras1 is birligine yonelimi de artmaktadir. Bu agidan askeri haberlesme
teknolojilerinde yerli firmalarin desteklenmesinde artis vardir. Askeri teknolojilerin siber
giivenliginde uluslararasi is birliginden ziyade devlet i¢i kurumlar arasi is birligi stratejisi
izlenmektedir. Dolayisiyla siber giivenligin askeri teknolojilerde yerlilesmeyi tetikledigi

sOylenebilir.
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CYBER-AI TECHNOLOGY AND INTERNATIONAL RELATIONS

Yavuz AKDAG*
ORCID:0009-0009-5368-3937

In this commentary, [ will address some of the major issues affecting International Relations
(IR) scholars to fully engage in and comprehend how rapid advancements in cyber and
artificial intelligence (AI) technologies influence and shift state-to-state strategic
cybersecurity interactions. In particular, I will focus on two overarching but interrelated
problems in the study of the intersection between cyberpolitics and IR theory. The first issue
concerns analytical bareness due to conceptual infertility or ambiguity surrounding
cybersecurity-Al studies in IR literature. Second relates to epistemological problems slowing
or hindering intellectual progress towards refining or modifying existing IR concepts and
theories or building new ones to meet emerging challenges of the 21 century technologies.
Both problems arise mainly, if not exclusively, as a function of the swiftly evolving, novel,

and confidential nature of cyber-Al technologies.

First, there exists a conceptual turmoil regarding fundamental concepts of the digital terrain
such as “cyberspace”, “cyberwar”, and “cyber conflict”, as many of these notions are
erroneously used interchangeably particularly by policy circles, media reporters, and
commentators. Indeed, this conceptual ambiguity persists also due to scholarly works. For
instance, there are several approaches to defining the term “cyberspace”. One of the structural
approaches divides cyberspace into four layers— “physical”, “logical” or “platform”,
“information”, and “people” or “users” layers (Choucri & Clark, 2018, pp.36-38). The other
approach splits the domain into three layers— “semantic, “syntactic”, and “physical” (Libicki,
2009, p.12). Adding a “sociopolitical” dimension to the definition, some argue that the
structural approach merely captures the “sociotechnical” aspects and overlooks the domain’s

political saliency (Choucri & Clark, 2018, pp.37-52; Akdag, 2023).

A more acute definitional disagreement in the relevant literature revolves around what
constitutes cyberwar. Some contend that the word “war” in “cyberwar” is misleading, as

cyber battlefield lacks characteristics of conventional war—political, violent, and lethal (Rid,
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2012). Others disagree and point to the case of Stuxnet as conclusive evidence to call it
cyberwar given the nature of the cyber weapon. The latter argument warrants
acknowledgment. The political aspect of Stuxnet rests with US-Israel collective effort to
prevent Iran from ending Israeli nuclear power preponderance in the Middle East. Stuxnet is
also known to cause physical destruction in Iranian nuclear plant. While no casualty was
reported from the incident, one can induce that masses could have tragically suffered if the
aim had been to cause more destruction or destroy the entire nuclear facility via cyber
conduits. Despite the case of Stuxnet, some scholars are still hesitant to use the concept
“cyberwar”, but the existing literature seems to have achieved some conceptual clarity and
accord around the notion “cyber conflict” as a more encompassing, ambarella term

(Valeriano, Jensen, Maness, 2018; Akdag, 2023).

Similar conceptual challenges exist in defining the key notions and boundaries of IA. Just as
cyber technology, Al technologies (e.g., machine learning and quantum computing) evolve
rapidly. Therefore, conceptual parameters of "artificial intelligence” and cyberspace are
extremely blurry. While some believe that Al and cyberspace are not necessarily overlapping,
others consider Al as a “subset of cyber” (Demchak, 2019, p.99 Whyte, 2023, p.309). Neither
argument may be wrong. Al co-evolves and intersects with cyberspace. For instance, Al
technology is already integral to cybersecurity, as it helps enhance the ability of states to
conduct offensive cyber operations and counter and prevent cyber threats (e.g., detecting
intrusion) (Doran & Britton, 2018; Whyte, 2023, pp.308-310; Akdag, 2023, p.250). Yet
interwoven Al-cyber technologies—along with the nascency and interdisciplinary features of
cybersecurity and Al studies- make it challenging to establish precise and universally agreed
conceptualizations. As a result, IR scholars are having difficulties of fully understanding how
Al systems affect the nature of cyber operations and states’ cybersecurity strategic
calculations such as offense-defense balance, deterrence, and decision-making (Whyte, 2023,

pp.308-310; Akdag, 2023).

The second major problem facing the study of cybersecurity and Al within IR literature
concerns epistemological challenges. Scholars overwhelmingly draw on “open sources" to
obtain empirical data or information about interstate cyber relations, which is inadequate
(Buchanan, 2016, p.12). The lack of robust empirical data can be ascribed to the novelty and
nature of cyber conflict (e.g., clandestine characteristics of cyber operations and cyber

capabilities and anonymity of cyber perpetrators), rendering most cyber actions concealable

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

150

<<< Winter 2023



and, therefore, empirical data acquisition and collection intractably difficult. As an
illustration, notwithstanding the widespread agreement among scholars and experts,
Washington's role in the development and employment of Stuxnet has not been conclusively
proven yet. As a result of this epistemological challenge, the link between actors™ behavior
and their motive or intent in the digital domain becomes ambiguous, and the
conceptualization and measurement or operationalization of fundamental cyber-related
concepts becomes a rather challenging task (Cavelty, 2018, p.305; Whyte, 2018, pp.55-56;
Bergman & Mazzetti, 2019; Akdag, 2023).

In conclusion, the novel, secret, and ever-changing nature of cyber-Al technologies makes it
very challenging to create precise and fixed conceptual parameters and obtain robust
empirical data to test key concepts and theories against new realties. Thus, it is not surprising
to see conceptual turmoil and infertility and analytical bareness in scholarly works focusing
on the intersection between cybersecurity-Al and IR theory. When concepts lack clarity,
theories” explanatory power remains poor, which is internally corrosive to theory, thereby

risking theoretical stagnation. This may, in turn, impede intellectual progress.

However, theoretical stagnation can be avoided. Normally, theory-building studies tend to
increase in volume when new technologies or realities arise. This was the case with the advent
of nuclear technology, which spurred tremendous scholarly interests to develop deterrence
theories during the Cold War. Similar picture also emerges within IR literature studying the
intersection or co-evolution of cyber-Al technology with international politics (e.g., cyber
deterrence studies). Yet due to cursory and superficial theoretical and conceptual analyses in
the existing literature, some may consider IR theory unfit for explaining state behavior in
rapidly evolving landscape of cyber-Al worlds, but it will be an error to divert attention from
IR theory to elsewhere without first adequately testing how IR concepts perform in the face of
new actualities. Despite epistemological challenges that make theory-testing difficult, the
latest developments such as increasing investigations over cyber conflict and leaked classified
cyber operations (e.g., Snowden revelations) have offered significant source of data for
scholarly inquiry, potentially enabling more empirically robust and theoretically rigorous

studies (Kello, 2013, p.12; Buchanan, 2016, p.12; Akdag, 2023).
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DIiJITAL VATANDASLIK VE SiBER DUNYANIN SORUNLARI

E. Dilara KILINC*
ORDIC: 0009-0008-7316-2269

0z

Giinliik hayatimizin ayrilmaz bir pargasi olan internet, 1990 yillardan sonra tiim diinyaya
yayillmis milyonlarca resmi, 6zel ve ticari aglarin birbirine baglanmasiyla olusan yeni bir
ortamdir. Internet ve internet iizerindeki dijital yapilarn ve uygulamalarm, sunduklar:
hizmetler, iirlinler ve iletisim imkanlar1 bireylere yeni firsatlar sunarken, yeni sorunlari da
beraberinde getirmektedir. 2023 yil1 bagi itibariyle tiim diinya niifusunun %63,5’1 interneti
(vaklasik 5,07 milyar kisi) kullanmaktadir. Olusan bu yeni diinyanin en dnemli pargasi olan
bireyin, dijital vatandas olarak hak ve sorumluluklarinin ele alimmasi hayati 6nem arz
etmektedir. Bu baglamda, dijital vatandaslik kavrami ve dijital vatandasligin dokuz boyutu
(dijital erigim, dijital ticaret, dijital iletisim, dijital okur-yazarlik, dijital etik, dijital kanunlara
riayet, dijital hak ve sorumluluklar, dijital saglik ve dijital giivenlik) ortaya konulmaktadir. Bu
calismada, dijital vatandagligin boyutlar1 da goz oniinde tutularak, bireylerin siber diinyada
karsilastig1 veya karsilasabilecegi temel sorunlar ve basta egitim olmak ilizere muhtemel
¢Ozlim Onerileri lizerinde durulmaktadir.

Anahtar kelimeler: Siber diinya, dijital vatandaglik, dijital vatandashigm boyutlari, dijital

vatandaslarin karsilastig1 sorunlar ve ¢6ziim Onerileri.

DIGITAL CITIZENSHIP AND PROBLEMS OF CYBER WORLD

Abstract

The internet, which is an integral part of daily life, is a new environment appeared in result of
the interconnection of millions of official, private and commercial networks spread all over
the world after the 1990s. While the internet, digital structures and applications on it, offering
services, products and communication opportunities to individuals, they also bring new
problems. As of the beginning of 2023, 63.5% of the world's population (approximately 5.07
billion people) uses the internet. It is vital to address the rights and responsibilities of the
individual, who is the most important part of this new world, as a digital citizen. In this
context, the concept of digital citizenship and nine elements of digital citizenship (digital
access, digital commerce, digital communication, digital literacy, digital ethics, compliance

with digital laws, digital rights and responsibilities, digital health and digital security) are
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elaborated. In this study, taking into account the elements of digital citizenship, the main
problems that individuals face or may face in the cyber world, and possible solution
suggestions, especially education, are emphasized.

Key Words: Cyber world, digital citizenship, elements of digital citizenship, problems of

digital citizens and proposals of possible solutions.

Giris

Diinyanin giindemine wolrd wide web (www)’in gelistirilmesiyle1990’l1 yillarda giren ve
artik glinlik yasamimizin ayrilmaz pargasi haline gelen internet, birbirine bagl bilgisayar
aglarinin tiimii olarak da tanimlanabilir. Milyonlarca ticari ag ile devlet ve 6zel bilgisayar

aglarmin birbirine baglanmasiyla olugsmustur.

“Siber uzay” veya “siber alem” kavramu ise, internet iizerindeki dijital alanlarin tamamini
ifade etmek i¢in kullanilan bir terimdir. Bu alanlar, web siteleri, sosyal medya platformlari,
bulut depolama servisleri, ¢evrimici forumlar, e-posta hesaplari ve benzeri bir¢ok dijital
varlig1 kapsar. Hayatimizin her alanimi etkileyen siber uzay, vatandas-devlet iliskilerini
derinden etkilemis ve bu ¢ercevede insan haklar1 alaninda da yeni firsatlar ve yeni tehditleri

beraberinde getirmistir (Demirer, 2023).

Internet kullaniminin artmasi ve internet tabanli hizmetlerin genislemesi ile birlikte, bu alanda
giivenlik tehditleri de artmaktadir. Siber saldirilar, ¢evrimici kimlik avi, veri hirsizlig1 ve
diger siber sug¢lar, su¢larin unsurlarini yeniden sekillendirmis, bireyler, kuruluslar ve devletler
icin ciddi riskler olusturmaya baslamistir (Demirer,2023 ; Cengiz, 2021:407-424). Siber
gelismeler ulusal ve uluslararasi sistemi teori ve uygulamada derinden etkilerken, bu alanda
egemen gliclerin evrensel diizenlemelerden kagindigi goriilmektedir. Kapsam ve iiyeler
acisindan oldukga smirlt olan Avrupa Konseyi’nin Siber Suglarla Miicadele Sozlesmesi ve
ikili baz1 anlagmalar disinda heniiz bir siber uzay rejimi olusturulamamistir (Akyesilmen,
2018: 185-186). Siber alemdeki her sey gibi siber giivenlik kavramlar1 da stirekli gelisim ve
degisim i¢indedir.

Hiz, gilivenlik, teknoloji okuryazarligi ve biiyiik veri tehditleri gibi ¢ok yonlii ¢6ziim
gerektiren meseleler bir kenara birakildiginda, internetin hayatin her alanina geri doniilmez
sekilde girmesi nedeniyle, yavas yavas demokrasiyi e-demokrasiye, vatandasligi dijital

vatandasliga, yonetimi e-yonetisime dontstiirdiigii sdylenebilir (Isikli, 2015 : 22).

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

154

<<< Winter 2023


https://tr.wikipedia.org/wiki/Bilgisayar_a%C4%9F%C4%B1
https://tr.wikipedia.org/wiki/Bilgisayar_a%C4%9F%C4%B1
https://tr.wikipedia.org/wiki/Ticari
https://tr.wikipedia.org/wiki/Devlet

Dijital Vatandashk Kavrami

Bilisim ve iletisim teknolojilerinin giin gectikce gelismesine paralel olarak bilgiye her yerden
ulagilabilmekte ve her birey diinyanin farkli bir cografyasindaki iilke vatandasi ile iletisim
kurabilmektedir. Dijital vatandaslik kavrami bu gelismelerin sonucu olarak ortaya ¢ikan
kavramlardan birisidir. Diger bir ifade ile internetin iletisim ve haberlesme noktasinda iilke
sinirlarini ortadan kaldirmasi, diinyay1 kiiresellestirmesi bu kavramin ortaya ¢ikmasina sebep

olmustur (Cubukcu ve Bayzan, 2013).

Teknolojiyi ve teknolojiyle beraber hayatimiza giren dijital araclar1 dogru kullanmasini bilen,
etik kurallara ve kisi haklarina dijital platformda da saygi duyan ve bu araglar1 giivenlik ve
sorumluluk bilinciyle kullanmasint bilen kisiye dijital vatandas denmektedir. Dijital
vatandaslik ise kisaca, teknoloji kullanimu ile ilgili dijital vatandaslarin sorumluluk sahibi
davranig normlar1 olarak tanimlanmaktadir (Mossberger, Tolbert ve S. McNeal, 2007: 140).

Bagka bir deyisle dijital vatandaslik; temelde dijital ortamda pozitif, elestirel ve yetkin bir
sekilde etkilesime girme, etkili iletisim ve yaratma becerilerini kullanarak, teknolojinin
sorumlu kullanimt ile insan haklarina ve onuruna saygili sosyal katilim big¢imlerini uygulama
becerisi anlamina gelir (Mediatrend:2023). Bununla birlikte, dijital vatandaglik kavraminin
heniiz ulusal ve uluslararas1 alanda herkesin iizerinde hemfikir oldugu bir kavram oldugu

sOylenemez.

We are social isimli anket sirketinin 2022 raporu verilerine gore, 2022 yili sonu itibariyle,
tim diinya niifusunun %63,5’1 internet (yaklasik 5,07 milyar kisi) kullanmaktadir. Ayni
zamanda diinya niifusunun %59,31 (yaklasik 4,72 milyar kisi) aktif olarak sosyal medya
araclar1 kullanmaktadir. Internet kullanic1 sayist bir dnceki yila gdre %3,5, sosyal medya

kullanici sayisi ise %4,2 oraninda artmistir (Terzibas, 2023 : 39-57).

Diinyanin bir¢ok noktasindan dijital teknolojilerin kullanilabiliyor olmasi, biitiin diinya
vatandaglarinin esit hak ve sorumluluklara sahip birer dijital vatandas olabilecegini
gostermektedir. Cografi sinirlara bagl bir vatandaslik algisinin kiiresellesmeyle asinmast,
ayni dijital platformlarin tiim diinya vatandaslar1 tarafindan kullanilabilir hale gelmesi gibi
sebepler, dijital vatandaslik kavraminin ortaya c¢ikmasimni neden olmustur (Cubukcu ve

Bayzan, 2013).
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Dijital Vatandashgin Boyutlar:

Dijital vatandagligin her acidan anlamlarin1 ortaya koymaya calisan ve bu alandaki pek ¢ok
makalede atif yapilan Mike Ribble, dijital vatandaslig1 9 boyutta incelemektedir:

1-Dijjital Erisim: Bireylerin teknoloji okuryazarligi dogrultusunda dijital hizmetlere
erisebilmesi ve bunu saglayan teknolojik araclarini kullanma becerisidir.

2-Dijital Ticaret: Bireylerin aligveris, para transferi yapmak, banka iglemleri gibi islemleri
bilingli ve dogru bir sekilde gerceklestirebilmesi, dolandiricilik, fidye gibi kotii niyetli
tuzaklardan kendilerini ve malvarliklarini koruyabilmesidir.

3-Dijital Iletisim: Bireylerin basta dijital kamu hizmetleri, sosyal medya platformlari,
cevrimici faaliyetler olmak iizere, tiim dijital iletisim kanallarinda tipki gergek ortamlarda
oldugu gibi 6zenli ve etik kurallara uygun davranmasidir.

4-Dijital Okur-yazarlik: Siber uzayda edinilen bilgileri dogru analiz etme ve giivenilir kaynak
stizgecinden gecirme sorumlulugudur. Denetimin minimal seviyede oldugu siber diinyada,
bilgi kirliliginin yiiksek olabilecegi bilinciyle hareket edilmesidir.

5-Dijital Etik: Toplumsal ve bireysel etik degerler gergevesinde, saygili ve sorumlu internet
kullanimidar.

6-Dijital Kanunlara Riayet: internet kullaniminin gerektirdigi ulusal ve uluslararasi
diizenlemelere uyma, su¢ olusturabilecek internet ihlallerinin bilinmesine iliskin dijital
vatandaslik bilesenidir. Bu anlamda, siber suglar gibi suglarin yami sira sosyal medya
ortamlarinda, zorbalik, ifade Ozgiirligli ihlali, santaj veya tehdit suglarinin cezai
yaptirimlarinin ~ bulundugunun  bilinmesi ve bu konuda iglncii kisilerin  de
bilinglendirilmesidir.

7-Dijital Hak ve Sorumluluklar: Dijital ortamlardaki haklarin bilinmesi ve hukuki
yiikiimliiliiklerin yerine getirilmesi sorumlulugudur.

8-Dijital Saglik: Bilgisayar, akilli telefon ve tablet gibi cihazlarin kullanimindan
kaynaklanabilecek saglik problemlerini bilme ve ka¢inma sorumlulugudur.

9-Dijital Giivenlik: Giivenlik konusunun aslinda dijital vatandagligin boyutlarimi1 agkin pek
cok yonii bulunmaktadir. Ancak bireysel diizeyde, internetten giivenli araglarla ve dogru
yontemlerle faydalanilmasi, kisisel bilgilerin ¢alinmasina neden olabilecek hatalara karsi

uyanik olunmasidir (Ribble, 2011: 15-43).

Teknolojinin her giin biraz daha gelismesi, farkl dijital arag ve gereclerinin kullanimina firsat
tanimaya baslamis ve dijital vatandaghgin daha fazla boyutlarda ele alinabilecegini

gostermistir. Ribble’1n dijital vatandaslik i¢in 6nerdigi 9 boyuta bulut bilisim, akilli telefonlar,
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diziistii bilgisayarlar ve tabletler gibi dijital araglarin da eklenmesiyle dijital vatandasligin, 11

boyutta incelendigi de goriilmektedir (Cubukcu ve Bayzan: 2013).

Dijital Vatandashgin Boyutlariyla Ilgili Siber Sorunlar

Internetin ve siber diinyanim riskleri ¢ok ¢esitli ve gercek vakalardan Srneklerle bireysel,
kurumsal, ulusal ve uluslararasi seviyelerde incelenmistir (Akyesilmen, 2018 : 173-189, 288-
305). Tirkiye’de bilisim ve iletisim sektoriinii diizenleyen ve denetleyen iist kurul Bilgi
Teknolojileri ve Iletisim Kurumu’na baglh calisan Telekomiinikasyon Iletisim Baskanlig
(TIB) internetin bilingli ve giivenli kullanimina yodnelik yapmis oldugu bilinglendirme
faaliyetlerinde internetin risklerini dokuz baslikta incelemistir: Yanlis ve/veya zararli bilgiye
erisim, siber zorbalik, sanal dolandiricilik, kisisel bilgilerin paylasimi, zararli yazilimlar,
pornografi/cocuk istismari, oyun ve internet bagimliligi, yabancilarla ¢evrimici ve ¢evrimdisi

iletisim ve siddet/nefret/irk¢ilik faaliyetleri (Cubuk¢u — Bayzan, 2013).

Bu c¢alismada ise, internette bir dijital vatandasin karsi1 karsiya kalabilecegi riskler ele
alinmaya calisilacaktir. Ribble’in belirledigi 9 dijital vatandaslik boyutunun hangi siber

sorunlarla iligkili olabilecegini inceleyelim:

a-Dijital Erigim Boyutu

Oncelikle her bireyin cevrimici ortama erisme hakki vardir. Bazi konularda devletle
iletisimin, haberlesmenin ve bazi kamu hizmetlerine ulagsmanin tek yolu olan internete
erisimin temel bir hak olup olmadig1 tartisiimaktadir. Internete erisim, herhangi bir hukuki
belgede olmamasina ve insan haklari yazininda heniiz bdyle bir kabul olmamasina ragmen,
Birlesmis Milletler (UN) raporlarinda bir insan hakki olarak tanimlanmaktadir (Akyesilmen,
2018: 285).

Otoriter rejimlerde internetin yasaklanmasi veya kisitlanmasi, internetin etkisi konusunda acik
bir fikir vermektedir. Bununla birlikte, internete giren bireylerin kisisel bilgilerinin, ticari ve
mali varliklarinin korunmasi devletin, kurumlarin ve servis saglayict sirketlerin gorevidir.
Ciinkii, kisisel bilgilerin ¢alinmasi, sosyal medya hesaplarinin ele gecirilmesi ve dolandiricilik

gilinlimiizde rastlanan en yaygin rastlanan giivenlik sorunlari arasindadir.

b-Dijital Ticaret Boyutu
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2015 - 2021 doneminde internet iizerinden yapilan ticaret hacminde, yillik ortalama %20 nin
tizerinde artis gergeklesmistir. 2015 yilinda kiiresel e-ticaret hacmi 1,5 trilyon dolar olarak
gergeklesirken, 2021'de 4,9 trilyon dolar1 asmis ve 6 yilda 3 kattan fazla artmistir (Terzibas,
2023). Giinlimiizde ise, diinya c¢apindaki e-ticaret hacminin 10 trilyon dolar1 gectigi tahmin

edilmektedir.

Internet iizerinden alisveris, mali islemler ve bankacilik islemlerinin yapilmasi ciddi yazilim
ve donanmim alt yapisini gerektirdigi gibi, bireylerin de bu alt yapiyr kullanacak bilgi
birikimine sahip olmalar1 gerekir. Ayrica, bireyler yaptiklari islemlerin dolandiriciliga,

viriislere ve ligiincii kisilerin miidahalelerine kars1 korunmasi gerekmektedir.

c-Dijital Iletisim Boyutu

fletisimin 2024 yilinda geldigi noktaya bakilacak olursa, biitiin geleneksel iletisim
yontemlerinin (telefon, mektup, faks, bagvuru, dilekge, kisa mesaj, goriintiilii iletisim vb.) ya
aynist1 ya da alternatifi internette ve dijital diinyada miimkiindiir. Hatta sosyal medya,
goriintiilii konusma, e-posta, bulut teknolojisi ve anlik mesajlasma gibi bazi iletisim

yontemleri sadece dijital alanda miimkiindjir.

Bu denli yogun ve kacinilmaz etkilesim i¢inde bireylerin her tiirlii bilgisi ve iletisimi,
kurumlarin ve Tigclincli kisilerin miidahale riski altindadir. Bu anlamda, bireylerin
haberlesmesinin mahremiyeti ve gizliliginin korunmasi en 6nemli sorun olarak karsimiza
cikmaktadir. Ayni sekilde, sosyal medyada bireylerin paylastigi her seyin sinir1 belli

olmayacak sekilde yayilmasi ve anonimlesmesi diger bir risktir.

d-Dijital Okur-Yazarlik Boyutu:

Internet okur-yazarligi ve dijital okur-yazarlik giiniimiizde her bireyin zorunlu vasiflari
arasinda yer almaktadir. Bu baglamda, dijital kitap ve medyanin geleneksel okuma ve yazma
aligkanliklarini degistireceginin ilk isareti, NTV Haber sitesinin 20.7.2010 tarihli haberine
gore; diinyadaki dijital kitaplarin satisinin ilk olarak 2010 yilinda kagit kitap satiglarini
gecmesiydi.

Aymn sekilde, 244 yildir basilan Britannica Ansiklopedisi’nin basimi {icretsiz hizmet veren
dijital ansiklopedilerin yayginlasmasi nedeniyle 2012 yilinda durdurulmustur. Londra’da

1734 yilinda kurulan diinyanin en kokli gazetelerinden birisi olan Lloyd’s List, 2013’iin
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Aralik ayinda kagit baskiyr birakip, tamamen dijitale gegmistir (LLoyd’s List,2024). 1933
yilinda New York sehrinde basimina baglanan ve 12 iilkede dagitimi yapilan Newsweek

dergisi, Ocak 2013 tarihinden itibaren tamamen dijital yayina gecti (Newsweek, 2024).

Matbaanin bulunmasindan sonra, diinya dijitallesmeyle yeni bir doneme girmistir. Matbaa
herkesin okur olmasini kolaylastirirken, dijital kitaplar okurlugun yanisira herkese yazar olma

sans1 da sunmaktadir (Soydan, 2012: 395-397).

Giliniimiizde bilgisayar, akilli telefon, tablet ve benzeri araglart kullanma kamu hizmetlerine,
tirtin ve igeriklere ulagim i¢in neredeyse zorunlu hale gelmistir. Bu nedenle bireylerin, dijital
araglar1 ve interneti kullanmay1 6grenmesi ve yeni gelismelere uyum saglamalart en temel
gereklilik olarak ortaya c¢ikmaktadir (CoE, 2017). Bu temel yetilere sahip olmama veya
“yanlis bir diigmeye basma korkusu” toplumdan ve giinliik hayattan dislanmaya varabilecek

bir izolasyonun baslangici olabilmektedir.

e-Dijital Etik Boyutu:
Bireylerin dijital araclar1 ve interneti kullanirken, giivenilir kaynaklari kullanmalari,
baskalarinin haklaria saygili olmalar1 ve gereken ahlaki sorumlulukla hareket etmeleri de

Onemlidir.

Kabul edilebilir gevrimigi davranislarin tiimii Ingilizce’den esinlenerek “netiquette” (netteki
gorgii kurallar1) adi altinda ele alinmaktadir. Bu kavram temelde, dijital vatandaslarin uymak
zorunda oldugu davranig kurallarini, siber zorbalik yapmamayi, mahremiyete saygi

gdstermeyi ve diiriist davranmay1 ifade etmektedir (OECD, 2019).

f-Dijital Kanunlara Riayet:

Gergek diinyada oldugu gibi siber diinyada da yapilmasi1 hukuki, cezai veya idari yaptirima
baglanmis olan eylemleri diizenleyen yasalar ve kurallar mevcuttur. Her bireyin ve kurumun
bu kurallara uygun davranmasi zorunludur. Kurallarin uluslararas1 ve ulusal planda olmak
tizere iki seviyesi bulunmaktadir. Bir de, siber diinyanin esas aktorleri konumunda olan
hizmet, Uriin ve icerik saglayici sirketlerin sézlesmelerle koyduklar1 kurallar vardir. Siber

diinyaya giren her bireyin bu kurallara uymas1 gerekmektedir.
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Siber diinyadaki hukuka aykir1 hareketleri engelleme ve sug teskil eden eylemlerin faillerini
cezalandirma konusunda, uluslararasi planda ¢ok ciddi bir gelisme olmamistir. Bu kapsamda,
2001 tarihli Avrupa Konseyi Siber Sucglarla Miicadele Sozlesmesi disinda kapsamli bir

uluslararasi s6zlesme bulunmamaktadir.

Bu baglamda, internetin sagladigi anonimlige veya dijital maskelere giivenerek hakaret, tehdit
veya asagilama, normal hayatta yapmadigi seyleri yapma ve sug isleme konusunda rahatlik
hissetme en sik karsilasilan olgulardan birisidir. Halbuki, dijital ortamdaki hareket ve
eylemlerin ¢ogu iz birakmaktadir. Istendigi ve detayli arastirma yapildig1 takdirde, siber
diinyadaki her sucun failinin biiylik oranda tespit edilebilecegi bilinmektedir. Bireylerin, bu

gercegin farkinda olarak siber ortamda hareket etmeleri gerekmektedir.

g-Dijital Hak ve Sorumluluklar:

Internete erisim, heniiz anlanm1 ve kapsamu iizerinde evrensel bir uzlasma olmasa da, ulusal ve
uluslararas1 alanda bir genelde bir hak olarak kabul edildigi sdylenebilir. internete girildigi
andan itibaren, tipki gercek diinyada oldugu gibi baskalarinin 6zgiirliiklerinin basladig1 yerde

kendi 6zgiirliiklerimizin sonlanmasi veya siirlandirilmasi s6z konusudur.

Bagka bir anlatimla, ozgiirliiklerin yarigmasi, istiinliik veya onceligin belirlenmesi soz
konusudur. Siber diinyada heniliz kiiresel diizenleyici bir sistem kurulmadigi veya
kurulamadig1 i¢in, Ozgiirliikklerin ve varsa sinirlamalarinin nasil gergeklestirilebilecegi
konusundaki tartismalar devam etmektedir. Internette hi¢ bir kural ve sinirlamanin kabul
edilmemesi gerektigini savunan anarsist ve kaotik goriislerden, dijital diinyanin tipki gercek
diinya gibi tamamen kontrol altinda tutulmasi1 gerektigini savunan otoriter goriislere kadar

sayisiz goris ileri siiriilmektedir.

Bu konuda akla gelen ilk ¢6ziim, gercek diinyadaki durumun siber diinyaya yansitilmasidir.
Yani gercek diinyadaki hak ve sorumluluklarin, dijital diinyada da uygulanmasidir. Gergek
diinyada ifade 6zgiirliigii ne oranda kullaniliyor ve korunuyorsa, siber alemde de o oranda
kullanilabilmesi ve korunmasidir. Ancak siber diinyanin sinirlarinin belirsizligi, yer, zaman,
kisi ve eylem kavramlarinin tiim siber aleme yayilabilecek nitelikte olmasi, sadece siber
diinyaya has kavramlarin varlig1 (avatar kullanimi, yapay zeka, otobot hareketleri, meta verse
ve benzeri sanal diinyalar) bu ¢oziimlerin yetersiz oldugunu gostermektedir. Ornegin,

Hindistan’dan internete baglanan bir kisinin, Fransa merkezli bir sirketin sosyal medya
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uygulamasinda, Kanada’da yasayan bir ABD vatandasina hakaret etmesi durumunda hukuki
ve cezai sorumlulugun hangi iilkenin kanununa gore, hangi mahkeme tarafindan, ne zaman ve
hangi usule gore belirlenecegi gibi sorular, imkansiz olmasa da, cevaplanmasi zor sorulardir.

Ancak dijital vatandagslar, siber diinyada hareket ederken “en az” gercek diinyadaki kadar,
haklarin1 bilme ve kullanma, sorumluluklarini da yerine getirme yikiimliiliikkleri oldugunu

fark etmek zorundadirlar.

h-Dijital Saglik:

Bireylerin dijital diinya ile etkilesimlerinin sagliklarina etkisi genelde olumsuz sonuglarla
bilinmektedir. Siber diinyada gercek diinyada bulunan pek ¢ok meslegin, hobinin, sanatsal
aktivitenin veya yasadis1 faaliyetlerin aynisinin veya benzerinin bulunmasi, insanlarin
hayatlarinin 6nemli bir boliimiinii bilgisayar, telefon ve ekran basinda gegirmelerine neden

olmaktadir.

Globalwebindex’in 2021 yili raporuna gore tiim diinyada giinde ortalama 6 saat 54 dakika

internette geciriliyor. Buna sosyal medya, haber kanallari, TV ve aligveris de dahildir.
Tiirkiye’de oran biraz daha artiyor. Bizde giinliik olarak internette gecirilen zaman 7 saat 57
dakikadir (Linkedin, 2021). Bu rakamlar, insanlarin giiniin ortalama ii¢cte birini internet
basinda gecirdiklerini gostermektedir. Bu kadar uzun siireyi siber diinyada gegiren bireylerin,
g0z, kas-iskelet sistemi rahatsizliklari, gastro intestinal, norolojik veya ortopedik rahatsizliklar

gecirmeleri olasidir.

Fiziksel rahatsizliklar yaninda, internet bagimlilii, ¢evrimi¢i kumar bagimhiligr ve dijital
oyun bagimlilig1 gibi pek cok yeni psikolojik rahatsizliklar ortaya ¢ikmistir. Bu nedenle,
dijital bireylerin internetten faydalanirken de, her seyde oldugu gibi “az1 karar, cogu zarar”
ilkesiyle hareket etmeleri, ¢ok uzun siire ekran karsisinda hareketsiz kalmamalari, gercek
diinyayla sanal diinyay1 birbirine karigtirmamalari, hatta gercek diinyadan kopup sanal

diinyada yasama yanilsamasina girmemeleri gerekmektedir.

1-Dijital Giivenlik Boyutu:

Yukarida deginilen hususlar dikkate alindiginda, siber diinyadaki giivenligin en az gergek
hayattaki giivenlik kadar 6nemli hale geldigi sOylenebilir. Ciinkii, gelismis ve gelismekte olan
ilkelerdeki siber diinyanin aktoérleri konumunda olan bireylerin, sirketlerin, kurumlarin,

devletlerin ve uluslararasi kuruluslarin hayati faaliyetlerinin biiyiik cogunlugu dijital araglarla
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internet, intranet ya da benzeri yerel, ulusal ve kiiresel aglar tizerinden gergeklestirilmektedir.
Siber giivenligin ana noktalarina deginilmesi bile bu makalenin kapsamini agmaktadir. Bu
nedenle, siber giivenligin dijital vatandasliga iliskin yonlerine sadece goz atmakla yetiniyoruz.
Son yillarda bireyler yaninda sirketlerin ve devletlerin bilgilerinin bilgisayar korsanlarinca
calinmasi, sirketlerin veya devletlerin hizmetlerinin siber saldirilarla aksatilmasi, bireyden
devlete kadar tiim seviyelerde siber giivenlik 6nlemlerinin alinmasini zorunlu kilmigtir. Hatta
bu durum o kadar 6nemli hale gelmistir ki, devletlerde siber giivenlik birimleri kurulurken,
bilgi giivenligi konusunda sirketler i¢in ISO 27001 gibi bazi uluslararasi standartlar

konulmustur.

Global aragtirma sirketi Statista verilerine gore, 2021'de 139 milyar dolar olan siber giivenlik
pazarindaki gelirin 2022'de 159,8 milyar dolar civarinda gergeklestigi diisiiniilityor. Pazarin
yiizde 13,33'liik bir yillik biiylime orani1 géstermesi ve bunun 2027 yilina kadar devam etmesi
halinde 298,7 milyar dolarlik pazar hacmiyle sonuglanacagi tahmin ediliyor. Tiirkiye'de ise
2020 yilinda 247,4 milyon dolar olan siber giivenlik ¢oziimleri pazarinin 2025 yilinda 344.,9

milyon dolara ulagsmas1 beklenmektedir (Yeniova, 2022).

Dijital giivenlik pek ¢ok alanda oldugu gibi, en kiiciik halka olan bireyden baglamaktadir.
Bireylerin kullandiklar1 her tiirlii dijital aracin dis etkilere kars1 glivenligini saglamalar1 (Anti-
viriis programi kullanmalari, giivenli internet hizmeti sunan sirketlerden hizmet almalari,
giivenlik duvar1 kullanmalari, giivenli sayfalarda gezinmeleri, dijital hizmetlerde ve cihazlarda
parola, parmak izi, yiiz tanima vb. glivenlik araglar1 kullanmalar1) ilk adimdir. Devletin ve
hizmet sunan sirketlerin kendi alanlarinda siber giivenligi saglamalari ikinci adimdir. Siber
saldirilara ve giivenlik agiklarina karst bireylerin, sirketlerin, kurumlarin ve devletlerin

isbirligi yapmasi ise ti¢lincii adim olarak géziikmektedir.

Sonuc ve Degerlendirme
Diinyanin dijitallesmesi ve internetin yayginlagmast sonucu olarak, diinyanin dort bir
tarafindaki bireylerin ve kurumlarin birbiriyle gercek zamanl iletisim kurmalar1 ve etkilesime

gecmeleri miimkiin hale gelmistir.

Dijital diinyada dijital vatandaslik, dijital araclarmn kullanildig1 her durumda gegerli olan
davranig normlarini tanimlamakla beraber giiniimiiz dijital platformlarin kullanimimin biiyiik

bir ¢ogunlugu cevrimigi teknolojiler yani internet araciligiyla ger¢eklesmektedir. Bu ylizden,
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dijital vatandaslik algisini, artik ¢evrimici ya da daha genis anlamda internet teknolojilerini
kullanim aligkanliklar1 ¢ercevesinde degerlendirmek gerekmektedir (Cubukgu ve Bayzan).

Dijital araclar1 kullanim yasinin oldukga diismesi nedeniyle dijital vatandaslik algisinin ¢ocuk
yaslarda baslamasi gerektigini ve bu c¢agdaki ¢ocuklara dijital araglarin kullaniminin
ogretilmesi gerektigi ifade edilmistir (Ribble, 2011). Ulkemizde ilkdgretimde bilisim dersinin
konmasi 6nemli bir adimdir. Aslinda ¢ocuklarin okuma yazma 6grenmeden telefon ve tablet
kullanmay1 6grendikleri dikkate alinirsa, okuldan 6nce baslayan bu dijital etkilesime iligskin

egitimin ilk 6nce ailede baslamas1 gerektigini gostermektedir.

Okuldaki hayata hazirlama egitiminin yaninda, hem bu sansi1 kagiranlar hem de bilgilerini
giincellemek isteyen yetiskinler i¢in, devletin hem Orgiin hem de uzaktan egitim yontemiyle
egitimler ve kurslar diizenlemesi gerekmektedir. Aksi takdirde pek ¢ok yetiskinin, 6zellikle de
yaslilarin, dijital diinyadan soyutlanmasi sosyal bir problem olarak ortaya g¢ikacaktir. Her
ilcede bulunan halk egitim merkezleri, dijital vatandaslik egitimlerin ve kurslarin
diizenlenmesinde Onemli bir ¢oziim noktasidir.  Yine belediyelerin ve diger kamu
kurumlarmin verdigi egitimler yardimci olabilecek niteliktedir. Ayrica televizyondan veya
akilli telefonlardan yayinlanabilecek c¢evrimigi veya ¢evrimdisi dersler, kurslar, podcast’ler,
isitsel ve gorsel egitim materyalleri sahsen kursa katilma olanagi olamayanlara ¢6ziim

olabilecektir.
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TECHNOLOGY ETHICS: A PHILOSOPHICAL INTRODUCTION AND READINGS

By Gregory J. Robson and Jonathan Y. Tsou, New York: Routledge, 2023, pp.306, DOI:
10.4324/ 9781003189466

Kamil Tarhan

ORCID: 0000-0003-4668-7920

Technology Ethics a Philosophical Introduction and Readings was edited by Gregory J.
Robson and Jonathan Y. Tsou and it was published by Routledge in 2023. The book consisted
of five parts and 32 articles. Each article was written by different authors. The first part of
book focuses on Perspectives on Technology and Its Value. The second part of book analyses
the Technology and the Good Life. The third part of book looks into Computer and
Information Technology. The fourth part examines Technology in Business. The final part of

book is tried to evolute Biotechnology and the Ethics of Enhancement.

The editors introduce the study by highlighting a world without the internet and technology is
now deemed unacceptable. They succinctly outline the unique aspects of their work,
emphasizing its significance in the literature. Ethics has become a crucial consideration not
confined to specific domains but permeating every facet of social and human life. This study
stands out by addressing the ethical dimensions of business and medicine, often overlooked in
previous research. The editors aim to contribute with anthological articles, both analytic and
continental philosophy, to bridge the existing gap in the literature on the evolving field of

technology ethics.

The first part of the work consists of seven different articles as Perspectives and Values of
Technology. The articles in this part generally discuss philosophical investigations into the
nature of technology and its impact on society. It explores important questions about the
definition of technology, its relationship to science, and whether it is value-neutral or value-
laden. Two opposing views are presented: instrumentalists argue that technology is a neutral
tool shaped by human use, while technological determinists argue that technology influences

and even determines social changes.

Technology is defined very succinctly and clearly as "humanity at work™ in part one (C. Pitt,

2023, p.14). The focus shifts from the lens of technological infrastructures to the value-laden
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nature of technology, emphasizing that assessing the goodness or badness of technology often
depends on the context of use. It shows that the value of technology is not innate, but emerges

from how individuals use it.

It is a fact that today, an important goal of many cybersecurity policies and government
policies is the circulation of information and the dissemination of false information. This
study critically examines the role of technology, especially social media, in spreading
misinformation and its impact on user behaviour. It challenges the notion of value neutrality
of technology, arguing that technology can lead morally decent individuals to contribute to
negative outcomes. The overall theme highlights the importance of considering the broader
societal impact of technology and recommends a predictable system for technology designers

to reduce negative outcomes.

In the first part, the permanence of "technological determinism™ is particularly discussed.
Technological determinism is defined as the belief that technologies operate independently of
society and direct cultural, political and social forms (Wyatt, 2023, p.26). The text highlights
alternatives to this view, such as the idea that technology is neutral and its social
consequences result from human choices. Essentially, it acknowledges the complex
relationship between technology and society, emphasizing that technologies are socially

constructed and shaped by human practices.

The first part continues by providing an overview of Martin Heidegger's contributions to the
philosophy of technology. It aims to explain Heidegger's philosophy of technology,
highlighting its historical, ethical and existential dimensions, as well as its potential for
establishing a transformative relationship with technology. Then it explores the ethical
significance of technology with a postphenomenological approach and underlines the
interconnectedness between humans and technologies. One author challenges the idea that
technology is ethically neutral, arguing that technologies play a crucial role in shaping human
practices, perceptions, and interpretations, thereby influencing ethical questions such as how
to act and how to live (Verbeek, 2023, p. 44).

The second part of the book begins with an exploration of the ethical dimensions of
technology, specifically focusing on what constitutes a good life and how technology

influences its pursuit. The part delves into historical philosophical debates on the good life,
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discussing various theories and questioning the positive or negative effects of technology,
particularly the internet and mobile phones. Ethical theories like Aristotelianism,
Confucianism, Kantian ethics, and Utilitarianism are applied to topics such as online honesty,
the impact of technology on life enjoyment, and broader ethical dilemmas. The goal is to help

readers assess how wisely using technology aligns with the pursuit of a fulfilling life.

The articles in this part cover challenges in regulating technology firms, honesty in the
technological landscape, Confucian perspectives on technology aligning with societal values,
and a critical examination of technology within capitalism from a Marxist viewpoint. In this
part, it is also explored the Kantian concept of trust in navigating the complexities of modern
technological societies, emphasizing the shared responsibility of technology proponents,

regulators, and users in fostering ethically sound trust.

The third part of the book delves into the impact of the Computer and Information
Technology revolution on human life, examining both its positive and negative effects. The
exploration spans various facets, including artificial intelligence (Al), social media, internet

censorship, gender issues, and misinformation in cyberspace.

The following part starts to explore the ethical dimensions of Al systems, arguing that they
are not value-free. It emphasizes the importance of considering societal values during Al
development, particularly in problem identification, framing, and design phases. The article in
this part advocates for a Kantian approach to ensure morally right autonomous machine
behaviour, emphasizing the need for a course correction in machine ethics (Wright, 2023,
pl45-146).

Another article discusses ethical issues with Al technologies in mental health, focusing on
Chat_Bots offering Cognitive Behavioral Therapy (CBT) (Tekin, 2023, p.152). It evaluates
promises and concerns, emphasizing the need for ethical guidelines in implementing Al for
mental health interventions. There is also an article in which privacy rights are highlighted in
the trade-off between privacy and security. The author argues that privacy is a fundamental
aspect of human flourishing and questions common justifications for extensive surveillance.

It was not overlooked in the study that people today live their lives through social media and
screens. Living through screens, suggests screens are fundamentally changing our perceptions

and way of being social. The prevalence of screens may be leading to a different kind of
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subjectivity and social existence. The dynamics of visibility on social media, particularly
TikTok, are explored in a chapter discussing the #BlackTikTokStrike. It underscores issues of
visibility, labour, and inequalities for Black creators, emphasizing the need for critical

examination of power structures on social media (Rim, 2023, p.175-176).

The gendered and racialized dynamics of visibility in influencer culture on platforms like
TikTok are examined in another article. It critically addresses the racialized and gendered
labour involved in achieving visibility on social media platforms. Lastly, the concept of fake
news examines its characteristics and discusses its impact on public trust, political
polarization, and democracy. Approaches to addressing fake news are considered,

highlighting the need for a nuanced understanding.

The fourth part addresses critical ethical issues at the intersection of technology, business, and
economics, an area often overlooked in discussions of computer ethics. Unlike standard
articles that focus primarily on technical aspects, they delve deeply into business ethics, an
important but often overlooked area. The discussion begins with Adam Smith applying his
insight into the formation of moral sentiments to the contemporary use of technology,
especially social media (Otteson, 2023, p.197). The author of the article, also argues that by
highlighting enduring psychological similarities between individuals despite technological
advances, Smith's principles offer valuable insight into assessing the evolving dynamics of

human interaction in the digital age.

On the other hand, the impact of social media platforms such as Twitter, Google, Facebook
and YouTube on individuals' access to various information is evaluated. The unprecedented
level of information sharing facilitated by these platforms is being investigated and the value
of such access is being questioned. Its main focus is on the concept of echo chambers, where
users isolate themselves from alternative views by creating personalized information streams.
The problem arising in the context of social media and its potential impact on public
discourse and civic thought are emphasized. It discusses the ethical implications of
individuals actively filtering and blocking alternative viewpoints, leading to the reinforcement
of their views and the rejection of competing views. The three main problems that contribute
to the exacerbation of echo chambers are the problem of influence of firms, the problem of
impersonation and the problem of manipulation (Robson, 2023, p.207-208). These issues

contribute to the polarization of political discourse and prevent meaningful interaction with
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different perspectives. The echo chamber phenomenon is seen as a threat to democratic
discourse and civic virtue. In conclusion, the significance of understanding and addressing the
echo chamber issue in social media to ensure a healthier democratic discourse and the

development of civic virtues is occurred.

The part continued with an exploration of diversity within technology firms, specifically the
relationship between ideological diversity and business performance. It begins by highlighting
examples of perceived political bias in select technology firms, highlighting the potential
impact of internal cultural biases on decision-making processes. It is argued that due to the
significant influence of these technology firms on various aspects of society, they have a
social responsibility to ensure that their policies are not distorted by internal biases that
discourage different ideological perspectives. It has also been stated that promoting
ideological diversity is not only a social responsibility but also a strategic business move. It is
argued that technology firms such as Twitter can benefit from cognitive diversity even

without significant interactions between individuals who think differently.

Another article delves into the evolving role of Big Tech in corporate activism and highlights
its impact on political equality. It introduces the divisive moral goods arising from activism
on controversial issues and raises concerns about the influence of these tech giants in shaping
democratic processes. The central argument revolves around how Big Tech decided to raise
questions about political equality and democratic legitimacy. Finally, in this part, the debate
underscores the need for a nuanced legal framework that balances openness, incentives and
fairness. The inadequacies of existing models and innovative approaches tailored to
algorithms encourage careful thinking and creative legal solutions to address the complex

intersection of artificial intelligence, corporate responsibility, and laws.

The fifth part discusses the growing significance of bioethical considerations due to the
widespread adoption of biotechnologies in various fields such as medicine, sports, agriculture,
and food production. Specifically, it highlights bioethical and biomedical issues related to the
use of biotechnologies in medicine and sports, covering topics like genetic enhancement, the
role of biomedical technologies, reprogenetic technologies, and doping in sports.

This part also explores the ethical implications of using biomedical technologies for human

betterment. It delves into the arguments against enhancement, focusing on the irrational anti-
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enhancement perspective. This perspective questions the morality of all or particular forms of
biomedical enhancements. This section critically evaluates these arguments, questions their
empirical basis, and highlights the potential value in some improvements. It concludes by
assessing whether the concerns expressed against the development need a solid justification.
Overall, it addresses the complex ethical landscape surrounding biomedical technology and
development and sheds light on different perspectives in ongoing debates.

An interesting article examined the intersection of feminism and ethical considerations
surrounding reprogenetic technologies. The author discusses the historical development and
widespread use of these technologies, highlighting their impact on reprogenetic choices and
the disproportionate role of women undergoing relevant procedures. The concerns of feminist
scholars are highlighted; It focuses on issues such as the rhetoric of expanding reproductive
options, health risks to women, and the values inherent in these technologies. Ethical
considerations include questions about autonomy, reinforcement of social norms, and

potential injustices regarding access and outcomes.

It challenges the traditional bioethical perspective, especially in the context of biomedical
treatment of HIV risk. It has been argued that traditional bioethics, influenced by principles
such as respect for autonomy, non-maleficence, beneficence, and justice, has failed to
adequately address the complexities introduced by biomedical technologies, particularly in

the area of HIV prevention and treatment.

As a result, each article in the book is designed to expand the reader's horizons. Almost all
topics have been carefully selected and conveyed to the reader as a summary of today's
people's relationship with technology. Each article is very impressive because it reflects a
problem in our lives or a situation we are discussing. It is intended to convey to the reader that
many of us benefit from technological developments in our lives, but also how these
technological developments affect our entire social life without being aware of them. The
philosophical discussions within the study are associated with technology in a very

appropriate and consistent way.
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NOTES FOR AUTHORS / YAZARLAR ICIN NOTLAR

We would like to thank you for choosing to submit your paper to Cyberpolitik. In order to
fasten the process of reviewing and publishing please take try to read and follow these notes
in depth, as doing so will ensure your work matches the journal’s requirements.

All works including research articles, comments and book reviews submitted
to Cyberpolitik need to be original contributions and should not be under consideration for
any other journal before and/or at the same time.

All  submissions are to be made online via the Journal's e-mail address:
cyberpolitik@gmail.com

The authors of a paper should include their full names, affiliations, postal addresses,
telephone numbers and email addresses on the cover page of the manuscript. The email
address of the author will be displayed in the article.

Articles should be 1.5-spaced and with standard margins. All pages should be numbered
consecutively. Please avoid breaking words at the end of lines.

The articles need to be between 5000 - 7000 words (including footnotes and references);
comments between 2000-4000 words (including footnotes and references); and book - article
reviews between 500 - 1500 words.

An abstract of up to 150 words should be added during the submission process, along with an
average of five keywords.

Authors should make a final check of their article for content, style, proper names, quotations
and references.

All images, pictures, maps, charts and graphs should be referred to as figures and numbered.

Sources should be given in full for images, pictures, maps, tables and figures.

Comments in Cyberpolitic
A comment is a short evaluation of an expert regarding new issues and/or development in
cyberpolitics.

Comments require journal's full reference style.
Book / article Reviews in Cyberpolitic

A book review should provide a fair but critical assessment of a recent (not older than 5

years) contribution to the scholarly literature on the themes and topics relevant to the journal.
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A book review for Cyberpolitik:

« provides complete bibliographical references of the book(s) and articles to be reviewed.

e summarizes the content and purpose of the book, focusing on its main argument(s) and the
theory, methodology and empirical evidence employed to make and support these arguments

e Critically assesses the author(s)’ arguments, their persuasiveness and presentation,
identifying the book’s strengths and weaknesses

e presents a concluding statement that summarizes the review and indicates who might
benefit most from reading the book

Book / article reviews should be preceded by full publication information, in the following
form:

Education for Peace: Politics of Adopting and Mainstreaming Peace Education Programs in
Post-Conflict Settings by Vanessa Tinker, Academica Press, 2015, $81.62 (Hardcover), ISBN
978-1680530070.

The reviewer's name, affiliation and email address should appear, on separate lines, at the top
of the review, right after the bibliography of the book/article.

Journal style

Authors are responsible for ensuring that their manuscripts conform to cyberpolitik's reference
style.

Reference style of Cyberpolitik is based on APA 6th Edition.
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